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How I met the … Internet
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and went to graduate school to study it

• Routing: multi-hop communication

• Transport protocols: TCP, TLS, QUIC

• Coordination: fault-tolerant, state machine 
replication services (Paxos, PBFT)

• Scalability: overlays, distributed ledgers
• PhD studying security of distributed systems
• Designed and built secure group 

communication systems
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What are network protocols?
Define how two (or more parties) exchange 
information 
- Parties can be devices or applications
- Reliability, security, congestion control, fairness

Standardized by different organizations
○ IETF
○ IEEE
○ 3GPP
○ Bluetooth SIG … and more

Examples:

Cellular:   LTE
5G

Wireless:  802.11
ZigBee
Bluetooth

Routing:    BGP
OSPF, RIP

Transport: TCP, 
UDP 

Security:    TLS
QUIC

Web:          HTTP/HTTPS
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How do we know they work correctly?
Many of them were not designed with 
adversaries in mind 

Do these protocols work as intended?
o Faults or misconfigurations

Testing
o Unit,  stress

They now have to operate correctly in the 
presence of adversaries

Examples of attacks:

TCP: SYN Flooding
BGP: black-hole
DNS: Kaminsky attack
Overlays:  Eclipse  
Blockchains: 51% 
double-spending
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Adversarial testing

8

State machine replication:
- Turret [ICDCS 2013]; Gatling [NDSS 2012]

Wireless routing:
- Turret-W [WiSec 2012, TON 2016]

TCP: 
- Snake[DSN 2015], TCPwn [NDSS 2018], 
aBBR [RAID 2020]

OpenFlow: 
- BEADS [RAID 2017]

IoT: 
- CHIRON [DSN 2017]

X509 certificates: 
- SymCert [S&P 2017]

Secure protocols:
- QUIC [S&P2015], OpenVPN [2024]

Greedy search in Turret



Model-based adversarial testing
Use abstract model to generate abstract strategies
Map abstract strategies to concrete strategies
Execute concrete strategies on implementations to 
find performance attacks (decrease/increase/stall 
throughput)
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Attack Class Attacker Impact OS New?

Optimistic Ack On-path Increased Throughput ALL No

On-path Repeated Slow Start On-path Increased Throughput Ubuntu 
11.10, 
Ubuntu 16.10

Yes

Amplified Bursts On-path Increased Throughput Ubuntu 11.10 Yes

Desync Attack Off-path Connection Stall ALL No

Ack Storm Attack Off-path Connection Stall Debian 2, 
Windows 8.1

No

Ack Lost Data Off-path Connection Stall ALL Yes

Slow Injected Acks Off-path Decreased Throughput Ubuntu 11.10 Yes

Sawtooth Ack Off-path Decreased Throughput Ubuntu 
11.10, 
Ubuntu 
14.04, 
Ubuntu 
16.10,
Windows 8.1

Yes

Dup Ack Injection Off-path Decreased Throughput Debian 2, 
Windows 8.1

Yes

Ack Amplification Off-path Increased Throughput Ubuntu 
11.10,
Ubuntu 
14.04, 
Ubuntu 
16.10, 
Windows 8.1

Yes

Off-path Repeated Slow Start Off-path Increased Throughput Ubuntu 11.10 YesAutomated Attack Discovery in TCP Congestion Control Using a 
Model-guided Approach. S, Jero, E. Hoque, D. Choffnes, A. Mislove, C. 
Nita-Rotaru. NDSS 2018, CISCO Network Security Distinguished 
Paper Award.



Formal methods can help

Rigorous specifications can 
- Disambiguate systems specifications
- Make implicit assumptions explicit

Formal analysis can
- Provide mathematical proofs
- Find counterexamples that expose flaws

Examples:
CHORD
TLS 1.3,  QUIC
SDN
5G Authentication
RAFT, PAXOS
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Gap paper 

11



How to obtain rigorous specifications?

Specifications in natural language text
- Informal
- Inconsistent
- Incomplete

Reference implementations
- Differences between text and implementation
- Not enough (do not capture intention)

RFC 793 (TCP)
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What tool to select to use for analysis?

• Current tools require substantial expertise to 
use, particularly for complex protocols. 

• Most successful analysis efforts have been 
carried out using domain-specific tools and 
often by the developers of those tools. 

• There is no single “point of entry” for 
understanding what tools are available, what 
inputs and expertise are required to use them, 
and what their capabilities and limitations are. 

Tools for protocols: 
ACL2, Alloy, Rocq, 
CryptoVerif, Dafny, 
Isabelle, Ivy, Proverif, 
Spin, TLA+, Tamarin, 
Verifpal, and more

13



In this talk

Show several examples of our work where we used formal methods to solve different 
problems related to protocol security, after the protocols were already designed

- Attack synthesis

- Patch verification

- Ambiguity resolution

- Security definition
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Example: TCP

As of 2025 there are still new attacks found against TCP

Transport protocol used by most of Internet traffic (including TLS, BGP)
Functionality described in over 20 RFCs, thousands of implementations
Provides reliability, in-order delivery, flow control, congestion control
… attacked for 40 years 

15



How were these attacks found?
Manually
- Reading specification
- Observing behavior

Automatically
- Fuzzing 
- Model-based testing

Can we prove that there are 
no other attacks?
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Problem definition

Given
- Protocol model
- Properties the protocol must meet
- Attacker model(s)

QUESTION:
Can we prove that there are no 
attacks breaking those properties?
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Our approach: Attack synthesis

An attack is a  counterexample violating some 
(security) property

Define an attacker as a process that when composed 
with target system, results in a protocol property 
violation 

Look for counterexamples on the composed system
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Off-Path: knows only IPs & ports

On-Path: can read and send any packet

Replay: can replay seen packets

Evil-Server: can send verified packets

q0

...

...

⚐0?

⚐k?

⚑0!
⚑j!

On-path attacker that 
nondeterministically exhausts 
the space of input and output 
events of a vulnerable process

Attacker models
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KORG

KORG
- Implemented in Spin
- Program and the attacker are 
written in PROMELA
- Properties are written in LTL

For the systems we analyzed 
KORG never ran out of memory 
(either found attacks or fully 
exhausted the search-space).

Program P

Attacker A

LTL correctness 
property 𝜙

KORG SPIN

Synthesized attackers

Counterexamples

P II A ⊨ 𝜙?

20

Code available at 
github.com/maxvonhippel/AttackerSynthesis



TCP
Reliable in-order delivery.

Has passive/active and 
active/active establishment and 
teardown flows.

Establishment flow follows a 3-
way handshake.

One of the core protocols of the 
internet.

DCCP
Unreliable (maybe out of order) 
delivery.
No active/active establishment 
and teardown flows.

Establishment flow follows a 3-
way handshake.

Good for streaming data, e.g., 
movies, video games.

SCTP
Reliable in-order delivery.

Supports active/passive and 
active/active routines. 

Increased security via 4-way 
establishment handshake.

Multihoming & multistreaming.
Used by WebRTC.

Case studies
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Protocol Properties

TCP
φ1 =“No half-open connections.” 
φ2 =“Passive/active establishment 
eventually succeeds.” 
φ =“Peers don’t get stuck.” 
φ4 =“SYN_RECEIVED is eventually 
followed by ESTABLISHED, 
FIN_WAIT_1, or CLOSED.” 

DCCP
θ1 =“The peers don’t both loop into 
being stuck or infinitely looping.” 
θ2 =“The peers are never both in 
TIME_WAIT.” 
θ3 =“The first peer doesn’t loop into 
being stuck or infinitely looping.” 
θ4 =“The peers are never both in 
CLOSE_REQ.” 



TelecomsMulti-streaming multi-homing

Reliable and resilient TCP alternative

4-way handshake WebRTC	Data	Channel

Stream Control Transmission Protocol (SCTP)
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Example: SCTP

4-way Handshake: 
- Packets carry initialization tags 

(itag) & verification tags (vtag)
- itags are carried by INIT and 

INIT_ACK chunks
- vtags are carried by everything 

else
- Checks for both to ensure validity

24



SCTP

Connection teardown

- Gracefully, via the active/passive 
or active/active routines

- Gracelessly, with an ABORT. 

Two main implementations 
- Conformance tests using 
PACKETDRILL 
- Analysis with WIRESHARK

25

Closed
Peer A (active)

Closed
Peer B (passive)

INIT, itag=i1

Cookie_Wait
INIT_ACK, itag=i2, vtag=i1

Cookie_Echoed
COOKIE_ECHO, vtag=i2
COOKIE_ACK, vtag=i1

Established Established

Figure 1: Message sequence chart illustrating SCTP active/-
passive establishment routine. Time flows from the top down.

reconnecting peer after a restart; congestion control6; frag-
mentation and reassembly of DATA chunks; chunk bundling;
support for the Internet Control Message Protocol (ICMP);
and multihoming. We do not consider this functionality in our
analysis, and we refer the reader to [58] for more details.

2.2 Prior Validation
Conformance testing. The Linux and FreeBSD implemen-
tations were tested with PACKETDRILL [1] and fuzz-tests,
suggesting they are crash-free and follow the RFCs. But this
does not necessarily imply the design in the RFCs behaves
correctly in the (a) absence or (b) presence of an attacker.

Formal analysis. For (a), some prior works formally ana-
lyzed SCTP using Colored Petri Net models [40, 62, 63, 68]
in CPNTOOLS. This software can check for livelocks (i.e.
liveness violations) and deadlocks (stuck states), but it cannot
model-check arbitrary logical properties, which seriously lim-
its the use-cases for such models. One prior work studied (b),
modeling the four-way handshake used by SCTP and compar-
ing it to the three-way handshake used by TCP in the presence
of an attacker, with the Uppaal model-checker [53]. However,
the model is closed-source and does not include the teardown
routine. It is unclear whether the model includes OOTB or
unexpected packet handling. We summarize the differences
between these prior models and our own in Table 1. Finally,
the IETF published a security memo for SCTP, but it is not
a comprehensive analysis, rather, it simply summarizes prior
conversations about security from the SCTP user-group [56].

CVE-2021-3772 attack and patch. As reported in CVE-
2021-3772 [49], the prior version of SCTP specified in RFCs
2960 [59] and 4960 [55] is vulnerable to a denial-of-service
attack. The reported vulnerability worked as follows. Suppose

6(based on TCP congestion control)

Established
Peer A (active)

Established
Peer B (passive)

Shutdown_Pending

SHUTDOWN, vtag=i2

Shutdown_Sent Shutdown_Received
SHUTDOWN_ACK, vtag=i1

Shutdown_Ack_Sent
SHUTDOWN_COMPLETE, vtag=i2

Closed Closed

Figure 2: SCTP active/passive teardown.

SCTP peers A and B have established a connection and an
off-channel attacker knows the IP addresses and ports of the
two peers, but not the vtags of their existing connection. The
attacker spoofs B and sends a packet containing an INIT to
A. The attacker uses a zero vtag as required for packets con-
taining an INIT. The attacker must use an illegal parameter
in the INIT, e.g., a zero itag.

Peer A, having already established a connection, treats the
packet as out-of-the-blue, per RFC 2960 §8.4 and 5.1, which
specify that as an association was established, A should re-
spond to the INIT containing illegal parameters with an ABORT
and go to Closed. But in RFCs 2960 and 4960, it is unspecified
which vtag should be used in the ABORT. Some implementa-
tions used the expected vtag, which is where a vulnerability
arises. Since the attacker spoofed the IP and port of Peer B,
Peer A sends the ABORT to Peer B, not the attacker. When Peer
B receives the ABORT, it sees the correct vtag, and tears down
the connection. Thus, by injecting a single packet with zero-
valued tags, the attacker tears down the connection, pulling
off a DoS. The attack is illustrated in Figure 3.

RFC 9260 patches CVE-2021-3772 using a strict defensive
measure, wherein OOTB INIT packets with empty or zero
itags are discarded, without response. FreeBSD [4] uses this
patch. Linux, on the other hand, adopts a different patch [39],
wherein the peer receiving the ABORT with the zero vtag sim-
ply ignores it (rather than close the connection).

3 Our SCTP Model

In this section, we describe our SCTP PROMELA model and
properties that guide our analysis.



Example:	SCTP
φ1: A peer in Closed either stays still or transitions to Established or 
Cookie_Wait. 

φ2: One of the following always eventually happens: the peers are both in 
Closed, the peers are both in Established, or one of the peers changes state. 

φ3: If a peer transitions out of Shutdown_Ack_Sent then it must transition into 
Closed. 

φ4: If a peer is in Cookie_Echoed then its cookie timer is actively ticking. 

φ5: The peers are never both in Shutdown_Received
φ6: If a peer transitions out of Shutdown_Received then it must transition into 
either Shutdown_Ack_Sent or Closed. 

φ7: If Peer A is in Cookie_Echoed then B must not be in Shutdown_Received. 

φ8: Suppose that in the last time-step, Peer A was in Closed and Peer B was in 
Established. Suppose neither user issued a User_Abort, and neither peer had a 
timer time out. Then if Peer A changed state, it must have changed to either 
Established, or the implicit, intermedi-ary state in Cookie_Wait in which it 
received INIT_ACK but did not yet transmit COOKIE_ECHO. 

φ9: The same as φ8 but the roles are reversed. The property is: Suppose that in 
the last time-step, Peer B was in Closed and Peer A was in Established... 

φ10: Once connection termination initiates, both peers eventually reach Closed. 26



Found various attacks against TCP, DCCP, TCP in which 
an adversary guides a peer through establishment to 
desynchronize it from the other peer.

Found attacks in SCTP & DCCP where the adversary 
guides both peers into passive shutdown.

Most attacks computed in seconds or minutes.

Code available at 
github.com/maxvonhippel/AttackerSynthesis
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In this talk

Show several examples of our work where we used formal methods to solve 
different problems related to protocol security

- Attack synthesis

- Patch verification

- Ambiguity resolution

- Security definition
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Example: SCTP

4-way Handshake: 
- Packets carry initialization tags (itag) & 

verification tags (vtag)
- itags are carried by INIT and INIT_ACK 

chunks
- vtags are carried by everything else

- Checks for both to ensure validity

Two main implementations 
- Conformance tests using PACKETDRILL 
- Analysis with WIRESHARK
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This packet is 
malformed! Better 
abort!

An unauthenticated, 
malformed connection 
initialization packet

Authenticated 
abort!

CVE-2021-3772: kill any established SCTP 
connection (also found in minutes with KORG)
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Cause was a composition of events

An unauthenticated message was 
processed and not discarded

Resulting abort was authenticated
when the message triggering it was 
not

31

What did the attack happen?



Patched protocols

Protocols are implemented based on specification

Later on, bugs are found, CVEs are issued

Changes are proposed through new standards

Changes are implemented

Patched… but are there more vulnerabilities?
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Problem definition 

Given
- Protocol model
- Properties the protocol must meet
- Attacker model
- Vulnerability  
- Patch addressing the vulnerability

QUESTIONS:
Did the patch solve the vulnerability?
Did the patch introduce any new vulnerabilities?
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We construct models for both the original and patched system and apply KORG

Our approach
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We capture:
- All internal states
- All message handling, packet 
validation, and invalid packet 
defenses
- All connection establishment and 
teardown routines
- Unexpected packets

We don’t capture:

- The full packet structure

- Data exchange

- Unicast peers

- Channel imperfections

35

SCTP model



(CVE-2021-3772 automatically rediscovered)

Proved patch 
- Fixed the problem
- Did not introduce new bugs

Caveat: 
- With respect to the properties we considered 
- It is possible that the patch could introduce an 

attack outside the scope of what we analyzed  

36

Code available at github.com/sctpfm

Main findings



In this talk

Show several examples of our work where we used formal methods to solve 
different problems related to protocol security

- Attack synthesis

- Patch verification

- Ambiguity resolution

- Security definition
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Specification of Internet Protocols
“RFC documents contain technical 
specifications and organizational 
notes for the Internet.”

Produced by IETF, describe the main 
Internet’s protocols such as 
addressing, routing, transport, or 
security

○ Internet Standard
○ Proposed Standard
○ Best Current Practice
○ Experimental
○ Informational
○ Historic

38



Example: SCTP RFC Ambiguity

“Upon receipt of an INIT chunk in the 
Cookie_Echoed state, an endpoint MUST 
respond with an INIT_ACK chunk using 
the same parameters it sent in its original 
INIT chunk (including its Initiate Tag, 
unchanged), provided that no new 
address has been added to the forming 
association.”

Misinterpretation: 
What value should V take? 

Closed

Cookie_Wait

Cookie_Echoed

Established

Shutdown_Received Shutdown_Pending

Shutdown_SentShutdown_Ack_Sent

INIT,N,E? INIT_ACK,E,E!

User_Assoc? INIT,N,E!

COOKIE_ECHO,E,N?

COOKIE_ACK,E,N!
INIT_ACK,E,E?

COOKIE_ECHO,E,N!

COOKIE_ACK,E,N?COOKIE_ERROR,E,N?
then optionally, INIT,N,E!

COOKIE_ERROR,E,N?

INIT,N,E!

User_Shutdown?

SHUTDOWN,E,N?

SHUTDOWN,E,N!

SHUTDOWN_ACK,E,N?

SHUTDOWN_COMPLETE,E,N!

SHUTDOWN,E,N?
SHUTDOWN_ACK,E,N!

SHUTDOWN_ACK,E,N!

SHUTDOWN_
COMPLETE,E,N?
or
(SHUTDOWN_ACK,E,N?

SHUTDOWN_COMPLETE,E,N!)

Figure 5: SCTP Finite State Machine. x,v, i? (or x,v, i!) denotes receive (or send) chunk x with vtag v and itag i. Events in
multi-event transitions occur in the order they are listed. Logic for OOTB packets, ABORT messages or User_Abort commands,
unexpected user commands, and data exchange are ommitted but faithfully implemented in the model and described in this paper.

msg ::= INIT,N,ex | INIT_ACK,ex,ex | ach,ex,N
ach ::= ABORT | SHUTDOWN | SHUTDOWN_COMPLETE

| COOKIE_ECHO | COOKIE_ACK | SHUTDOWN_ACK
| COOKIE_ERROR | DATA | DATA_ACK

ex ::= E | U

Figure 6: BNF grammar for messages in our model.

Attacker
Closed
Peer A

Closed
Peer B

INIT,itag=i1

Cookie_Wait

INIT_ACK,
vtag=i1,itag=i2

Cookie_Echoed
INIT,itag=i3 INIT_ACK,

vtag=V ,itag=i1

Figure 7: First ambiguity. What value should V take? See
Section 3.3.

an “unexpected” value, or “none”, since this level of detail
is all that matters for our properties. A side-effect is that we
cannot study INIT collision. INIT collision is not included
in the State Association Diagram in RFC 9260 §4, nor in
the various association flows throughout the RFC document,
leading us to believe it is not a protocol feature but rather an
edge-case the protocol is designed to withstand.
• Perfect channel. We do not model packet loss, reordering,
nor corruption, nor how SCTP deals with these scenarios.
• Peers do not exchange data while in Established. Be-
cause we focus on denial-of-service attacks, modeling data
exchange while in Established is unnecessary; rather, we fo-
cused on the connection and disconnection of peers. We did
model data transmission outside of Established, in case it
caused edge-case behaviors during teardown.
• Packets only ever contain one chunk. Since we also do
not model (or write properties about) fragmentation, bundling,
or reassembly, we can simulate multi-chunk transmissions by
sending consecutive single-chunk messages.
• Simplified packet structure. We choose not to model
packet structure details relevant to only DATA packets, e.g.:
stream sequence number, payload protocol identifier, and vari-
able length. We also do not model ICMP messages.

3.5 Correctness Properties

Next we transcribe ten logical properties we believe SCTP
should satisfy. Note, we do not intend to create a complete set
of properties that captures all behaviors of SCTP. Rather, we
design our properties to capture the security-relevant behavior
of SCTP. Each property is implemented in PROMELA using
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Example 2: SCTP RFC ambiguity
“When receiving an SCTP packet, the 
endpoint MUST ensure that the value in 
the Verification Tag field of the received 
SCTP packet matches its own tag.”

Misinterpretation: 
When the vtag check should happen 
with respect to other checks?

40

Closed

Cookie_Wait

Cookie_Echoed

Established

Shutdown_Received Shutdown_Pending

Shutdown_SentShutdown_Ack_Sent

INIT,N,E? INIT_ACK,E,E!

User_Assoc? INIT,N,E!

COOKIE_ECHO,E,N?

COOKIE_ACK,E,N!
INIT_ACK,E,E?

COOKIE_ECHO,E,N!

COOKIE_ACK,E,N?COOKIE_ERROR,E,N?
then optionally, INIT,N,E!

COOKIE_ERROR,E,N?

INIT,N,E!

User_Shutdown?

SHUTDOWN,E,N?

SHUTDOWN,E,N!

SHUTDOWN_ACK,E,N?

SHUTDOWN_COMPLETE,E,N!

SHUTDOWN,E,N?
SHUTDOWN_ACK,E,N!

SHUTDOWN_ACK,E,N!

SHUTDOWN_
COMPLETE,E,N?
or
(SHUTDOWN_ACK,E,N?

SHUTDOWN_COMPLETE,E,N!)

Figure 5: SCTP Finite State Machine. x,v, i? (or x,v, i!) denotes receive (or send) chunk x with vtag v and itag i. Events in
multi-event transitions occur in the order they are listed. Logic for OOTB packets, ABORT messages or User_Abort commands,
unexpected user commands, and data exchange are ommitted but faithfully implemented in the model and described in this paper.

msg ::= INIT,N,ex | INIT_ACK,ex,ex | ach,ex,N
ach ::= ABORT | SHUTDOWN | SHUTDOWN_COMPLETE

| COOKIE_ECHO | COOKIE_ACK | SHUTDOWN_ACK
| COOKIE_ERROR | DATA | DATA_ACK

ex ::= E | U

Figure 6: BNF grammar for messages in our model.

Attacker
Closed
Peer A

Closed
Peer B

INIT,itag=i1

Cookie_Wait

INIT_ACK,
vtag=i1,itag=i2

Cookie_Echoed
INIT,itag=i3 INIT_ACK,

vtag=V ,itag=i1

Figure 7: First ambiguity. What value should V take? See
Section 3.3.

an “unexpected” value, or “none”, since this level of detail
is all that matters for our properties. A side-effect is that we
cannot study INIT collision. INIT collision is not included
in the State Association Diagram in RFC 9260 §4, nor in
the various association flows throughout the RFC document,
leading us to believe it is not a protocol feature but rather an
edge-case the protocol is designed to withstand.
• Perfect channel. We do not model packet loss, reordering,
nor corruption, nor how SCTP deals with these scenarios.
• Peers do not exchange data while in Established. Be-
cause we focus on denial-of-service attacks, modeling data
exchange while in Established is unnecessary; rather, we fo-
cused on the connection and disconnection of peers. We did
model data transmission outside of Established, in case it
caused edge-case behaviors during teardown.
• Packets only ever contain one chunk. Since we also do
not model (or write properties about) fragmentation, bundling,
or reassembly, we can simulate multi-chunk transmissions by
sending consecutive single-chunk messages.
• Simplified packet structure. We choose not to model
packet structure details relevant to only DATA packets, e.g.:
stream sequence number, payload protocol identifier, and vari-
able length. We also do not model ICMP messages.

3.5 Correctness Properties

Next we transcribe ten logical properties we believe SCTP
should satisfy. Note, we do not intend to create a complete set
of properties that captures all behaviors of SCTP. Rather, we
design our properties to capture the security-relevant behavior
of SCTP. Each property is implemented in PROMELA using



Problem definition

Given 
- Protocol model
- Properties the protocol must meet
- Attacker model
- Ambiguity that can lead to several 
different protocol models

QUESTION:
Is the ambiguity dangerous?

41



Our approach

Use KORG

Modeled the protocol with the different 
interpretations of the ambiguity (2 in our case)

Show misinterpretations lead to attacks

Code available  at https://github.com/sctpfm

Two	interpretations!
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Main findings

Misinterpretations lead to attacks

/* P1 */ G((st[0] == Closed) -> (X(F(st[0] == Closed
|| st[0] == Established || st[0] == CookieWait))))
/* P2 */ G(F(st[0] != ost[0] || st[1] != ost[1] ||
(st[0] == Closed && st[1] == Closed) ||
(st[0] == Established && st[1] == Established)))
/* P3 */ G((st[0] != ost[0] && ost[0] ==
ShutdownAckSent) -> (st[0] == Closed))
/* P4 */ G(F(st[0] != CookieEchoed ||
timers[0] == T1_COOKIE))
/* P5 */ G(st[0] != ShutdownReceived ||
st[1] != ShutdownReceived)
/* P6 */ G((st[0] != ost[0] && ost[0] ==
ShutdownReceived) -> (st[0] == ShutdownAckSent ||
st[0] == Closed))
/* P7 */ G(st[0] != CookieEchoed || st[1] !=
ShutdownReceived)
/* P8 */ G((ost[1] == Established && ost[0] ==
Closed && everAborted == false && everTimedOut ==
false && ost[0] != st[0]) -> (st[0] == Established
|| st[0] == IntermediaryCookieWait))
/* P9 */ G((ost[0] == Established && ost[1] ==
Closed && everAborted == false && everTimedOut ==
false && ost[1] != st[1]) -> (st[1] == Established
|| st[1] == IntermediaryCookieWait))
/* P10 */ G((ost[0] == Established && (st[0] ==
ShutdownSent || st[0] == ShutdownReceived))
-> F(st[0] == Closed))

Figure 13: Our 10 LTL properties are formulated in
PROMELA. We define our atomic propositions as follows in
PROMELA, where st holds the state of each peer, ost holds
the prior one, and timers holds the peers’ timers.

Attacker
Cookie_Echoed

Peer A
Closed
Peer B

INIT, itag=i3 INIT_ACK,
vtag=i1

ABORT,
vtag=i1

Closed Closed

COOKIE_ECHO,
vtag=i2

COOKIE_ACK,
vtag=i1

Closed Established

Figure 14: First ambiguity attack.

Attacker
Cookie_Wait

Peer A
Closed
Peer B

INIT_ACK,
vtag=0,
itag=0

ABORT

Closed Closed

Figure 15: Second ambiguity attack.

chan attacker_mem = [2] of {
mtype:msgs,mtype:tag,mtype:tag,byte };

active proctype attacker_replay() {
mtype:msgs b_0; mtype:tag b_1, b_2; byte b_3;
do :: atomic { AtoB ?? <b_0, b_1, b_2, b_3>
-> attacker_mem ! b_0, b_1, b_2, b_3; }

:: atomic { attacker_mem ?? b_0, b_1, b_2, b_3
-> AtoB ! b_0, b_1, b_2, b_3; }

:: atomic { attacker_mem ?? b_0, b_1, b_2, b_3; }
:: break; od }

Figure 16: The replay attacker gadget.

or minutes, with one interesting exception. In the Off-Path
experiments, KORG takes about two hours to confirm that
no attacks exist against f8, and about 1.5hrs to find the CVE
attack against f9. Recall that f8 and f9 are identical, except
that the peer roles are reversed. Further inspection reveals
these two properties are the largest in our property set, and the
Off-Path attacker model is the largest attacker model. The rea-
son these two analyses take longer follows, as KORG reduces
to LTL model-checking, the runtime of which is polynomial
in the size of the model and O(log2 |f|) in the size of f [64].

Off-Path Evil-Server Replay On-Path
E P E P E P E P

f1 2:20 2:13 0:23 0:23 0:3 0:3 0:15 0:15
f2 8:43 11:14 0:21 0:21 0:2 0:2 0:26 0:26
f3 3:20 12:53 0:20 0:20 0:2 0:2 0:25 0:25
f4 1:45 1:26 0:11 0:11 0:2 0:2 0:14 0:14
f5 2:57 1:35 0:10 0:10 0:2 0:2 0:12 0:12
f6 3:19 18:8 0:20 0:20 0:2 0:2 0:25 0:25
f7 1:43 4:41 0:11 0:10 0:2 0:2 0:13 0:14
f8 123:42 7:7 1:6 1:7 0:2 0:2 1:34 1:34
f9 86:10 6:48 1:5 1:5 0:2 0:2 0:11 0:11
f10 0:4 0:4 0:3 0:4 0:2 0:2 0:4 0:4

Table 3: Time taken (min:sec) to perform each (E) experiment
and (P) patch verification on a 16GB M1 Macbook Air.

/* P1 */ G((st[0] == Closed) -> (X(F(st[0] == Closed
|| st[0] == Established || st[0] == CookieWait))))
/* P2 */ G(F(st[0] != ost[0] || st[1] != ost[1] ||
(st[0] == Closed && st[1] == Closed) ||
(st[0] == Established && st[1] == Established)))
/* P3 */ G((st[0] != ost[0] && ost[0] ==
ShutdownAckSent) -> (st[0] == Closed))
/* P4 */ G(F(st[0] != CookieEchoed ||
timers[0] == T1_COOKIE))
/* P5 */ G(st[0] != ShutdownReceived ||
st[1] != ShutdownReceived)
/* P6 */ G((st[0] != ost[0] && ost[0] ==
ShutdownReceived) -> (st[0] == ShutdownAckSent ||
st[0] == Closed))
/* P7 */ G(st[0] != CookieEchoed || st[1] !=
ShutdownReceived)
/* P8 */ G((ost[1] == Established && ost[0] ==
Closed && everAborted == false && everTimedOut ==
false && ost[0] != st[0]) -> (st[0] == Established
|| st[0] == IntermediaryCookieWait))
/* P9 */ G((ost[0] == Established && ost[1] ==
Closed && everAborted == false && everTimedOut ==
false && ost[1] != st[1]) -> (st[1] == Established
|| st[1] == IntermediaryCookieWait))
/* P10 */ G((ost[0] == Established && (st[0] ==
ShutdownSent || st[0] == ShutdownReceived))
-> F(st[0] == Closed))

Figure 13: Our 10 LTL properties are formulated in
PROMELA. We define our atomic propositions as follows in
PROMELA, where st holds the state of each peer, ost holds
the prior one, and timers holds the peers’ timers.
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Figure 14: First ambiguity attack.
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Figure 15: Second ambiguity attack.

chan attacker_mem = [2] of {
mtype:msgs,mtype:tag,mtype:tag,byte };

active proctype attacker_replay() {
mtype:msgs b_0; mtype:tag b_1, b_2; byte b_3;
do :: atomic { AtoB ?? <b_0, b_1, b_2, b_3>

-> attacker_mem ! b_0, b_1, b_2, b_3; }
:: atomic { attacker_mem ?? b_0, b_1, b_2, b_3

-> AtoB ! b_0, b_1, b_2, b_3; }
:: atomic { attacker_mem ?? b_0, b_1, b_2, b_3; }
:: break; od }

Figure 16: The replay attacker gadget.

or minutes, with one interesting exception. In the Off-Path
experiments, KORG takes about two hours to confirm that
no attacks exist against f8, and about 1.5hrs to find the CVE
attack against f9. Recall that f8 and f9 are identical, except
that the peer roles are reversed. Further inspection reveals
these two properties are the largest in our property set, and the
Off-Path attacker model is the largest attacker model. The rea-
son these two analyses take longer follows, as KORG reduces
to LTL model-checking, the runtime of which is polynomial
in the size of the model and O(log2 |f|) in the size of f [64].

Off-Path Evil-Server Replay On-Path
E P E P E P E P

f1 2:20 2:13 0:23 0:23 0:3 0:3 0:15 0:15
f2 8:43 11:14 0:21 0:21 0:2 0:2 0:26 0:26
f3 3:20 12:53 0:20 0:20 0:2 0:2 0:25 0:25
f4 1:45 1:26 0:11 0:11 0:2 0:2 0:14 0:14
f5 2:57 1:35 0:10 0:10 0:2 0:2 0:12 0:12
f6 3:19 18:8 0:20 0:20 0:2 0:2 0:25 0:25
f7 1:43 4:41 0:11 0:10 0:2 0:2 0:13 0:14
f8 123:42 7:7 1:6 1:7 0:2 0:2 1:34 1:34
f9 86:10 6:48 1:5 1:5 0:2 0:2 0:11 0:11
f10 0:4 0:4 0:3 0:4 0:2 0:2 0:4 0:4

Table 3: Time taken (min:sec) to perform each (E) experiment
and (P) patch verification on a 16GB M1 Macbook Air.
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Proposed errata

We proposed an errata for 
both ambiguities

One was approved
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In this talk

Show several examples of our work where we used formal methods to solve 
different problems related to protocol security

- Attack synthesis

- Patch verification

- Ambiguity resolution

- Security definition
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DeFi ecosystem
DeFi: Financial infrastructure as a non-custodial, permissionless, openly 
auditable, and highly interoperable protocol stack built on public smart contract 
platforms

Protocol stack
- Communication
- Settlement
- Asset
- Protocol
- Application
- Aggregation
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GossipSub

Pub/sub system: Builds efficient 
meshes to disseminate information based 
on topics
- It is used by Eth2.0, FileCoin and more

Specifications: Described in English and  
a reference implementation in Golang

Security: Designed to address malicious 
peers that drop messages, create churn, 
sybils

implementing it as a fully functional computer program in
ACL2s, and then we reason about it, all in the same system.

Our model can be used for large-scale simulations, as a
formal specification for GossipSub, and also as a reference
with which to prove or disprove properties of GossipSub. To
the best of our knowledge, we are the first to fully formalize
an executable model of a non-trivial gossip protocol not
entirely based on flooding, and then automatically prove and
disprove properties about that protocol.

3. GossipSub

In this section, we overview the design of GossipSub,
provide more details about the score function, and describe
how GossipSub was validated by its designers.

3.1. Overview

The basic approach to quickly disseminate information
in a P2P system is where every peer forwards every new
message to all of its neighbors, flooding the network. Be-
cause data travels on all possible paths in the P2P network,
this approach is the most resilient to attacks from misbehav-
ing nodes that do not correctly forward messages. However,
all this dissemination incurs a significant bandwidth cost.

GossipSub was proposed to decrease this bandwidth
cost by using a mechanism called lazy pull to balance
speed of message dissemination with bandwidth consump-
tion. Specifically, the metadata of messages are periodically
disseminated in a controlled manner, whereas full messages
are sent upon request. GossipSub partitions data in topics
to which peers can subscribe or unsubscribe as in pub/sub
systems. For each topic, nodes create and maintain a dis-
semination topology. If the node subscribes to the topic, the
topology is called a peer mesh, otherwise it is a peer fanout.
A peer’s meshes and fanouts are subsets of its peer-list, and
the mesh and fanout for a given topic are disjoint.

Unfortunately, by avoiding flooding, GossipSub be-
comes less resilient to attacks against communication from
malicious nodes. In such attacks, malicious nodes either
do not forward data, or do so on a delayed schedule. To
address this, GossipSub uses a set of defense mechanisms
based on a score that is locally maintained by each peer for
each of its neighbors, capturing their observable positive and
negative behaviors. A positive/negative score is intended to
indicate good/bad behavior, respectively. Peers re-calculate
scores periodically and use them to adjust their meshes and
fanouts, determining to whom they will send data.
• Message dissemination. Each peer p is initialized with
a mutable list of other peers and their subscriptions – these
listed peers are the neighbors of p. Over time new neighbors
can join and existing neighbors can leave the network.
Peers and their neighbors communicate over topics. We
denote by p.T the set of topics peer p is aware of and by
p.S the set of topics that p subscribes to. Both sets are
mutable and we define p.U = p.T \ p.S to be the topics
to which p does not subscribe. Each peer p communicates
full-messages on a subscribed topic s only to a subset of
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Figure 1. Example GossipSub network where cubes denote peers, each
ellipse contains all the peers that subscribe to a particular (colored) topic.

its s-subscribing neighbors, denoted p.M(s) and called a
mesh. Likewise, a peer p communicates full-messages on a
topic u to which it does not subscribe only to a subset of
its u-subscribing peers p.F (u), called a fanout. Meshes and
fanouts are mutable, as are subscriptions, meaning a peer
might unsubscribe from a topic, delete its corresponding
mesh, and build a corresponding fanout; or vice versa.
• Metadata dissemination. Metadata about recently re-
ceived mesh and fanout messages are periodically broadcast
to a newly randomly selected subset of peers, allowing meta-
data to disseminate quickly with low overhead, so peers can
request specific messages from whoever has that content.
• GossipSub threat model. The GossipSub developers
assume the following (implicitly or explicitly): applications
frequently inject new messages for dissemination; every
network peer runs the same application with the same
configuration; and the goal of honest peers is the rapid, on-
demand, total dissemination of uncorrupted data, with low
overhead. Honest peers follow the GossipSub state machine,
responding to requests and forwarding data as quickly as
possible, whereas malicious ones can perform any of the fol-
lowing network actions: sending valid or invalid messages,
forwarding data with any amount of delay, dropping data to
be forwarded, or sending any GossipSub control message at
any time. The goal of the malicious peers is to misbehave by
dropping or delaying data forwarding or by sending invalid
messages, without their malicious actions being detected.
• Defense mechanisms. GossipSub restricts the mesh and
fanout peers to only those who appear less likely to be
malicious nodes. This determination is made based on a
score function that each peer computes about each of its
neighbors. The score function is used to remove (prune)
and add (graft) peers, e.g., in Fig. 1, if peer A penalizes B
for sending invalid messages, causing B’s score to become
negative, then B will be pruned from A’s meshes.

3.2. The Score Function

Peer behavior. The goal of the score function is to measure
good and bad behaviors of peers. At a high level, the
score function takes as input a list of counters, that count
specific good and bad behaviors of the peer being scored.
Some of these counters are indexed by topic (and are called
topic-specific) while others are not (and are called global).
For example, the invalid message deliveries counter for a
neighbor q on a topic t counts the number of invalid message

4
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P2P Byzantine-resilient communication
Challenges:
- Identify malicious nodes (not always possible)
- Open systems  - sybil attacks (same attacker with multiple identities)
- Attacker placement can prevent communication

Mitigations:
- Constrain peer placement (position in overlay decided by some invariant DHT)
- Flooding – best to guarantee eventual message delivery as long as there is a 

path from sender to receiver, but has high-overhead
- Avoid flooding with metrics, coding, separate meta-data from the data
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GossipSub design

Creates meshes per-topic 

Separates meta-data from message 
dissemination

- Metadata: push, periodically broadcast
- Messages: pull, requested by peers

Dealing with malicious nodes: “score function”
- Each peer computes a score about each of 

its neighbors. 
- Score is used to remove (prune) and add 

(graft) peers

implementing it as a fully functional computer program in
ACL2s, and then we reason about it, all in the same system.

Our model can be used for large-scale simulations, as a
formal specification for GossipSub, and also as a reference
with which to prove or disprove properties of GossipSub. To
the best of our knowledge, we are the first to fully formalize
an executable model of a non-trivial gossip protocol not
entirely based on flooding, and then automatically prove and
disprove properties about that protocol.

3. GossipSub

In this section, we overview the design of GossipSub,
provide more details about the score function, and describe
how GossipSub was validated by its designers.

3.1. Overview

The basic approach to quickly disseminate information
in a P2P system is where every peer forwards every new
message to all of its neighbors, flooding the network. Be-
cause data travels on all possible paths in the P2P network,
this approach is the most resilient to attacks from misbehav-
ing nodes that do not correctly forward messages. However,
all this dissemination incurs a significant bandwidth cost.

GossipSub was proposed to decrease this bandwidth
cost by using a mechanism called lazy pull to balance
speed of message dissemination with bandwidth consump-
tion. Specifically, the metadata of messages are periodically
disseminated in a controlled manner, whereas full messages
are sent upon request. GossipSub partitions data in topics
to which peers can subscribe or unsubscribe as in pub/sub
systems. For each topic, nodes create and maintain a dis-
semination topology. If the node subscribes to the topic, the
topology is called a peer mesh, otherwise it is a peer fanout.
A peer’s meshes and fanouts are subsets of its peer-list, and
the mesh and fanout for a given topic are disjoint.

Unfortunately, by avoiding flooding, GossipSub be-
comes less resilient to attacks against communication from
malicious nodes. In such attacks, malicious nodes either
do not forward data, or do so on a delayed schedule. To
address this, GossipSub uses a set of defense mechanisms
based on a score that is locally maintained by each peer for
each of its neighbors, capturing their observable positive and
negative behaviors. A positive/negative score is intended to
indicate good/bad behavior, respectively. Peers re-calculate
scores periodically and use them to adjust their meshes and
fanouts, determining to whom they will send data.
• Message dissemination. Each peer p is initialized with
a mutable list of other peers and their subscriptions – these
listed peers are the neighbors of p. Over time new neighbors
can join and existing neighbors can leave the network.
Peers and their neighbors communicate over topics. We
denote by p.T the set of topics peer p is aware of and by
p.S the set of topics that p subscribes to. Both sets are
mutable and we define p.U = p.T \ p.S to be the topics
to which p does not subscribe. Each peer p communicates
full-messages on a subscribed topic s only to a subset of
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Figure 1. Example GossipSub network where cubes denote peers, each
ellipse contains all the peers that subscribe to a particular (colored) topic.

its s-subscribing neighbors, denoted p.M(s) and called a
mesh. Likewise, a peer p communicates full-messages on a
topic u to which it does not subscribe only to a subset of
its u-subscribing peers p.F (u), called a fanout. Meshes and
fanouts are mutable, as are subscriptions, meaning a peer
might unsubscribe from a topic, delete its corresponding
mesh, and build a corresponding fanout; or vice versa.
• Metadata dissemination. Metadata about recently re-
ceived mesh and fanout messages are periodically broadcast
to a newly randomly selected subset of peers, allowing meta-
data to disseminate quickly with low overhead, so peers can
request specific messages from whoever has that content.
• GossipSub threat model. The GossipSub developers
assume the following (implicitly or explicitly): applications
frequently inject new messages for dissemination; every
network peer runs the same application with the same
configuration; and the goal of honest peers is the rapid, on-
demand, total dissemination of uncorrupted data, with low
overhead. Honest peers follow the GossipSub state machine,
responding to requests and forwarding data as quickly as
possible, whereas malicious ones can perform any of the fol-
lowing network actions: sending valid or invalid messages,
forwarding data with any amount of delay, dropping data to
be forwarded, or sending any GossipSub control message at
any time. The goal of the malicious peers is to misbehave by
dropping or delaying data forwarding or by sending invalid
messages, without their malicious actions being detected.
• Defense mechanisms. GossipSub restricts the mesh and
fanout peers to only those who appear less likely to be
malicious nodes. This determination is made based on a
score function that each peer computes about each of its
neighbors. The score function is used to remove (prune)
and add (graft) peers, e.g., in Fig. 1, if peer A penalizes B
for sending invalid messages, causing B’s score to become
negative, then B will be pruned from A’s meshes.

3.2. The Score Function

Peer behavior. The goal of the score function is to measure
good and bad behaviors of peers. At a high level, the
score function takes as input a list of counters, that count
specific good and bad behaviors of the peer being scored.
Some of these counters are indexed by topic (and are called
topic-specific) while others are not (and are called global).
For example, the invalid message deliveries counter for a
neighbor q on a topic t counts the number of invalid message
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If peer A penalizes B for sending 
invalid messages, causing B’s score 
to become negative, then B will be 
pruned from A’s meshes. 
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Peer score

Captures good and bad behavior through global and per-topic indicators
Global threshold used to prune/graft peers

Configuration: Coefficients with which indicators are weighted in the score

to 0.0”, the decay parameters should all be “in (0.0, 1.0)”,
time in mesh caps should be a “small positive value”, first
message deliveries caps should be at least the corresponding
mesh message deliveries thresholds; IP colocation factor
should be “at least 1”, and mesh message deliveries thresh-
olds should be “positive” and depend on the “expected
message rate for topic.” This dependency is unexplained.
Guidance is likewise not provided for the topic weight tw(t),
nor for topical mesh message deliveries activations [6].

The score function requires additional peer-specific con-
stants configurable by the application. The first is a non-
negative constant TopicCap, used to define the function
TC(x) = min(x,TopicCap) if TopicCap 6= 0 else
x. This function limits the contribution of topic-specific
behaviors to the score. Second, for each topic t 2 p.T , the
score function requires a positive constant tw(t) called the
topic weight of t controlling the relative influence of topic-
specific behaviors to the score. The specification does not
advise on how to configure the TopicCap or topic weights.

Note, the GossipSub specification does not require peers
to configure their score functions the same way. In the case
studies we considered (FileCoin and Eth2.0), nodes use
identical configurations. We enumerate the score function
configuration variables in Table 9 in the Appendix.
The Score Function. Recall that p.T denotes the set of all
topics the peer p knows about, including those it does not
subscribe to. The GossipSub specification [6] defines the
score computed by a peer p for a peer q as follows.

score(q) = TC
� X

t2p.T

tw(t)(
X

wi(t)Pi(t)
i2{1,2,3,3b,4}

)
�
+

7X

i=5

wiPi

3.3. Attack Mitigation Using the Score Function

GossipSub leverages heuristic defense mechanisms
based on two caches, mcache and seen. The mcache stores
full messages and their identifiers, enabling lazy pull. To
avoid memory overflow, it is partitioned into lists called
history windows. Periodically, a new history window con-
taining the most recently sent or received new messages
is pushed to the cache, and if the cache size exceeds a
parameter McacheLen, then the oldest history window is
deleted. The seen cache is a timed cache, but only tracks
message identifiers and is used to avoid infinite forwarding
loops. The defense mechanisms and their caches are tuned
by a set of parameters, detailed in the Appendix in Table 9.
• Pruning. This mechanism is controlled mesh (and fanout)

maintenance. Peers whose scores fall below zero are pruned
from the mesh and fanout at every heartbeat maintenance
event (by default, every second).
• Opportunistic Grafting. The goal of this mechanism is

to add peers who behave properly (and thus accumulate
positive score) to the mesh- and fanout-peer sets. If the
median score of fellow mesh peers is below the threshold
OpportunisticGraftThreshold, then above-median
scoring neighbors are opportunistically grafted.
• Backoff on Prune. This mechanism adds a backoff period
PruneBackoff after pruning during which the pruned

peer is forbidden from re-grafting, ensuring that pruned
nodes cannot quickly rejoin.
• Flood Publishing. To limit the impact of attacks when

a message is first sent, GossipSub includes an optional
flood publishing feature, where each peer sends every newly
published message to all topic-subscribed neighbors whose
scores exceed the positive PublishThreshold. This
ensures that a new message is disseminated to properly
behaving peers (who presumably have high scores) even
when the network is saturated with malicious nodes.
• Adaptive Gossip Dissemination. In GossipSub’s lazy

pull mechanism, peers adaptively update the number of
neighbors to whom they emit topical gossip. The feature
is designed to achieve some benefits of flood publishing
without all the bandwidth cost, to combat malicious nodes.

3.4. Previous Attack Analysis of GossipSub

The Protocol Labs ResNetLab and software audit firm
Least Authority tested GossipSub against a list of specific
pre-programmed attack scenarios (e.g., malicious peers sat-
urate a network and simultaneously stop transmitting data)
using a network emulator called TESTGROUND [45]. In
each simulation, the attacker goal was to degrade network
performance, i.e., to increase average dissemination time
and loss. They used simplified configurations with only
one topic, and their configurations did not exactly match
those currently used by FileCoin and Eth2.0, as these values
have since been updated (partially as a consequence of their
findings). They simulated 1,000 honest peers and 4,000 ma-
licious nodes, allowing each malicious node to establish 100
connections, and each honest peer to establish 20. They also
tested the BitCoin and Eth1.0 gossip protocols, as well as
GossipSub without the defense mechanisms. Their success
criteria for the defense mechanisms were that messages were
fully disseminated in < 6s for FileCoin or < 12s for Eth2.0,
and the loss rate was low. (They did not specify what they
considered to be low.) They found that all the attacks failed
against GossipSub, and the defense mechanisms made Gos-
sipSub more resilient than other tested protocols to attacks
by malicious nodes [8]. Separate from simulation testing,
Least Authority also audited the Golang implementation and
provided recommendations for improvement [9].

GossipSub vs. Flooding. Flooding is the only proto-
col that guarantees message delivery between two parties,
as long as there is an adversary-free path between them.
However, flooding achieves this by sending data over all
possible paths. Another approach is to send only on k paths,
for some k, but it requires disjoint paths and assumes the
attacker does not control more than k�1 paths, which is not
always realistic for real networks. GossipSub was proposed
to provide similar security without requiring sending data on
all paths, or requiring disjoint paths, and its authors showed
experimentally that under certain scenarios it does prevent
some attacks. The goal of our work is to understand formally
what security is actually provided by the score function.

One of the main limitations of flooding is that it incurs
high communication overhead because it redundantly sends

6
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What goes into the score computation?
Per-Topic Indicators 

P1: Time in Mesh

P2: First Message Deliveries 

P3: Mesh Message Delivery Rate

P3b: Mesh Message Delivery Failures

P4: Invalid Messages

Global Indicators

P5: Application-Specific Score. Score 
assigned to the peer by the application itself 

P6: IP Colocation Factor. This indicator can 
be used to detect Sybils if the Sybils are IP 
co-located

P7: Behavioral Penalty. Keeps track on 
behavior for nodes that are regrafted
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Appendix A.
Implementation Details in ACL2s

Consider the following excerpts from our model.
1 (defdata pos-rat (range rational (0 <= _)))
2 (defdata topic-counters
3 (record (invalidMessageDeliveries . pos-rat)
4 (meshMessageDeliveries . pos-rat)
5 (meshTime . pos-rat)
6 (firstMessageDeliveries . pos-rat)
7 (meshFailurePenalty . pos-rat)))

We define topic-counters, a named record to store
topic based performance counters. Since these counters
can never be negative, and may be rational (due to
decay), we specify their types as appropriately defined
pos-rats. We then define a map pt-tctrs-map to store
topic-counters per peer per topic as follows:

1 (defdata pt (cons peer topic))
2 (defdata pt-topic-counters-map (alistof pt

topic-counters))

Now we need a lookup function to find
topic-counters, given a peer and a topic.

1 (definec lookup-topic-counters (p :peer top :topic
map :pt-topic-counters-map) :topic-counters

2 (match map
3 (() (new-topic-counters))
4 ((((!p . !top) . tct) . &) tct)
5 ((& . rst) (lookup-topic-counters p top rst)))

)

We use match to pattern-match map against possible
syntactic structures. If map is empty, we return a new
topic-counters, with all counters initialized to zero.
Else, if the pair of peer and topic exactly matches the key in
the first key-value pair of map, we return the corresponding
value, otherwise we recurse on the rest of map.

Constant or Weight MESSAGES BLOCKS
TopicWeight 1 1
TopicCap 0 0
w1(t) 2.78 0.027
w2(t) 0.5 5
w3(t) 0 0
w3b(t) 0 0
w4(t) -1000 -1000
w5 (global) 1 1
w6 (global) -100 -100
w7 (global) -10 -10
D 8 8

TABLE 6. FILECOIN’S TWP . ADAPTED FROM
GITHUB.COM/FILECOIN-PROJECT/LOTUS.

Constant or Weight BLOCKS AGG SUB1 SUB2 SUB3
TopicWeight 0.8 0.5 0.33 0.33 0.33
TopicCap 32.72 32.72 32.72 32.72 32.72
w1(t) 0.0324 0.0324 0.0324 0.0324 0.0324
w2(t) 1 0.128 0.95 0.95 0.95
w3(t) -0.717 -0.064 -37.55 -37.55 -37.55
w3b(t) -0.717 -0.064 -37.55 -37.55 -37.55
w4(t) -140.45 -140.45 -4544 -4544 -4544
w5 (global) 1 1 1 1 1
w6 (global) -35.11 -35.11 -35.11 -35.11 -35.11
w7 (global) -15.92 -15.92 -15.92 -15.92 -15.92
D 8 8 8 8 8

TABLE 7. ETH2.0’S TWP . ADAPTED FROM
GITHUB.COM/SILESIACOIN/PRYSM-SPIKE.

Upon admitting lookup-topic-counters,
ACL2s extends its logic with (1) a definitional axiom:
given input arguments satisfy their types, calling
lookup-topic-counters equals its function body,
and (2) a function contract theorem: given input arguments
satisfy their types calling lookup-topic-counters
returns a topic-counters, as specified by the
function output type. Such axioms could introduce
unsoundness if lookup-topic-counters did
not terminate. So before admitting the function,
ACL2s uses termination analysis to prove that
lookup-topic-counters is indeed terminating.
Hence, admitting lookup-topic-counters produces
theorems about its definition, termination and I/O contracts.

Constant or Weight Pathological 1-5 Good 1 Good 2
TopicWeight 40 0.5 0.5
TopicCap 5 100 10
w1(t) 10 0.027 0.027
w2(t) 10 5 5
w3(t) -1 -1000 -1000
w3b(t) -1 -1000 -1000
w4(t) -1 -1000 -1000
w5 (global) 10 1 1
w6 (global) -1 -100 -100
w7 (global) -1 10 10
D 5 8 8

TABLE 8. OUR PATHOLOGICAL TWP CONSISTS OF FIVE TOPICS ALL
CONFIGURED PER COLUMN 2. OUR GOOD CONFIGURATION TWP

CONSISTS OF TWO TOPICS, GIVEN IN COLUMNS 3 AND 4, AND
SATISFIES ALL OUR PROPERTIES.
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Appendix A.
Implementation Details in ACL2s

Consider the following excerpts from our model.
1 (defdata pos-rat (range rational (0 <= _)))
2 (defdata topic-counters
3 (record (invalidMessageDeliveries . pos-rat)
4 (meshMessageDeliveries . pos-rat)
5 (meshTime . pos-rat)
6 (firstMessageDeliveries . pos-rat)
7 (meshFailurePenalty . pos-rat)))

We define topic-counters, a named record to store
topic based performance counters. Since these counters
can never be negative, and may be rational (due to
decay), we specify their types as appropriately defined
pos-rats. We then define a map pt-tctrs-map to store
topic-counters per peer per topic as follows:

1 (defdata pt (cons peer topic))
2 (defdata pt-topic-counters-map (alistof pt

topic-counters))

Now we need a lookup function to find
topic-counters, given a peer and a topic.

1 (definec lookup-topic-counters (p :peer top :topic
map :pt-topic-counters-map) :topic-counters

2 (match map
3 (() (new-topic-counters))
4 ((((!p . !top) . tct) . &) tct)
5 ((& . rst) (lookup-topic-counters p top rst)))

)

We use match to pattern-match map against possible
syntactic structures. If map is empty, we return a new
topic-counters, with all counters initialized to zero.
Else, if the pair of peer and topic exactly matches the key in
the first key-value pair of map, we return the corresponding
value, otherwise we recurse on the rest of map.

Constant or Weight MESSAGES BLOCKS
TopicWeight 1 1
TopicCap 0 0
w1(t) 2.78 0.027
w2(t) 0.5 5
w3(t) 0 0
w3b(t) 0 0
w4(t) -1000 -1000
w5 (global) 1 1
w6 (global) -100 -100
w7 (global) -10 -10
D 8 8

TABLE 6. FILECOIN’S TWP . ADAPTED FROM
GITHUB.COM/FILECOIN-PROJECT/LOTUS.

Constant or Weight BLOCKS AGG SUB1 SUB2 SUB3
TopicWeight 0.8 0.5 0.33 0.33 0.33
TopicCap 32.72 32.72 32.72 32.72 32.72
w1(t) 0.0324 0.0324 0.0324 0.0324 0.0324
w2(t) 1 0.128 0.95 0.95 0.95
w3(t) -0.717 -0.064 -37.55 -37.55 -37.55
w3b(t) -0.717 -0.064 -37.55 -37.55 -37.55
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D 8 8 8 8 8
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Upon admitting lookup-topic-counters,
ACL2s extends its logic with (1) a definitional axiom:
given input arguments satisfy their types, calling
lookup-topic-counters equals its function body,
and (2) a function contract theorem: given input arguments
satisfy their types calling lookup-topic-counters
returns a topic-counters, as specified by the
function output type. Such axioms could introduce
unsoundness if lookup-topic-counters did
not terminate. So before admitting the function,
ACL2s uses termination analysis to prove that
lookup-topic-counters is indeed terminating.
Hence, admitting lookup-topic-counters produces
theorems about its definition, termination and I/O contracts.

Constant or Weight Pathological 1-5 Good 1 Good 2
TopicWeight 40 0.5 0.5
TopicCap 5 100 10
w1(t) 10 0.027 0.027
w2(t) 10 5 5
w3(t) -1 -1000 -1000
w3b(t) -1 -1000 -1000
w4(t) -1 -1000 -1000
w5 (global) 10 1 1
w6 (global) -1 -100 -100
w7 (global) -1 10 10
D 5 8 8

TABLE 8. OUR PATHOLOGICAL TWP CONSISTS OF FIVE TOPICS ALL
CONFIGURED PER COLUMN 2. OUR GOOD CONFIGURATION TWP

CONSISTS OF TWO TOPICS, GIVEN IN COLUMNS 3 AND 4, AND
SATISFIES ALL OUR PROPERTIES.
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How was it shown that “the score” works?

The Golang implementation  was subjected to 
- Unit tests 
- Manual code review by expert programmers

Tested under concrete attacks and concrete 
deployments at scale using the 
TESTGROUND network emulator

How to select the configuration coefficients?
Are there other attacks?
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Problem definition

Given 
- GossipSub
- Configuration for an application
- Topology 

QUESTION: 
Does the score function upon which the 
defense mechanisms rely actually measure 
what it is intended to measure?

GossipSub specification states:

w1 (t) should be a “small positive” 

w2 (t) and w5 should be “positive 

w3 (t), w3b (t), w4 (t), w6 , and w7 should be 
“negative”

Time in mesh caps should be a “small 
positive value”

First message deliveries caps should be at 
least the corresponding mesh message 
deliveries thresholds;

IP colocation factor should be “at least 1”

Mesh message deliveries thresholds should 
be “positive” and depend on the “expected 
message rate for topic.” (dependency is  not 
explained)

No guidance given for the topic weight tw(t)
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Our approach

We modeled GossipSub using ACL2, a 
theorem prover 

We defined informally and formally what are the 
goals/security properties of the reputation 
score

We analyzed our model with the specific 
configurations for FileCoin and Eth2.0

We found one property violation in Eth2.0

Code available at github.com/gossipsubfm
Also included in the GossipSub code repository
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Peers who behave poorly will be demoted by their 
neighbors. Peers who behave better-than-average will 
be promoted by their neighbors. Promotion/demotion is 
entirely based on peer behavior
(Broken into 4 properties we analyzed)

Property of the defense mechanisms

fixed app-specific twp. The fundamental property is written
for human consumption, and is informal. In contrast, our
four formal properties unambiguously define the fundamen-
tal one in a way that is amenable to formal verification.

Importantly, all four properties are independent of the
number of peers, percentage of malicious peers, or net-
work topology. They depend only on the topic, app-specific
parameters, and performance counters of the peer being
scored.

The GossipSub developers write [8]: The score function
is used as a performance monitoring mechanism to identify
and remove poorly performing or misbehaving nodes from
the mesh. Since meshes are topic specific, we naturally ask,
does the score function identify poorly performing nodes in
each topic? Peers can subscribe to, and forward messages
over several topics, hence a peer can be a member of
several meshes. As peers that accumulate a non-positive
score get pruned, we claim that continuously achieving a
non-positive score in a topic should eventually result in a
non-positive overall score, leading the peer to be pruned.
If this is not true, then neither is the fundamental property,
as one of the defense mechanisms is that poorly-behaved
peers get opportunistically pruned. For example, in Fig. 1,
if B throttles deliveries in topic blue to A, then we ask if A
will assign a negative score to B and thus prune it during
maintenance. We formalize this liveness property below.
Property 1. If a peer’s score relating to its performance in

any topic is continuously non-positive, then the peer’s
overall score should eventually be non-positive:

8q, t ::hG(score(q) for topic t  0) )
F(score(q)  0)i

where score(q) for topic t is tw(t)(
X

wi(t)Pi(t)
i2{1,2,3,3b,4}

).

The GossipSub developers write that peers “that misbe-
have are penalized with negative score.” [8] This feature
is important, because the opportunistic grafting and mesh
and fanout maintenance defense mechanisms of GossipSub
assure that over time a peer disconnects from neighbors who
have negative or below-average scores and connects to those
who have positive scores. So, if a peer could misbehave in
a specific topic, without getting penalized with a negative
score, then these defense mechanisms would be ineffective
and the fundamental property would be violated.

The next three are safety properties. We identify the
following as bad-performance metrics indicating misbehav-
ior: deficit in mesh message deliveries (DMMD), invalid
message deliveries, and bad behaviors; where: DMMD is
the maximum of 0 or the mesh message deliveries threshold
minus the mesh message deliveries. Note, these metrics are
used in the score function. When discussing peers q, q0 in
the properties below, we use Pj , Pi(t) to denote indicators
of q and P 0

j , P
0
i (t) to denote indicators of q0.

Property 2. Increasing bad-performance counters should
decrease overall score. Formally, if P 0

i (t) differs from

Pi(t) only due to an increase in DMMD, invalid message
deliveries, or bad behaviors for peer q in topic t, then:

8q, t :: h(score(q) for topic t) > (score(q 0) for topic t)i

A simplified ACL2s definition of the contraposition to this
property in context of Eth2.0 is shown in Figure 4, where
*eth-twp* is a twp specific to Eth2.0.

The GossipSub developers write that the role of P1(t) in
the score function is to “boost peers already in the mesh”,
and the role of P2(t) is to “reward peers who act fast on
relaying messages.” The app-specific component P5 “has
an arbitrary real value, so that the application can signal
misbehavior with a negative score” or good behavior with
a positive score [8]. We define good-performance counters
(that measure good behavior) as mesh time, first message
deliveries, and mesh message deliveries, and claim that
increasing one of these counters should boost the overall
score, implying the following analogue to Property 2:
Property 3. Increasing good-performance counters will not

decrease score for a mesh peer that has been in the
mesh for a sufficiently long time. Formally, if P 0

i (t)
differs from Pi(t) only due to increase in mesh time,
first message deliveries, or mesh message deliveries for
peer q in topic t, and the mesh time is more than the
activationWindow parameter, then:

8q, t :: h(score(q) for topic t)  (score(q 0) for topic t)i

In GossipSub, “all nodes start equal and build their
profile based on their behavior” [8]. Concretely, the score
function is referentially transparent: a peer’s score is a
function of its behavior alone. Hence the score function is
intrinsically unbiased, i.e., if two peers behave identically,
then they will achieve identical scores. If this property were
not true, then the controlled mesh (and fanout) maintenance
and opportunistic grafting defense mechanisms would be-
have unfairly with respect to peer behavior/misbehavior,
potentially violating the fundamental property by making
promotion and demotion decisions not based on the good
and bad behavior counters. We formalize this in Property 4.
Property 4. If two peers subscribe to the same topics 2 S,

and achieve identical per-topic params P1(t), P2(t),
P3(t), P3b(t), P4(t), 8 t 2 T , and identical global
params P5, P6, P7; then they achieve identical scores.

4.4. Finding Counterexamples

Our model can be used not only to reason about and
simulate a GossipSub network, but also, to automatically
disprove invalid properties by computing concrete coun-
terexamples. We generate counterexamples with our model
using the cgen library built into ACL2s, which uses type
enumerators, synergistically combined with theorem prov-
ing techniques, to generate values for variables within a
property such that the hypotheses of the property hold but
the implication does not. However, the sample space for
counterexamples is huge. Hence, we need to define our own

9

Finding: Eth2.0 violates Prop. 1
A peer can offset a negative score 
in one of the several of subnet 
aggregators topics for a positive 
score all other topics combined, 
resulting in a positive overall score
Cause of violation is global 
threshold and not per-topic cap
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Main findings
Attack gadget: (Attacker, Victim, Set of Topics)
- For a configuration, compute in how many topics t an 
attacker must be to create an attack

i topics under attack, T total number of topics

Throttle: A single attacker throttles a target topic for a victim 
without their score being decreased

Eclipse: Multiple attackers surround the victim and block target 
topics for it

Partition: Multiple attackers target multiple victims by blocking the 
target topics for each of them

Attacks Showed attack against 
Eth2.0 testnets Ropsten, Goerli, and 
Rinkeby, from TopoShot [IMC2021]

define AGi to be the set of attack gadgets where |S| = i.
The attack gadget allows A to maintain an overall positive
score while misbehaving with respect to S, by behaving
honestly with respect to the other topics. Therefore, if T
is the set of subnet topics in the given Eth2.0 network, an
attack gadget hA, V, Si in AGi is only possible if |T \S| is
large enough. Using the Eth2.0 GossipSub parameters, we
can calculate the number of other topics A and V have to
subscribe to as follows.

min{t 2 N | (7.2 + 3.2
t

T
> 24.7

i

T
) ^ (t+ i  T )} (1)

Eqn. 1 only has a solution for some values of T . To
derive a corresponding formula for a different GossipSub
application, one has to use that application’s parameters.
Experimental Setup. Given a topology and the number T
of subnet topics, we construct the corresponding model (of
type Group), with topics BLOCKS and AGG, in addition to
T -many subnet topics, for a total of n = T+2 topics. Every
peer is a mesh member of every topic. We then generate
attacks and check that the attacks are successful, i.e., to
check that the attackers continuously limit messages on the
targeted topics without ever being penalized by the victims.
Throttle/Blocking Attacks. We create the attack by instan-
tiating a single attack gadget. For each network topology
and number of attacked topics i 2 {1, 2, 3}, we generate
a corresponding ACL2s model. In the model, we determine
the number of subnet topics T using Eqn. 1. We then gener-
ate a sequence of events consisting of message transmissions
from A to V as well as heartbeats at V (when V updates
the scores of its peers). The shape of the events we generate
is described by the regex Events := (Msgs H )+ where
Msgs := M b

1 . . .M
b
i Mf

i+1 . . .Mf
n ; M l

k denotes sending
and receiving l payload messages from A to V for topic
k; b 2 {0, 1}; i is the number of attacked topics; f is
the number of messages sent for the topics which are not
attacked; n = T +2 is the total number of topics; and H is
a heartbeat event at V .

The event order is unimportant because any permutation
of Msgs between V ’s heartbeats will have the same effect on
the network. We set f=10 for each topic as according to the
Eth2.0 GossipSub parameters, under normal operation, this
is at least 10% of the expected mesh message deliveries per
topic, and sending more than f messages can never decrease
the score assigned to an attacker by the victim.

For the throttling attack, the attack reduces the mesh
message transmission rate in the attacked topics to below the
threshold set by the Eth2.0 parameters by setting b=1. For
the blocking attacks, mesh message transmission is blocked
for all of the attacked topics by setting b=0. We validate
the attacks by checking that Prop. 1 is eventually always
violated by the output traces of our experiments.

To test our model’s performance we ran our experiments
on 100,000 events. Processing one event generates a cascade
of others because when V receives a message, it forwards
it to its neighbors, who then forward it to theirs and so on.
Tab. 5 shows the time needed to simulate our attacks.

Network Throttling Blocking
AG1 AG1 AG2 AG3

Ropsten 1.3 1.3 1.3 1.3
Goerli 1.3 1.4 1.8 1.1
Rinkeby 1.6 1.9 2.0 2.1

TABLE 5. MINUTES TAKEN TO SIMULATE EACH ATTACK SCENARIO ON
EACH NETWORK TOPOLOGY, ON A 16GB M1 MACBOOK AIR.

We observed that for all experiments, the first violation
of Prop. 1 occurs right after the activation period (an Eth2.0
parameter) has passed. Hence, an attacker peer can start
its attack quickly after it joins a mesh. Experimentally, we
observed that this attack is not transient as attack scores
(assigned by victims) eventually converge to a positive
number that stays the same in successive heartbeats at V .
By induction, this establishes that our attacks are perpetual.
Simulation times for the remaining attacks are similar and
for brevity, we only simulate these attacks until stability
is achieved, which never takes more than 5 seconds. Note
that the results of these experiments apply equally to real
networks, but we did not spin up a real network. The time
taken to execute each attack on a real network will likely
differ from the simulation times listed in Tab. 5.
• Eclipse Attacks. We use attack gadgets to construct
eclipse attacks by just instantiating an attack gadget per
neighbor of a victim such that if they collude, they can target
and completely isolate the victim i.e., the victim will never
receive any messages in the i attacked topics. We tested this
attack in the Ropsten topology by identifying a victim node
with four neighboring peers (about 12% nodes have degree
less than 5), and instantiating its neighbors as attackers using
AG3 gadgets. We verified that the victim’s message cache
contained no message received in any of the attacked topics
while containing messages received in non-attacked topics,
that the attackers were continuously assigned positive scores
by the victim, and that this behavior was perpetual.
• Partition Attacks. Given a network graph G = hV,Ei and
set of victims S, we want to identify a set X , preferably of
minimal cardinality, such that X is a vertex cut of G that
partitions G into disconnected components {S, V \{S[X}}.
The elements of X are the misbehaving peers, i.e., each peer
in X attacks all of its non-X neighbors, using our attack
gadgets to block the attacked topics. Hence, no message in
an attacked topic can be sent to a peer in S from a peer
outside of the partition and vice versa. Finding minimal
vertex cuts is NP-hard [48], and can be reduced to either
a Pseudo-Boolean or 0-1 Integer Linear Programming prob-
lem. We synthesized and evaluated partition attacks using
the Ropsten topology by selecting a set of victims S, where
|S| = 6, finding a minimal vertex cut X , where |X| = 2,
and creating the appropriate attack gadgets. We verified that
each of the victims did not receive messages in any of the
attacked topics that originated outside of S, but did in non-
attacked topics received from outside of S; that victim nodes
continuously assigned positive scores to their attackers; and
that this behavior was maintained forever.
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What can we say about configurations?
Our model allows developers to check if their 
configuration satisfies our security properties. 

ACL2s  may
- Prove the properties automatically, or 
- Output counterexamples,  or 
- Fail -- the developer may need to guide the 
prover using supplemental lemmas, until the 
properties are disproven or proven 
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Appendix A.
Implementation Details in ACL2s

Consider the following excerpts from our model.
1 (defdata pos-rat (range rational (0 <= _)))
2 (defdata topic-counters
3 (record (invalidMessageDeliveries . pos-rat)
4 (meshMessageDeliveries . pos-rat)
5 (meshTime . pos-rat)
6 (firstMessageDeliveries . pos-rat)
7 (meshFailurePenalty . pos-rat)))

We define topic-counters, a named record to store
topic based performance counters. Since these counters
can never be negative, and may be rational (due to
decay), we specify their types as appropriately defined
pos-rats. We then define a map pt-tctrs-map to store
topic-counters per peer per topic as follows:

1 (defdata pt (cons peer topic))
2 (defdata pt-topic-counters-map (alistof pt

topic-counters))

Now we need a lookup function to find
topic-counters, given a peer and a topic.

1 (definec lookup-topic-counters (p :peer top :topic
map :pt-topic-counters-map) :topic-counters

2 (match map
3 (() (new-topic-counters))
4 ((((!p . !top) . tct) . &) tct)
5 ((& . rst) (lookup-topic-counters p top rst)))

)

We use match to pattern-match map against possible
syntactic structures. If map is empty, we return a new
topic-counters, with all counters initialized to zero.
Else, if the pair of peer and topic exactly matches the key in
the first key-value pair of map, we return the corresponding
value, otherwise we recurse on the rest of map.

Constant or Weight MESSAGES BLOCKS
TopicWeight 1 1
TopicCap 0 0
w1(t) 2.78 0.027
w2(t) 0.5 5
w3(t) 0 0
w3b(t) 0 0
w4(t) -1000 -1000
w5 (global) 1 1
w6 (global) -100 -100
w7 (global) -10 -10
D 8 8

TABLE 6. FILECOIN’S TWP . ADAPTED FROM
GITHUB.COM/FILECOIN-PROJECT/LOTUS.

Constant or Weight BLOCKS AGG SUB1 SUB2 SUB3
TopicWeight 0.8 0.5 0.33 0.33 0.33
TopicCap 32.72 32.72 32.72 32.72 32.72
w1(t) 0.0324 0.0324 0.0324 0.0324 0.0324
w2(t) 1 0.128 0.95 0.95 0.95
w3(t) -0.717 -0.064 -37.55 -37.55 -37.55
w3b(t) -0.717 -0.064 -37.55 -37.55 -37.55
w4(t) -140.45 -140.45 -4544 -4544 -4544
w5 (global) 1 1 1 1 1
w6 (global) -35.11 -35.11 -35.11 -35.11 -35.11
w7 (global) -15.92 -15.92 -15.92 -15.92 -15.92
D 8 8 8 8 8

TABLE 7. ETH2.0’S TWP . ADAPTED FROM
GITHUB.COM/SILESIACOIN/PRYSM-SPIKE.

Upon admitting lookup-topic-counters,
ACL2s extends its logic with (1) a definitional axiom:
given input arguments satisfy their types, calling
lookup-topic-counters equals its function body,
and (2) a function contract theorem: given input arguments
satisfy their types calling lookup-topic-counters
returns a topic-counters, as specified by the
function output type. Such axioms could introduce
unsoundness if lookup-topic-counters did
not terminate. So before admitting the function,
ACL2s uses termination analysis to prove that
lookup-topic-counters is indeed terminating.
Hence, admitting lookup-topic-counters produces
theorems about its definition, termination and I/O contracts.

Constant or Weight Pathological 1-5 Good 1 Good 2
TopicWeight 40 0.5 0.5
TopicCap 5 100 10
w1(t) 10 0.027 0.027
w2(t) 10 5 5
w3(t) -1 -1000 -1000
w3b(t) -1 -1000 -1000
w4(t) -1 -1000 -1000
w5 (global) 10 1 1
w6 (global) -1 -100 -100
w7 (global) -1 10 10
D 5 8 8

TABLE 8. OUR PATHOLOGICAL TWP CONSISTS OF FIVE TOPICS ALL
CONFIGURED PER COLUMN 2. OUR GOOD CONFIGURATION TWP

CONSISTS OF TWO TOPICS, GIVEN IN COLUMNS 3 AND 4, AND
SATISFIES ALL OUR PROPERTIES.
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In this talk

Show several examples of our work where we used formal methods to solve 
different problems related to protocol security

- Attack synthesis

- Patch verification

- Ambiguity resolution

- Security definition
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Bonus: How to get FSMs from text

Cristina Nita-Rotaru 60



Our approach

Cristina Nita-Rotaru 61

1. Learn large-scale word-representation for technical language with off-the-shelf tools
2. Define and learn protocol-independent information language from RFC with focused zero-shot learning 

to adapt to new, unobserved protocols without re-training
3. Use rule-based mapping from protocol-independent information to a protocol FSM 



Our general Protocol Grammar
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• We use this grammar to define the 
protocol semantic we want to 
extract from RFCs

• Captures the semantic of a 
protocol FSM

• General enough that is applies to 
many protocols

• We use it to annotate the RFC
• Four types of annotation tags:

• Definition tags
• Reference tags
• State machine tags
• Control flow tags

bool ::= true | false
type ::= send | receive | issue
def-tag ::= def_state | def_var | def_event
ref-state ::= ref_state id="##"
ref-event ::= ref_event id="##" type="type"
ref-tag ::= ref-event | ref-state
def-atom ::= <def-tag>engl</def-tag>
sm-atom ::= <ref-tag>engl</ref-tag> | engl
sm-tag ::= trigger | variable | error | timer
act-atom ::= <arg>sm-atom</arg> | sm-atom
act-struct::= act-struct | act-struct act-atom
trn-arg ::= arg_source | arg_target | arg_inter
trn-atom ::= <trn-arg>sm-atom<trn-arg> | sm-atom
trn-struct::= trn-struct | trn-struct trn-atom
ctl-atom ::= <sm-tag>sm-atom</sm-tag>

| <action type="type">act-struct</action>
| <transition>trn-struct</transition>
| sm-atom

ctl-struct::= ctl-atom | ctl-struct ctl-atom
ctl-rel ::= relevant=bool
control ::= <control ctl-rel>ctl-struct</control>
e ::= control | ctl-atom | def-atom

| e_0 e_1

Fig. 2: BNF grammar for RFC annotation.

A. Background
Distributed representations of words aim to capture meaning

in a numerical vector. Unlike symbolic representations of
words, that use binary values to signal if the words are present
or not, word embeddings have the ability to generalize by
pushing semantically similar words closer to each other in
the embedding space. When using binary representations of
words, we can only consider features that we have seen during
training. Consider a scenario in which during training, we only
have access to DCCP. If we were to test our learned model
on TCP, we could not represent words that were not observed
during training.

Several models have been suggested to learn distributed word
representations. Some approaches rely on matrix factorization
of a general word co-occurrence matrix [29], while other
approaches use neural networks trained to predict the context
surrounding a word, and in the process, learn efficient word
embedding representations in their inner layers [30], [31]. In
this paper we focus on contextualized word representations.
Unlike static word representations that learn a single vector for
each word form, contextualized representations allow the same
word form to take different meanings in different contexts.
For example, in the sentence “The connection is in error and
should be reset with Reset Code 5”, the word “reset” has two
different meanings. Contextualized representations compute
different vectors for each mention.

State-of-the-art pre-trained language models provide a way
to derive contextualized representations of text, while allowing
practitioners to fine-tune these representations for any given
classification task. One example of such models is BERT
(Bidirectional Encoder Representations from Transformers)
[32]. BERT is built using a Transformer, a neural architecture

that learns contextual relations between words in a word
sequence. A Transformer network includes two mechanisms,
an encoder that reads the input sequence, and a decoder that
predicts an output sequence. Unlike directional models that
read the input sequentially, Transformer encoders read the
whole sequence at once, and allow the representation of a
given word to be informed by all of its surroundings, left and
right. Details regarding the Transformer architecture can be
found in the original paper [33].

To learn representations, BERT uses two learning strategies,
masked language modeling and next sentence prediction. The
first strategy masks 15% of the words in each sentence, and
attempts to predict them. The second strategy uses pairs of
sentences as input, and learns to predict whether the second
sentence is the subsequent sentence in the original document.
Figure 3 illustrates this process. BERT models were pre-trained
on the BooksCorpus (800M words) and English Wikipedia
(2,500M words) and are publicly available1.

Fig. 3: BERT pre-training.

B. Our Embedding
While we could use pre-trained language models directly

for predicting FSM tags, we note that these models were
trained on general document repositories. To obtain a model
that better represents the domain vocabulary, we further
pre-train BERT using the masked language model and the
next sentence prediction objective using networking data. We
collected the full set of RFC documents publicly available
in ietf.org and rfc-editor.org. These documents
cover different aspects of computer networking, including
protocols, procedures, programs, concepts, meeting notes and
opinions. The resulting dataset consists of 8,858 documents
and approximately 475M words. Note that we do not need any
supervision for this step.

Previous findings suggest that further pre-training large
language models on the domain of the target task consistently
improves performance [34]. Our experiments in Section VIII
support this hypothesis.

1https://github.com/google-research/bert
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FSM extraction: Transitions
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• We extract all states
can appreciate both the advantage of the technical embeddings,
as well as the advantage of the BiLSTM CRF layer. We find
that leveraging expressive neural representations for sequence-
to-sequence models is advantageous for this task. Note that
both the NEURALCRF and the LINEARCRF models make use
of the full set of features introduced in Section V-B. Finally,
we find that applying rules on top of our models to correct
predictions does not improve their general performance.

In Table II, we show the individual performance for the six
protocols and show that we obtain better performance using
the NEURALCRF model for all protocols.

TABLE II: Results by Protocol for our Best Models

Protocol LINEARCRF NEURALCRF # Control
Strict Exact Strict Exact Statements

BGPv4 52.99 82.56 57.34 86.86 6
DCCP 69.74 92.73 75.60 93.25 150
LTP 67.25 94.44 74.22 94.41 65
PPTP 84.21 96.05 87.34 98.73 25
SCTP 52.21 65.49 58.54 65.85 19
TCP 57.46 82.64 59.82 81.90 31

4) FSM extraction: We compare both the NLP and the Gold
extracted FSMs with the Canonical FSM in Table III, based
on how many states and transitions are successfully extracted.
Both the NLP and the Gold FSMs are extracted from the
predicted/annotated intermediary representation introduced in
Section III, by using the procedure outlined in Section VI.
The results presented in Tables I and II correspond to how
accurately we can recover this intermediary representation from
the text, before we attempt to construct the FSM.

Note that even with Gold annotations, we are not able
to extract all expected transitions because in some cases,
the transitions are not explicit in the text or in other cases,
our general grammar and extraction procedure are not able
to capture the intended behavior. In all cases, we are able
to recover all relevant states. Graphic visualizations for all
resulting state machines can be found in the Appendix.

We manually analyzed all the partially correct, incorrect
and missed transitions in Table III and found that, for the
Gold FSM, they are caused by ambiguities in the RFC, or the
information about some transition missing completely (67%
for TCP and 96% for DCCP). The remaining errors are due to
difficulties capturing complex logical flows using our method.
The difference between the Gold FSMs and the predicted FSMs
can always be attributed to errors in the text predictions.

For example, we notice that one incorrect behavior in
the TCP Gold FSM is caused by ambiguity in the TCP
RFC text. The only outgoing communication transition in
the TCP Gold FSM from SYN_SENT sends ACK and goes to
SYN_RECEIVED. The correct logic is to receive SYN first,
before sending the ACK and transitioning. The TCP RFC does
not textually mention the expected SYN. We only know to
expect it because it is illustrated in Figure 6 of the RFC. We
show more examples of FSM extraction errors in the Appendix.

5) Summary: In Tables I and II we evaluated how much of
our intermediary representation we could extract from natural
language, while in Table III we evaluated how much of the

TABLE III: Transitions Extracted (Partially Correct means
source and target state are correct, and at least one of the
events on the edge is also correct).

TCP FSM Canonical Extracted Correct Partially Incorrect Not FoundCorrect
Gold

20

18 8 8 2 4
LINEARCRF 28 2 3 23 15
LINEARCRF+R 30 7 10 13 3
NEURALCRF 11 2 3 6 15
NEURALCRF+R 30 7 10 13 3

DCCP FSM Canonical Extracted Correct Partially Incorrect Not FoundCorrect
Gold

34

24 15 1 8 18
LINEARCRF 8 1 5 2 28
LINEARCRF+R 17 6 3 8 25
NEURALCRF 20 9 1 10 24
NEURALCRF+R 19 8 3 8 23

canonical FSM we recovered after running the extraction
procedure in Section VI. There is not a one-to-one mapping
between the intermediary representation extracted from the
text and the resulting state machines for four reasons: 1) Not
all Canonical FSM behaviors are clearly and unambiguously
described in the text. 2) Some behaviors are mentioned more
than once, giving us several opportunities to extract an expected
transition. 3) We have annotated for a larger set of behaviors
than needed to extract the communication transitions, we do
this to be able to capture the language used to express FSM
behaviors. 4) The metrics shown in Tables I and II are based
on text span matching, however, we do not need to have a strict
match in a text segment to successfully recover a behavior.

Our results show that learning technical word representations
is useful for the task of extracting FSM information from
protocol specifications. We demonstrate that we can recover
a significant portion of the intermediary representation for
the six evaluated protocols. Moreover, we show that we
can recover partially correct FSMs by using the procedure
outlined in Section VI. This analysis indicates that the grammar
proposed in Section III can capture enough information to
reconstruct a significant portion of the FSM, while being
general enough to be applied to various protocols. Ambiguity
and missed information in the RFCs result in transitions being
partially/incorrectly recovered or missed. We show examples
in the Appendix and discuss limitations in Section X.

B. Attacker Synthesis Evaluation

In this section we use KORG [18] to automatically synthesize
attackers against the TCP and DCCP connection establishment
and tear-down routines. Note we cannot extract Canonical
FSMs like the ones manually derived and used by [18]. Our
FSMs are partial, and we had to modify KORG to make it work
with partial FSMs. We also had to modify KORG to support
DCCP. We use our modified-KORG on all the models including
the Canonical FSM and report these results below.

1) Methodology: We apply the same methodology to TCP
and DCCP. We use the intermediary representations obtained
with the models with best results for transition extraction
(LINEARCRF+R and NEURALCRF+R), and Gold. We then
extract FSMs and transpile them to PROMELA programs. All
FSMs are presented in Appendix D.

10



Transitions extraction errors
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TABLE VI: Average Results for Different Segmentation Strategies (LINEARCRF)

Segmentation Token-level Span-level
Acc Weighted F1 Macro F1 Strict Exact Partial Type

Token 60.37 59.58 44.76 31.36 36.14 59.78 58.81
Chunk 62.02 61.25 46.36 33.48 39.11 62.19 62.14
Phrase 58.95 56.61 49.58 63.98 85.65 85.65 63.98

TABLE VII: Examples of FSM Extraction Errors

FSM Transition Error Type Reason Text Excerpt
Gold TCP FIN_WAIT_1

FIN!���! LAST_ACK Not Found Target state not
explicit

CLOSE-WAIT STATE: Since the
remote side has already sent FIN,
RECEIVEs must be satisfied by
text already on hand, but not yet
delivered to the user.

Gold DCCP PARTOPEN
DCCP-CLOSE?��������! OPEN Incorrect Text is ambigu-

ous
The client leaves the PARTOPEN
state for OPEN when it receives
a valid packet other than DCCP-
Response, DCCP-Reset, or DCCP-
Sync from the server.

LINEARCRF+R and
NEURALCRF+R

SYN_SENT
SYN!ACK!������! SYN_RECEIVED Partially Recov-

ered (expected
SYN?ACK!)

Receive action
is not explicit

If the state is SYN-SENT then
enter SYN-RECEIVED, form a
SYN,ACK segment and send it.
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[10] C. Y. Cho, D. Babić, P. Poosankam, K. Z. Chen, E. X. Wu, and D. Song,
“MACE: Model-inference-assisted concolic exploration for protocol and
vulnerability discovery,” in USENIX Security, 2011.

[11] Z. Lin, X. Jiang, D. Xu, and X. Zhang, “Automatic protocol format reverse
engineering through context-aware monitored execution.” in NDSS, 2008.

[12] J. Caballero, H. Yin, Z. Liang, and D. Song, “Polyglot: Automatic
extraction of protocol message format using dynamic binary analysis,”
in ACM CCS, 2007.

[13] D. Lie, A. Chou, D. Engler, and D. L. Dill, “A simple method for
extracting models from protocol code,” in IEEE ISCA, 2001.

[14] J. Corbett, M. Dwyer, J. Hatcliff, S. Laubach, C. Pasareanu, Robby,
and H. Zheng, “Bandera: extracting finite-state models from java source
code,” in ICSE, 2000, pp. 439–448.

[15] G. J. Holzmann, “The model checker SPIN,” IEEE Transactions on
software engineering, vol. 23, no. 5, pp. 279–295, 1997.

[16] S. Jero, H. Lee, and C. Nita-Rotaru, “Leveraging state information for
automated attack discovery in transport protocol implementations,” in
IEEE/IFIP DSN, 2015.

[17] Q. Kang, J. Xing, and A. Chen, “Automated attack discovery in data plane
systems,” in 12th USENIX Workshop on Cyber Security Experimentation
and Test (USENIX 19), 2019.

[18] M. von Hippel, C. Vick, S. Tripakis, and C. Nita-Rotaru, “Automated at-
tacker synthesis for distributed protocols,” in Computer Safety, Reliability,
and Security, 2020, pp. 133–149.

[19] T. F. Dullien, “Weird machines, exploitability, and provable unexploitabil-
ity,” IEEE Transactions on Emerging Topics in Computing, 2017.

[20] S. Jero, E. Hoque, D. Choffnes, A. Mislove, and C. Nita-Rotaru,
“Automated attack discovery in TCP congestion control using a model-
guided approach,” in NDSS, 2018, best paper award.

[21] Y. Chen, L. Xing, Y. Qin, X. Liao, X. Wang, K. Chen, and W. Zou, “Devils
in the guidance: predicting logic vulnerabilities in payment syndication
services through automated documentation analysis,” in USENIX Security,
2019.

[22] A. Peterson, S. Jero, E. Hoque, D. Choffnes, and C. Nita-Rotaru,
“aBBRate: Automating BBR attack exploration using a model-based
approach,” in RAID, 2020.

[23] R. J. Mooney, “Learning for semantic parsing,” in Computational
Linguistics and Intelligent Text Processing, A. Gelbukh, Ed. Berlin,
Heidelberg: Springer Berlin Heidelberg, 2007, pp. 311–324.

[24] J. Cheng, S. Reddy, V. Saraswat, and M. Lapata, “Learning structured
natural language representations for semantic parsing,” in Proceedings
of the 55th Annual Meeting of the Association for Computational
Linguistics (Volume 1: Long Papers). Vancouver, Canada: Association
for Computational Linguistics, Jul. 2017, pp. 44–55. [Online]. Available:
https://www.aclweb.org/anthology/P17-1005

[25] M. Gardner, P. Dasigi, S. Iyer, A. Suhr, and L. Zettlemoyer,
“Neural semantic parsing,” in Proceedings of the 56th Annual
Meeting of the Association for Computational Linguistics:
Tutorial Abstracts. Melbourne, Australia: Association for
Computational Linguistics, Jul. 2018, pp. 17–18. [Online]. Available:
https://www.aclweb.org/anthology/P18-5006

[26] J. P. Chiu and E. Nichols, “Named entity recognition with bidirectional
LSTM-CNNs,” Transactions of the Association for Computational
Linguistics, vol. 4, pp. 357–370, 2016.

[27] D. Wadden, U. Wennberg, Y. Luan, and H. Hajishirzi, “Entity, relation,
and event extraction with contextualized span representations,” in
Proceedings of the 2019 Conference on Empirical Methods in Natural
Language Processing and the 9th International Joint Conference on
Natural Language Processing (EMNLP-IJCNLP). Hong Kong, China:
Association for Computational Linguistics, Nov. 2019, pp. 5784–5789.

[28] “Transmission Control Protocol,” RFC 793, Sep. 1981. [Online].
Available: https://rfc-editor.org/rfc/rfc793.txt

[29] J. Pennington, R. Socher, and C. D. Manning, “Glove: Global vectors
for word representation,” in Empirical Methods in Natural Language
Processing (EMNLP), 2014, pp. 1532–1543.

[30] T. Mikolov, I. Sutskever, K. Chen, G. S. Corrado, and J. Dean, “Dis-
tributed representations of words and phrases and their compositionality,”

15



Recent work is trying to use LLMs

• To extract FSMs
• To create sequences of messages for fuzzers
• To learn format of messages for fuzzers
• To guide a fuzzer
• To create formal models, invariants

• Questions:
• Does the observed improvement is indeed because of the LLM
• How do we know that the output of the LLM is correct, some work reported 

hallucinated state machines and messages
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Our experience with applying formal models to
- Attack synthesis
- Patch validation
- Ambiguity resolution
- Security definitions

Impact:
- Our models endorsed by SCTP & GossipSub creators
- Applications of Formal Methods to Security of Network Protocols 

and Distributed Systems
https://cnitarot.github.io/courses/fmndss_Spring_2024/index.html

NDS2 Lab

Conclusion
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