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Abstract
Solana has emerged as a major blockchain platform providing high
throughput and low fees. Like other blockchains, Solana can be
attacked via so-called “Sandwiching” attacks, where an attacker
observes a pending transaction, quickly buys the target cryptocur-
rency, lets the transaction go through, and then immediately sells
it for a profit, skimming that profit from the user who submitted
the transaction. While such attacks have been observed by users,
they remain underexplored in academic literature due to technical
difficulties studying Solana at scale.

This paper presents a measurement study of Sandwiching at-
tacks on Solana’s most adopted validator client, Jito. We develop a
methodology to collect Jito data and analyze over four months of
data from Jito’s use in early 2025, uncovering patterns indicative of
both opportunistic and defensive behaviors. Our analysis reveals
the ongoing presence of Sandwiching attacks on Jito, finding over
500K instances of Sandwiching attacks resulting in over $7.7M in
losses for victims. We also observe users employing defensive be-
haviors that provide little benefit beyond preventing Sandwiching.
This demonstrates widespread anticipation of adversarial activity,
despite Sandwiching being relatively rare overall. Our findings
raise important questions about the perceived versus actual threat
of Sandwiching attacks on Solana highlighting the need for more
transparent governance around validator-driven extensions.

CCS Concepts
• Networks → Network measurement; • General and refer-
ence →Measurement.
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1 Introduction
The Solana blockchain is designed to provide higher throughput
and lower transaction fees than other blockchains. With 400 mil-
lisecond block creation times, an average of 2,500 transactions per
second, and a median fee of $0.00064 per transaction [8], Solana has
addressed many of the scalability issues of Ethereum and Bitcoin,
quickly becoming a major player for online cryptocurrency trading,
NFTs, and memecoin markets [3].

However, with the rise in popularity andmarket cap of blockchain
systems, there has been a corresponding rise in manipulation and
attacks. One vector for such attacks is manipulation of the transac-
tion ordering in a newly created block: participants may profit by
injecting their own transactions or reordering other transactions
(if they are the validator) [41]. For example, if there is a proposed
transaction to buy a particular cryptocurrency, the validator could
conduct a “Sandwiching” attack by inserting transactions to buy
that cryptocurrency before the victim and then sell after the victim.
This raises the price for the victim and results in a small, risk-free
profit for the attacker [41, 47]. Broadly, such attacks are based on
the concept of Maximal Extractable Value (MEV), which refers to
the maximum amount of profit that can be earned by manipulat-
ing the ordering of transactions within a block on a blockchain.
MEV has proven to be profitable: between 2020 and 2024 Ethereum
validators accrued approximately $720M1 [10] through MEV.

Unlike Ethereum, Solana’s original design lacks a public mem-
pool (i.e., a public list of all pending transactions), making MEV
impossible for non-validator users, since only the validators are
privy to the information necessary to conduct MEV attacks. This
design makes Solana natively resistant to public MEV. However,
to enable participants to capture potential MEV revenue and give
more profit opportunities to validators, JitoLabs released an alter-
nate validator implementation (Jito) in August 2022, opening up a
public mempool, giving all users the ability to capitalize on different
MEV opportunities. In tandem, Jito provided reward incentives to
validators that ran their client (called Jito tips). Currently over 97%
of Solana validators run a Jito compatible client [14].

In March 2024, JitoLabs changed its policy, suspending the public
mempool due to “negative externalities impacting users on Solana”
through MEV activity [11]. Despite the fact that Jito closed the
highly utilizedmempool service, the amount of validator tips earned
per day as well as the overall utilization of the Jito network has
only increased since then [21]. It has been speculated that this

1This figure is of Septmeber 12, 2025.
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Table 1: Example Sandwiching MEV transaction.

Order Transaction
ID Sender Action Token Amount Price

1 B ATTACKER BUY TOKEN_A 10,000 $10 → $11
2 A NORMAL BUY TOKEN_A 1,000,000 $11→ $12
3 C ATTACKER SELL TOKEN_A 10,000 $12

policy change did not, in fact, reduce MEV activity as some valida-
tors have re-created the mempool by privately collaborating [29].
In fact, Solana recently banned a number of such validators for
“participating in mempools which allow sandwich attacks” [11].

In this paper, we aim to better understand MEV Sandwiching
attacks in Solana by examining data from Jito. Similar to other
high throughput blockchains, Solana is difficult to study at scale,
requiring unique measurement approaches. We collect over four
months of data and examine both the prevalence and impacts of
Sandwiching MEV attacks, and defensive behaviors by Solana users.
Thus, this paper makes the following contributions:

(1) Measure activity on Jito. We develop techniques to collect
data on Jito bundles, providing visibility into an otherwise
opaque aspect of the Solana ecosystem. We use this method-
ology to collect over three months of data on Jito bundles
from early 2025.

(2) Analysis of Jito data. We then analyze this sample, find-
ing 521,903 instances of Sandwiching MEV attacks, costing
Solana users over $7.7M.2

(3) Detecting defensive behaviors. Finally, we examine defensive
behaviors by users via defensive bundling, a method of MEV
protection advertised by Jito. We find that over 86% of Jito
bundles containing a single transaction and have insuffi-
cient tips to result in priority placement, suggesting that the
bundling was done only to avoid MEV attacks.

The remainder of this paper is organized as follows: Section 2
provides background and related work, while Section 3 details our
measurement methodology. Section 4 overviews our results and
Section 5 provides a concluding discussion.

2 Background and Related Work
Here we provide background on Solana and Sandwiching attacks
and overview related work.

2.1 Solana
Solana is a blockchain that can be used to both record and verify
transactions, as well as store the terms for executable programs
called smart contracts [40]. Solana has its own cryptocurrency—
SOL—currently valued at roughly $242,3 each of which is further
divisible into one billion lamports. Solana uses a Proof-of-Stake (PoS)
consensus mechanism where users stake (i.e., delegate) their SOL
with validators to increase the degree of trust in the validator within
the network [15]. Unlike other blockchains, Solana’s transaction
fees are relatively low, starting at 5000 lamports (0.000005 SOL) for
a base fee as well as an optional priority fee paid to the validator
for faster transaction acceptance.
2This figure uses a SOL to USD conversion rate as of September 12, 2025.
3This figure is as of September 12, 2025.

Solana’s defining features are its high throughput, low latency,
and relatively low transaction fees: while Bitcoin has been observed
to process roughly 15K transactions per hour, Solana has been ob-
served to process over 4.3M [9]. When compared to other popular
blockchains such as Ethereum, whose full ledger is currently 1.4TB
in size3 [43], Solana’s full ledger was estimated to be 400TB in
April 2025, expected to grow by several terabytes monthly [17].
This presents challenge when measuring Solana data at scale, ex-
isting APIs impose strict rate limits [6, 32, 34, 37] and running a
full archival node incurs a steep cost, including a $40,000 initial
investment, as well as $3,000 monthly cost [16].

While there is a body of work discussing Solana’s contract vulner-
abilities and applications [33, 38, 40] as well as comparing Solana to
other blockchain mechanisms [27, 36], the only available measure-
ment study on Solana—or any blockchain near Solana’s throughput
abilities—that we are aware of which dates back to 2022, before
multiple Solana updates and the emergence of Jito [30]. That study
investigated 12M transactions over 500K blocks in the span of two
months [30]; however, since its publication Solana has grown signif-
icantly, now producing over 200K blocks with over 80M non-voting
transactions per day [35].

2.2 Sandwiching MEV
MEV refers to the maximum amount of profit a validator can get
from a block on a blockchain based on the ordering of transactions.
MEV is made possible through two mechanisms: a DEcentralized
eXchange (DEX) that allows users to trade without a central inter-
mediary resulting in volatile currency price changes with every
trade, and a publicly visible memory pool (mempool) of queuing
transactions waiting to be put into a new block [18]. A savvy cryp-
tocurrency trader or bot can look through this publicly visible
mempool, see if there are any queuing transactions that will result
in the price of a currency changing, and pay a crafted priority fee
to push their own transaction into the right slot to benefit from this
price shift. While there are versions of MEV that provide overall
benefits to a blockchain ecosystem [18], in this paper we focus
on the canonical malicious example of MEV: Sandwiching. Sand-
wiching MEV is when an attacker takes advantage of the dynamic
nature of DEX rates to front-run the original transaction with a
trade that changes the price of the target cryptocurrency and then
back-run that same original transaction to sell the cryptocurrency
immediately after, effectively skimming profit, as can be seen in
Table 1.

Unlike Ethereum and Bitcoin, Solana is natively resistant to
public MEV as its design lacks a publicly visible mempool [5]. While
Sandwiching MEV has never been formally studied on Solana, there
is a rich body of prior work around identifying and quantifying [31,
45, 46] Sandwiching MEV on other Blockchains. Multiple previous
studies have investigated the prevalence and effects of MEV within
the Ethereum ecosystem [2, 7, 12, 39, 41, 47]. MEV activities on
Ethereum have resulted in over $720M4 gain for MEV participants
since Sept. 2022 [10]. Sandwiching attacks, in particular, resulted
in user losses estimated at $87.7 million in the first half of 2022
alone [20].
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Figure 1: Number of Jito bundles per day, broken down by number of transactions bundled together. Shaded gaps indicate days
when there were errors with data collection.

While numerous defenses andmitigations have been proposed [28,
42, 44], none are 100% effective without sacrificing important us-
ability properties or modifying a blockchain’s operational logic.
However, users have employed a number of strategies for reducing
the risk and impact of Sandwiching attacks, including splitting up
larger trades into smaller transactions [46], and properly setting
slippage tolerance on trades [19]. Slippage tolerance is a user-set
metric for a transaction that describes the maximum price for which
to carry out that trade, in case the cryptocurrency’s price changed
between sending the transaction and its actual execution [19]. Prior
work on Ethereum has shown that when slippage tolerance is prop-
erly set, it acts as a cap on how much an attacker can extract from
the Sandwiching MEV, but cannot fully prevent the attack from
occurring [46].

2.3 Jito-Solana
Jito-Solana (Jito) is a third-party extension of the Solana valida-
tor client founded by JitoLabs, originally advertised as the ‘MEV-
powered’ extension to Solana [11]. As of Sept. 2025, 97% of the top
500 validator nodes run a Jito-compatible client, including every
validator node in the highest staked subset of validators, Solana’s
current super-minority [14]. Jito incentivizes mass adoption by al-
lowing validators to take extra tips (called Jito tips) in exchange for
including user-bundled transactions within blocks [22].

Jito allows users, referred to as “searchers”, to bundle up to five
transactions per request. If this bundle is accepted by the valida-
tor, the transactions within the bundle are guaranteed to execute
atomically together within the block in the order submitted [22].
This capability allows for the execution of multiple different Solana
transactions in a specific order, as is necessary for MEV (Recall
Section 2.2). Importantly, information on which transactions were
originally submitted as a bundle through Jito is not available on
Solana’s final ledger. Along with existing identifiers for transaction
on Solana, (transactionIds), Jito bundles are assigned their own
ids, dubbed bundleIds.

In addition to transaction ordering, until March 2024, Jito pro-
vided searchers access to a public mempool of queuing transactions
that was contributed to by all validators running the Jito client [11].
Recall from Section 2.2 that Solana’s original design lacks a public

mempool making it natively MEV-resistant, Jito’s public mempool
removed this technical barrier toMEV. This public mempool opened
up MEV opportunities for users without access to their own valida-
tor node or private mempool source. Despite the economic benefits
for both searchers and participating validators, JitoLabs discontin-
ued the mempool service citing the negative effects of Sandwiching
attacks as the primary reason [11].

Since the closure of this public mempool, online users claim
that harmful MEV on Solana remains a pervasive issue and has
simply moved to private validator-controlled mempools [25]. The
Solana Foundation has taken steps to put validators it detects par-
ticipating in mempools that allow Sandwiching MEV attacks on a
blocklist [29]. In addition to these observations, Jito offers a ‘MEV
protection’ option for transactions, advertising this option as a
major benefit to using Jito [23]. Multiple popular Solana trading
apps such as Jupiter and BONKBots offer MEV protection settings
through Jito [4, 24] along with regular Solana settings for minimiz-
ing slippage tolerance. It remains unclear whether these changes
indeed removed the impact of Sandwiching MEV on Solana, or if
there are active private mempools that still enable such attacks.

In this paper we measure the prevalence of Sandwiching MEV
attacks on Jito. These attacks are executedwhen a victim transaction
that was originally submitted to be processed on Solana is instead
included in a Jito bundle surrounded by an attacker’s transactions
that result in a Sandwiching MEV attack on the victim transaction.

3 Methodology
This section describes the methodology behind pulling Jito bundle
data and detailed information on bundled transactions, the process
of analyzing the bundles for instances of Sandwiching, as well as
the criteria for determining defensive behavior on Jito.

3.1 Collecting Jito Data
Despite the fact that Jito is an extension of the Solana validator
client, information on which transactions were initially bundled
and submitted through Jito is not available on the final Solana
ledger. Jito does not provide a publicly documented API to pull
any historical data. However, the Jito Explorer website displays a
myriad of different historical data representations, relying on an
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Figure 2: The number of Sandwiching attacks observed each day and the Defensive Bundles per day behavior(top), as well as
the victim losses and attacker gains from Sandwiching per day in SOL (bottom).

undocumented API to return this information. We reverse engineer
the undocumented API calls on this public-facing website by iso-
lating the endpoint responsible for returning the most recent 200
bundles, and change it to to return the most recent 50,000 bundles
instead. We use this API call to request the most recent bundles
data roughly every two minutes. Our rate of collection was chosen
to have reasonable load on Jito’s servers while trying to collect as
much of the full set of bundleIds as possible. We collected data
from February 9, 2025 until June 9, 2025. There were a number of
periods of time where our data collection was down due to insta-
bility or changes to the Jito interface, bugs in our code, or other
transient errors (these are noted in the appropriate graphs shaded
grey).

Because each request returns data on up to 50,000 bundles, there
may be periods of time when “spikes” in the usage result in us
missing certain bundles. To determine whether we have indeed
collected all of the bundles, we determine if there is any overlap
for the bundles returned in successive calls; if any bundles appear
in both, we know we have not missed any. We found that, on
average, 95% of successive pairs of requests to the Jito API indeed
had overlap in the bundles returned; this gives us high confidence
that our measurement collected the vast majority of the Jito bundles.

Jito’s API endpoint only provides the bundleIds, the correspond-
ing transactionIds within that bundle, as well as the associated
Jito tip; it does not provide the full content of included transactions.
With an average of 14.8M bundles and 26M transactions per day
(recall each bundle can contain up to five transactions), collecting
transaction data is challenging. There is no public API that would
allow us to pull that much transaction data from Solana or Jito,
existing RPC providers (Helius, QuickNode, Bitquery, ChainStack,
etc.) place restrictions on API calls and “compute units” far below
what is necessary for pulling this type of bulk transaction data,
even at their highest paid subscription level.

Fortunately for us, another API endpoint on Jito website’s is able
to return this data for hundreds or thousands of transactions at a

time. To limit the load, we request the detailed transaction informa-
tion only for bundles of length three, which captures the canonical
example of Sandwiching behavior with a victim transaction in the
middle. These bundles of length three average 2.77% of the total
bundles in a day, significantly lowering the number and size of
requests when pulling this data. When executing these queries,
we only request 10,000 transactions at a time, and space out the
requests at least two minutes apart.

Figure 1 shows the breakdown of Jito bundles categorized by
number of transactions throughout the measurement period. We
can observe the periods of measurement downtime (highlighted in
grey). We can also observe that the majority of Jito bundles have
length one, containing a single transaction.

3.2 Finding and Analyzing Sandwiching
After collecting the bundleIds and detailed transaction data for
bundles of length three, we identify bundles which represent Sand-
wiching attacks. We use the following set of criteria, based on
similar heuristics in prior work for Ethereum [31]:

(1) The first and third transaction in the bundle are signed by
the same account A, the second transaction is signed by a
different account B.

(2) The same set of minted coins is being traded in all three
transactions.

(3) The first trade by account A causes the exchange rate to
increase for account B.

(4) When looking at the net change in currencies as a result
of all transaction within the bundle, account A net gains
currency with no payment (that is the profit from the MEV)
or ends with net profit when looking at quantity of coin sold.

(5) We exclude bundles where the final transaction is only tip-
ping a Jito validator.4

4Not only are these not instances of Sandwiching, but this behavior on-chain is in-
dicative of users utilizing a trading app or smart contract that implements Jito in the
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Figure 3: Cumulative distribution of USD lost by users whose
transactions were sandwiched in Solana.

We note that some instances of Sandwiching MEV may include
instructions to disguise their intent, such as adding on a fourth un-
related transaction, an unrelated currency trade, or doing multiple
sandwiches in one bundle. While we expect these to be infrequent,
the amount of Sandwiching reported by our methodology should
be treated as the lower bound as our methodology would miss such
attacks.

It is important to note that the market value of different cryp-
tocurrencies and memecoins present within these trades often fluc-
tuate second-to-second. There is unfortunately no existing way
to find the value of a non-widely popularized coin at the time of
transaction execution (aside from executing the transaction your-
self and seeing its effects). For this reason, when quantifying the
financial harm from Sandwiching MEV, we focus on transactions
that trade to or from SOL, a more stable cryptocurrency that can be
more reliably translated to an approximate USD amount. Therefore,
in cases where all cryptocurrency traded is something other than
SOL, we exclude them when calculating the financial impact of
an attacker’s behavior; this approach also leads to our results that
report financial impacts being a lower bound.

3.3 Classifying Defensive Bundling
Users who wish to avoid having their transactions Sandwiched
can potentially do so by employing defensive bundling. In our de-
scribed attack scenario, victim transactions are Sandwiched by non-
consensual inclusion in an attacker’s Jito bundle. This bundling
process allows attackers to ensure that the transactions within that
bundle execute atomically in the order they defined in the bundle.
Bundling not only ensures execution in the right order, as is re-
quired for Sandwiching, but also nullifies any potential financial
risk for the attacker: if the victim’s transaction fails within the bun-
dle, the attacker’s transactions within that bundle do not execute.
One option for users to prevent their transactions from Sandwich-
ing is for the user to preemptively bundle their own transaction,
ensuring that it cannot be included in an attacker’s bundle as bun-
dles cannot be nested on Jito. In other words, instead of submitting
the transaction natively in Solana, they can instead put the single
transaction inside of a Jito bundle, which prevents other users from
including it in a (Sandwiched) bundle.5 In fact, Jupiter—Solana’s
largest andmost popular aggregator [13]—offers a “MEV protection”

backend and simply adds on a final transaction to a bundle orignally length 2 to tip
out the Jito validator.
5It is important to note that this cannot fully prevent a transaction from being fron-
trun or even Sandwiched, as other techniques could be employed to modify the final

option and, through experimentation with our own transactions,
we found that this resulted in the transaction being issued in a Jito
bundle of length one.

However, there is another reason why a user might issue a Jito
bundle containing a single transaction, which is to increase the
priority: Jito bundles include validator tips, which can result in
faster transaction processing. The minimum Jito tip that can be
spent when bundling is 1000 lamports (0.000001 SOL). Through
experimentation with Jupiter we find that depending on market
activity the lowest users are allowed to submit is anywhere between
100,0000 and 1,000 lamports. Recent work suggests that even higher
Jito tips on length one bundles have a negligible effect on the time-
to-confirmation of the bundled transaction, where a high tip is
anything above 50% of the 95th percentile tip within a block [1].
Relying on Jito’s own dashboard for tracking tipping percentiles
within bundles, we find the average 95th percentile tip amount to
be ±0.02 SOL (2,000,000 lamports) [26].

Therefore, we distinguish bundles submitted for priority from
bundles submitted for MEV protection based on the Jito tip amount,
using the minimum amount observed on Jupiter to provide a con-
servative estimate of this activity. We consider bundles of length
one that have a Jito tip at or below 100,000 lamports to be uti-
lizing a version of MEV protection, since there would otherwise
be no economic benefit towards paying the Jito tip to bundle the
transaction.

4 Analysis
We now present our analysis of Sandwiching MEV and defensive
behaviors by Solana users.

4.1 Sandwiching MEV on Jito
Applying the methodology for identifying Sandwiching MEV at-
tacks described in Section 3.2, we find 521,903 such attacks over the
course of our measurement period across all observed bundles. Fig-
ure 2 (top) shows the number of attacks detected per day over the
measurement period. We can observe a general decreasing trend:
while we detected over 15,000 such attacks each day near the start
of the observation period, we detect roughly 1,000 per day towards
the end of the period.

For instances of identified Sandwiching MEV where the victim
and attacker are trading between SOL and a different cryptocur-
rency, we are also able to quantify the profit lost by the victim
of the Sandwiching as well as the amount gained by the attacker.
Out of the 521,903 instances of Sandwiching, 143,348(28%) did not
include SOL as one of the traded mints. This is done by comparing
the conversion rate (between SOL and the traded cryptocurrency)
at which the attacker purchases/sells in their first transaction to
the rate at which the victim is able to purchase/sell in their follow-
ing transaction. By multiplying the attacker’s rate by the amount
purchased/sold by the victim we can see the price the victim would
have paid had they not been Sandwiched.

transaction ordering, but this technique of defensive bundling would make the par-
ticular execution of a Sandwiching attack that is described and studied in this work
impossible.
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Using this analysis we are able to find that Solana users, in
aggregate, missed out on at least $7,712,1386 of revenue due to the
effects of these MEV attacks, while attackers gained $9,678,466.6 7

Figure 2 (bottom) shows aggregate attacker gains and victim
losses per day for transactions that include SOL trades. Similar
to the number of Sandwiching, we see that total losses per day
decreased over the measurement period as well.

Next, we take a closer look at victim losses per-transaction. Fig-
ure 3 presents the cumulative distribution of amount lost by each
Sandwiched transaction. We observe a wide variation in loss among
victims, with the median transaction having lost roughly $5,6 while
some transactions lost over $100.6 This result suggests that the
losses incurred by victims were not trivial, and raises the question
of whether users took steps to avoid being Sandwiched.

4.2 Defensive Bundling on Jito
Recall from Section 3.3 that we identify users who aim to pre-
vent their transactions from being Sandwiched by looking for Jito
bundles of length one that also have Jito tips of less than 100,000
lamports. Figure 4 presents the cumulative distribution of Jito tips
for three groups of Jito bundles: all bundles of length one, all bun-
dles of length three, and all bundles we identify as Sandwiching
attacks.

We make a number of observations. First, we see that over 86%
(864,889,302) of the bundles of length one have Jito tips that are
too small to serve as a meaningful incentive for prioritization, sug-
gesting that the purpose of creating a Jito bundle was likely to
avoid MEV attacks. We find that throughout our measurement
period, users cumulatively spent $2,421,868.636 on this defensive
bundling activity. We can observe in Figure 2 that the number of
defensive bundles increased throughout our measurement period,
which aligns with our previous observation that the number of
Sandwiching attacks decreased during the same period.

6This figure uses a SOL to USD conversion rate as of September 12, 2025.
7There are instances when the attacker sells more in the last transaction of the Sand-
wich than what they bought in the first transaction, this is likely due to constraints
set by the victim’s slippage

Second, we see that the bundles where we detect Sandwiching
have a very different distribution of tip values compared to all other
Jito bundles of length three. While the median length-three bundle
has a Jito tip of 1,000 lamports, the median Sandwiching bundle has
a Jito tip of over 2,000,000 lamports, a difference of over three orders
of magnitude. This dramatically higher tip suggests that attackers
are using Jito tips to prioritize their attack bundles, potentially to
outbid others attacking the same victim transaction.

5 Concluding Discussion
Our study finds substantial evidence of continued MEV Sandwich-
ing attacks on Solana through the Jito validator client: 521,903
instances of Sandwiching MEV attacks, representing over $7.7M6

in losses for victims. That said, we observe that Sandwiching attacks
appear to get less frequent throughout our measurement period,
which may be partially explained by a corresponding increase in
defensive bundling activity (Figure 2), but may also be due in part
to fluctuations in the price of SOL or Solana’s platform popularity
throughout the measurement period.

Aside from offensive MEV activity, we also identify and quantify
defensive bundling on Jito. While only 0.038% of all Jito bundles
represent Sandwiching attacks, we observe that users cumulatively
spent over $2.4M6 on defensive bundling activity—in the form of Jito
tips that would not be necessary to pay if the transaction was sent
through Solana itself—during our measurement period. While this
amount is not proportional to the prevalence of Sandwiching harm
observed, the average amount spent on Jito tips per defensive bun-
dle was only $0.00286, while the probability of higher losses from
successful Sandwich attacks (Figure 3) was much greater. Therefore,
despite the low likelihood of being attacked by Sandwiching MEV,
the threat of significant loss is sufficient to encourage high use of
Jito’s MEV protection functionality.

5.1 Limitations
As previously mentioned
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