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Abstract— Common anonymity system designs fall into two considered annoying and unacceptable. In order to accom-
categories. Some use a more reliable architecture relyingnoa modate the low latency requirement, anonymity systems face
fixed and relatively small set of core relays, while other us& 1o (difficulties in defending against effective attackselik

dynamic peer-to-peer (P2P) infrastructure to draw an openended . . - . . .
pool of relays and provide increased scalability. Both appvaches timing analysis. Even if the systems switch to high-latency

have limitations. The first design has limited scalability ad a@pproaches, they are still vulnerable to some strongeckatta
allows an adversary to focus on the few entry and exit points like long-term intersection [1] and disclosure attacks-[2].

to infer traffic correlations, while the second design can be Many mix-based systems (e.g. [5], [6]) and Onion Routing
problematic in keeping the overall system stable and operatg  [7] have a fixed and relatively small set of core relays and

due to unpredictable user behavior and system complexity. the initiator and responder of communications are usuall
In this paper we propose a hybrid architecture for anonymity P y

systems with the consideration of scalability, robustnessind _distin_guishable fr_om _r(_alays. This makes an adversary)e_asil
quality-of-service, by taking the advantages from both sttic and identify the traffic initiator or responder at the endpoints

P2P designs as well as balancing the incurred tradeoffs. We provided he controls the first or the last relay in the route.
describe the design in details and discuss its potential befits. Scalability also becomes a concern in these static desigaa w

the users and traffic volume grow. Dynamic peer-to-peer YP2P

I. INTRODUCTION based systems like Tarzan [8] and MorphMix [9], on the other

nd, have the potential for drawing an open-ended pool of

A variety of cryptographic mechanisms has been devemp?eaays and solving the scalability problem. However, wigieis
and deployed to achieve basic security objectives such (ﬂ")serated nodes as a part of the system unprec;IictabIe user
confidentiality, integrity and authentication. In additido behavior can be problematic in keeping ’the overall system
these basic s_ervices, thgre is an increasing concern m_w.ivstable and easily maintained.
and anonymity. There is a potential market for providing |, yp;g paper we propose a hybrid architecture for anonymity
anonymizing Services and related products. For _exa'_””Pé tems which provides increased scalability and robastne
anonymous web-surfing helps users to protect their priva taking advantage of both static and P2P designs, as well
against censorship of their online behavior and communic&; balancing the incurred tradeoffs. Such an architecture

Flons. An?nymlz:ng mechanllsms czzn be used tolhlolle the Bffers the flexibility to separate concerns, distributepoes
Istence of tunneled connections and prevent particulaleer qpjjiies and adopt different tradeoff strategies amohg t

from being identified as attack targets. o sub-components in the architecture. More specifically, our
Common requirements of anonymity protection 'nCIUdgontribution consists of:

Z?\gcrjwe:n?zrilr?nysne1IrtvyircegeIS;SCS?QS;:?JP;:;:kr?wti)tmti};. Air\]/en o We provide a brief survey and classification of major
y 9 pr ymity 1, 9 attacks on anonymity systems and position our work in
set of users and a particular message or communication, one this context

cannot achieve a higher probability of identifying the semd « We present a hybrid architecture that integrates prinsiple

(it of 1l message e 1 s = aPPie® " raun fom tatc and P2p cesigns. A key component o
a pa;rticular message is identified. Unlinkability, or more-p p_ropgsed ar_chltecture is extending the idea of anonymous
. . ) i : ’ circuits and introduce the concept of delegates to pantitio
cisely, relationship anonymityneans that the correspondence the circuits across the sub-systems in our hybrid architec-

of a sender and receiver pair is not revealed. ture. More specifically, we break the path into three sub-

In_;h|s paper, we refgr to the clais of tsﬁtemj tZVh'Ch paths: submitting path, bridging path and collecting path,
provide anonymizing services asonymity systemsand the each with its own anonymizing and routing mechanisms.

associated under_lyln_g networks asonymizing net\_/vorks o We discuss the potential benefits of the proposed ar-
For some apphcatlon_s, like web-browsing and instant mes- chitecture. We believe that such an architecture of-
sages, long response time and network delays are commonly fers increased scalability, fault-tolerance and stronger

1These systems are also referred as anonymous communisgstems or anonymmng serylges as each .SUb'Comp(.)nents can adopt
anonymity-providing systems different anonymizing and routing strategies.



The rest of this paper is organized as follows. Section Il Another type of anonymity systems employs anonymous
overviews some anonymity system designs and their meditoadcast or multicast. Chaum proposed the Dining Cryp-
anisms. Section 1l summarizes the main attacks againsgrapher protocol [26] which provides strong anonymity
anonymity systems. Section IV states the assumptions amith information-theoretic proofs. Later designs suchs
goals of our proposed system. We present our system [&Y] and Herbivore [28] evolved into P2P architecture with
Sections V and VI and provide a discussion in Section Vlhierarchically organized topology for the sake of efficieaad
Finally, Section VIII concludes our work. scalability. For the hierarchical approaches, the ovesatem
still uses a single architecture. Unlike the previous syste
our work utilizes a hybrid architecture approach in designi
an anonymity system with separate security concerns and

Many designs of anonymity systems have use relay nodesfgdeoffs across the underlying sub-systems that can adopt
anonymize traffic. Anonymizing systems can be classified ggferent anonymizing and routing strategies.

message-based and connection-based [10]. The formedaclu
mix-based systems which follow the concept introduced by I[11. ATTACKS IN ANONYMITY SYSTEMS

Chaum [11]. The latter, also referred as low latency designs |, yis section we provide a brief summary and classification

aim -at providing anonym.ity protection on interacti.ve taffi ¢ the adversary's power and goals as well of the common
Mix-based systems utilize one or more intermediate netwogka ks in anonymity systems. Our classification does nanme

nodes to relay messages, and, at the same time, break{{)§q exhaustive and we recommend interested readers to refe

correspondence among incoming and outgoing messages @f #1 2], [4], [10], [29]-[37] for details.

relay by changing their appearance and temporal informatio

Th|s_ is referred as the baS.IC batch-and-mix operation, m;lwh A. Adversary’s Power

a mix collects a batch of fixed-length messages from differen ) ) )

sources, cryptographically transforms the batched messag An adversary can bpassiveor active A passive adversary

and then forwards a subset of messages to their recipieats fAnly avesdrops traffic while an active adversary can okserv

random order. A variety of mix-based designs have later be@?dh'fy' lnjecl;_?nd dfropdmessagesbm the anonglmny §ysferfn.

developed based on different topologies, message batahahg 1h€ capability of adversary observing and manipulating

release policies, and route selection strategies [12]-[17 trag!c C?‘r’:_ belocal orlglobal.f The former can only Ecceﬁ'ls
Low latency designs rely on the concept afionymous traffic within one or only very few autonomous networks while

circuit in which several relays are used to forward messagd$ atter is capable to observe effectively a large amount o
in a multi-hop fashion. Some systems, like Crowds [18]"}" network links within the system. The global observapili
implement the anonymous circuit by extending the route & & Much stronger assumption on the adversarial power,
a message to a random node probabilistically. By doing sghich also imposes a greater challenge on designing a secure
every predecessor sending traffic to a node would have per'onymity system. This strong assumption is reasonable for
probability to be either the initiator or just a forwardenda @nonymizing networks with a fixed and small set of core
thus obfuscate the real initiator. Other systems, like @nig/odes, particularly for those operated by one or a few par-
Routing [7], [19], try to hide the route of messages by usin%}es'_':or anonymizing netvyorks with a potentla_lly Ia_rgedan
fixed-length layer-encrypted structures to embed traffic. istributed set of participating nodes, however, it is ldesly
With respect to the topology, some designs like Tarzan [g']at an adversa.\ry can capture the glob_al view of traffic. This
and MorphMix [9] follow the idea of anonymous circuits, butS Usually true in P2P approaches, which feature not only a

explore the P2P architecture for the underlying anonyrgizir2" 9" b(;“ more dynam||c sgt ofllnterdm.edlate lnqdez.
network, instead of using a fixed set of core relays as in AN adversary can also be viewed aerna (insider) or

Onion Routing based systems. As every peer utilizes tfyternal (outsider) An insider particip_ates in the system as
anonymizing services and at the same time operates as a refajlo'mal user or operator by running his own nodes but
the overall anonymizing network has a potentially larged arffctS dishonestly or maliciously. An outsider, in contrast,
more dynamic set of relays. However, the P2P nature of thigherally out of the system's scope and without the prieileg
anonymizing networks induces a much higher risk of faci:%operatmg Fhe anonymizing Services. I,t can, howeversec
colluding malicious nodes controlled by adversaries. So ¢ communication links in the anonymizing network.
designs thus provide collusion prevention (e.g. peer selec
protocol in Tarzan) and collusion detection (e.g. detectid®- Adversary’s Goals
strategy in MorphMix) mechanisms to address this issue. 1) Degrading the quality of the anonymizing services:
Incentive is another important issue in P2P designs. Themmon goal of an adversary attacking anonymity systems
authors in [20] studied the economics in anonymity systenmssto break the anonymizing service or at least degrade the
and pointed out the incentive problem as a major barrier tmality of anonymity protection. An adversary would try to
wide deployment of decentralized anonymity infrastruetur break the sender anonymity by linking messages or commu-
Several incentive mechanisms [21]-[25] were proposed mécations to their originator. Similarly the receiver agonity
encourage better cooperation and reduce free-riding in P@&h be broken if he can figure out the corresponding message
systems, ranging from global economic and reputation talloaecipient. The adversary can further exploit the unlinkgbi
exchange- or reward-based models. by revealing sender and receiver correspondence of message

Il. RELATED WORK



Basic cryptographic tools, like encryption and messadequency, timing information, communication patterngd an
authentication code, cannot guarantee anonymity protectiintersections of active sender-recipient groups at difier
Communications in an encrypted channel could be vulneraltimes. Through enough observations, an adversary may find
to several traffic analysis and traffic confirmation attacks. correlations between incoming messages and outgoing mes-

2) Decreasing the utilization of the anonymity system:sages across nodes in the anonymizing network and further
User experience and satisfaction affect the utilizationaof deduce message routes and sender-receiver mappings.
system. Poor performance, frequent down-time and annoying) End-to-End Traffic ConfirmationObserving the end-
experience may outweigh security from the user’s persg&ctipoints in an anonymity system is one simple way to track the
particularly in non-critical applications. By decreasihg per- sender-receiver correspondence. The intermediate steuof
formance, reliability and availability of an anonymity $ys1, the anonymity systems can be simply abstracted as a black-
an attacker may successfully drive users switching to afdowsox, independent of how messages are routed, transformed
protection level or completely not using the targeted systeor mixed within the given systems. By eavesdropping the
The potential threat of this kind of attacks can be severe atrdffic passing through two endpoints on a suspected route,
thus should not be underestimated. The attacker couldachian adversary can study the correlations between messages
similar effects in degrading the quality of anonymizingwes entering and leaving the anonymous tunnel. The goal of the
but without spending the effort on traffic analysis. Deru&l- adversary is to identify to which successor of the exit ndde t
Service (DoS) attacks are one major type of attacks thaerenttaffic from a particular predecessor of the entry node ig.sen

anonymity systems unresponsive and unavailable. If the entry and the exit node happen to be the first and the
last node respectively in an anonymous tunnel, the adwersar
C. Attack Description can figure out the sender-receiver pair of a communication.

Many attacks in anonymity systems were also discussed inlff an anonymity system does not handle traffic "carefully”,
[1], [2], [4], [10], [29]-[37]. Based on the characterigtiof Some traffic patterns and characteristics may be exposkwd, he
the attacks, we see some commonalities among them whigl the adversary to infer the correlations. An eavesdroppe
can be classified asaffic-specificand system-specificSome can count the number of messages that enter and exit the
attacks that exploit both areas can fit into both categories. two endpoints or can measure the inter-message timings and

Traffic-specific attacks are usually based on observatidn amessage frequencies. A timing attack can be mounted to
inference. Many anonymity systems achieve anonymity by ogerrelate the timings of a message at the entry node witrethos
fuscating the correlation between input and output messageoming out of the exit node. This information may help the
In order to break the anonymity, one has to track messagiversary to map some input message to output messages, and
within the anonymizing network or at the endpoiriéessage rule out potential senders or receivers from the anonyneity. s
feature and traffic dynamicsare two major sources of hints Through operating or compromising nodes in the system, an
that ease the analysis. Through passively eavesdroppingaetive adversary can drop, delay or mark messages to irecreas
actively manipulating traffic within the anonymizing netkp the effectiveness in exploiting the correlations.
an adversary can observe any distinguishable messagegigatu 4) Disclosure Attack and Statistical Disclosure Attacks
and traffic patterns. By exploiting correlations betweeifiz (mainly target for high-latency designs):
and nodes, the adversary may be able to infer the route, the @) The Disclosure AttackKesdogan, Agrawal and Penz
sender, the receiver and the sender-receiver correspoaadén [32] described a traffic analysis technique, called disales
a given message or communication. End-to-end traffic coattack, which is used to infer all possible recipients of a
firmation, the disclosure attack [32] and statistical disare targeted sender in an anonymity system. The attack is a
attacks [2]-[4] are examples of attacks in this category.  repetitive inference process which consists of a learnmagp

System-specific attacks break anonymity protection basaad an excluding phase. It is based on the observations of
on the design, limitations and flaws of a given anonymit§eceiver anonymity sets over the time.
system. For example, several systems implement link pgddin The adversary assumes the number of possible recipients of
or traffic shaping policy; an adversary may use these priggerta targeted sender to be m. During the learning phase, he
to isolate a particular message and to trace its route. Resowcollects, as the basis sets, mutually disjoint recipient sets
exhaustion like flooding or DoS attacks can saturate netwdsich that each of them contains exactly one recipiest ofy
links, cause some nodes unable to operate and weaken @hgerving the incoming and outgoing messages. of
whole anonymity system. Selfishness attack, which is specifi The attack then proceeds to the excluding phase in which
to P2P designs, also creates bad impacts on the system. the adversary collects additional recipient sets and (s

1) Attacks Based on Message Featumdessage feature from each basis set those entries that are not corresponding
characterizes the static attributes of the traffic. It is &ida recipients ofs. For every later recipient sek®’ he observes,
source of leaking information that can expose identificatib if R’ is mutually disjoint from all but one basis set, he can
the sender and receiver. Variable message sizes may provtignk the non-disjoint basis set to its intersection with
hints to help adversary distinguish between different sype He repeats the analysis by refining the valuenofuntil he
messages and track the message routes. successfully deduces the possible recipient set of

2) Attacks Based on Traffic Dynamic3raffic dynamics b) Statistical Disclosure Attackdanezis [2] pointed out
captures the dynamic behavior of messages over a communtbat obtaining an optimal solution in the disclosure attack
tion session, including packet count, message volume,agessNP-hard. He proposed an approximation method called statis



tical disclosure attack. In this attack, the adversary olese =~ As a part of our protocols, we assume a public-key in-
the receiver anonymity sets corresponding to the messages $rastructure (PKI) is supported. This infrastructure caneb

by a targeted sender He gathers a sequence of observatioBertificate Authority (CA)-based, where a distributed tdus
vectorso; where each vector represents the probability disf peer CAs sharing a common certificate and revocation list
tribution of each recipient being the recipient of the mgssacan be deployed to improve the CA's availability.

sent bys at a particular time. He also obtains the probability

distribution @ of the background traffic that is not related t®. System Goals

s. By collecting a large enough set of, the adversary can
estimate the recipient set effrom 4 and the arithmetic mean
of 0; by the Law of Large Numbers. The idea was furth

NS . essage, anonymity and privacy respectively.
extended to more reallst_|c mlx-basedlsystems n [3], [4]. Message protection covers confidentiality which allows dis
5) Resource Exhaustion and Denial-of-Service Attacks;

_ imitai K linkdb closure of messages to designated recipients, and integrit
Pre-set system constraints, limitations on network link®a ;e resists message modification during transmission.

width, node computational power and available system Anonymity protection is the core service which provides

resources generally exist in pragtical implementations %onymizing mechanisms for IP-level point-to-point commu
anonymity systems. These constraints may allow an attac'ﬁ%ations. The ultimate goal is to preserve, to a certain de-

to launch various resource exhaustion attacks. A floodlngr—ee, sender anonymity, receiver anonymity and unlinkgibil

based DoS attack is one common example. By saturatiig, respect to traffic and communication under different
some communication links or overwhelmmg some processif@.mstances. By "certain” we mean the anonymity protec-
components (nodes, routers, etc), a portion of the newqfk, snoyid withstand some proposed traffic analysis astack
may exhibit notable changes in the ongoing traffic and SdaVeFf"bwever, it cannot guarantee a prefect anonymity solution.
nodes may behave differently. Deliberately dropped packg, e specifically, we try to prevent attacks based on message
or selectively forwarding messages can be considered (g5,re frustrate attacks based on traffic dynamics byeeith
another kind of DoS attacks which can also render identdia roviding preventive measures or making the attacks much
traffic changes. These attacks would allow an adversary {9 qer in practice. For the latency requirement, we offer th
perform further traffic analysis more efficiently. For insta, _flexibility in the system to accommodate low latency and high

an atta_cker can count any packet dropping or perform tlmlrI@tency services with the tradeoff in the anonymizing power
analysis to measure any increased latency on suspect@&rout prjyacy protection refers to filtering privacy-sensitivene

By paralyzing part of the network or flooding the network withg s i, messages. As we mentioned in section Ill, a message

identifiable traffic, an adversary may also isolate a targetﬁse” may leak out information of the communicating pastie
message from others so as to trace the route of that message; s the sender should handle messages properly before
6) Selfishness Attackin P2P anonymizing networks, ayansmitting them via the anonymizing network. However,

participant is expected to serve other peers while it r&E\Vrivacy filtering is protocol and application dependent. We

services from others. Unfortunately, some nodes may wanf, certainly pay special attention to common protocols lik
to free-ride the services without contributing their re®@s. |1Tp ETP and DNS. Vet it is very challenging to come up
For instance, some selfish nodes may selectively forwafgly 5 generic and exhaustive filtering engine as there are
messages or ignore incoming requests from its neighbogg, ays evolving protocols and newly developed application
Their behaviors appear similarly as the second type of D@S ¢ design, privacy filtering is not our main focus and we

attacks mentioned before, but due to their selfishness rratgﬁny provide basic filtering functions such as address tavgi
than malicious intentions. Although they do not intentildmg_ Nevertheless, users can use specific privacy filtering tids
attack the system, they can weaken the systems and failitgfi,oxy [39] on top of DAISY to enhance privacy protection.
attacks coming from other adversaries. From the system perspective, we want to achieve a certain
degree of fault tolerance on the underlying infrastructure

IV. ASSUMPTIONS ANDSYSTEM GOALS regarding the situations due to heavy traffic load, unexqukect
A. Assumptions errors, maliciou_s behavior and attacks, peer instabilitgd a
network dynamics.

Regarding to the anonymizing services, we aim to provide
rotections with three different areas of concerns, in tefm

Our anonymity system, DAIS¥ (hybriD architecture for
Anonymity SYstems), is overlaid on top of the IP infras- V. SYSTEM ARCHITECTURE
tructure. Users can join the system and use the anonymizin% . - . .
network for communication. We assume the underlying IP e_Iow we describe the _mpuvatlons behind our design and
network is insecure such that an attacker may observe,tinjgl’:ov'de a high-level description of our system.
or spoof IP packets without being detected. Our anonymity o
system does not protect against IP spoofing, but this issue éx Motivation
be addressed by using secure protocols like IPSEC [38]. To give a clearer vision of our system, especially the

intuitions behind, we highlight in this section the imparta
_ 2The name "DAISY” has a three-fold meaning: (1) our architeetshown  gpservations which lead to the foundations of our design.
in Figure 1 resembles a daisy flower; (2) white daisy is a syrobmnocence Readers may find in later sections some traits in our system
which coincides with the nature of anonymity systems whiobvijgle certain
degree of innocence to users; (3) anonymous circuit is airtol a daisy chain. coherent with the intuitions described below.



First, we observe that the adversarial power varies with
situations. In practice, the capabilities of an adversa® a
mostly constrained by the environments he deals with. Takin
the observability as an example again, an adversary could be/
able to monitor the global traffic within a small and static
network, whereas he is less likely to achieve this capgbiiit
a largely distributed and dynamic network. Here it becomes‘

a challenge to define policies that realistically capture th \
capabilities of a possible adversary and satisfy the sgcuri PANZ
objectives. Too loose or too conservative estimation on the Q
adversarial power either harms the security or degrades the
usability and performance. The mutual challenge appeagnwh S PAN4

we implement solutions to enforce the policies. This leads

to our second observation that the strategies for tackliggy 1 justration of the system architecture /

adversaries can be tailored for special situations. Imgsn

a general, all-purpose and comprehensive strategy canrpe &onnecting the sender and the receiver as endpoints, we
costly, and even worse, it incurs performance and usabiligyeak it into three sub-paths by introducing a special kind
tradeoffs in order to handle a broad class of attacks. A$ intermediates calledelegatesA delegate acts as the exit
an alternative, using a mix of less comprehensive but finpoint of a circuit that handles any incoming and outgoing
grained strategies, with each tailored for a specific cldss messages on behalf of the initiator at the other end of the
environments and attacks, offers more flexibility in balagc circuit, which we also refer it as thaasterof the delegate. To
tradeoffs according to application needs. visualize it in a simpler way, we can consider there is a dircu

An anonymity system operated by one or a few organizeennecting the senderand its delegaté,. We refer to it as
tions is usually a static system with a fixed number of node$e submitting path The other circuit connecting the receiver
Scalability becomes a problem under the sustainable growthnd its delegatd,. forms thecollecting path and the routing
of users and traffic volume. However, nodes in the systdpetween the two delegatds andd, forms thebridging path
are more reliable and accountable on their behavior, in thice the nodes have established anonymous circuits for the
sense that, it is unlikely that they intentionally do notidal  submitting and the collecting path, the message trangpmita
the protocols or denying their responsibilities. Adveisato then becomes multi-hop forwarding on the three sub-paths.
such a system are more likely to be external and they wouldDAISY combines two types of networkperipheral
monitor the network links and even try to get internal acceg®onymizing network (PANRnd core delegate network
of the system by compromising some nodes. (CORE) Figure 1 presents an example.

In contrast, an anonymity system using a P2P architecturePAN is a decentralized unstructured P2P overlay network.
has the potential for wide deployment which helps solvingsers desiring to use the anonymizing service will join the
the scalability problems. By using nodes from public t®AN and operate as peers using their machines. We will refer
operate the system, it provides the benefit of a large, dymantd the nodes in PAN apeers Due to the unforeseen nature
distributed and open-ended pool of relays which makesicertaf peers, PAN is generally composed of untrusted hetero-
attacks harder in practice. The nodes in the P2P system, tigeyeous systems with significant variations in computation
are considered unreliable and potentially malicious from rasources and link bandwidth. There can be multiple PANs
user’s point of view. One should not rely on a particular noda the anonymity system since a peer does not necessarily
for the service but he can always choose other peers to pgaiow the global peer list. PAN covers the submitting and
with. This make the system as a whole more resilient to sorttee collecting paths. Anonymous circuits are built withiaNP
corrupted nodes. Regarding the entire P2P system, it is lesing the participating peers as relays. These circuitsitete
likely to be under full control by a "Big Brother”, provided at corresponding delegates residing in CORE.
there are good incentives to attract good users. CORE consists of a relatively small static set of nodes

There is a tradeoff among security, performance and cotat operate adelegatesit covers the bridging path and can
A hybrid architecture often offers the flexibility to septra be viewed as a message exchange network that bridges the
concerns, distribute responsibilities and adopt diffeteade- submitting and collecting paths. As opposed to multiple BAN
off strategies among the sub-components in the archictuhere is only one CORE in the anonymity system.

With this in mind, we propose to integrate a more reliable but As all transit messages from PAN will be aggregated

static system with a more scalable but dynamic system. into CORE, CORE requires a higher network capacity and
computational power to handle the unanticipated amount of

B. A High Level Overview traffic. It is thus expected to be operated by parties withenor

The major goal of DAISY is to support bidirectional anonysophisticated machines and networks that provide reliable
mous point-to-point communications by which we can attaiervices. These parties can be organizations which préngde
the anonymity protection mentioned in section IV. and voluntary services, or companies that charge the ssvic

Our design uses the anonymous circuit mechanism as th&he underlying topology and routing mechanism in CORE
foundation. However, instead of using one end-to-end tircean vary according to different requirements for the degffee




anonymity. In general, the decision of the underlying desid3. End-to-end Message Handling

considers the balance among security, performance andicost |, end-to-end message handling, privacy-sensitive ctsiten
other words, the CORE as a whole provides a unified interfaggs filtered such that the message itself does not leak out
with PANs that allow users to specify the security level anghy information about the communicating parties. In additi
utilize the anonymizing services. Every low-level detdibat ong-to-end message confidentiality and integrity are ptete
the subsystems should be transparent to users. These treatments prevent against attacks on messageefeatur
and message tampering. Ideally, every handled message ap-
pears as “random text” and does not reveal any information.
The end-to-end message handling is a companion of the
In this paper, unless otherwise specified, we will stick tanonymous transportation mechanism and they are used to-
the notations in Table | in describing the protocols of DAISYgether to achieve the anonymous communication. In our
design, these two processes are separate and independent of

V1. PROTOCOLDETAILS

TABLE | each other. Users can certainly send and receive messages
NOTATIONS IN THE PROTOCOL CONTEXT via the anonymous transportation without doing end-to-end
mi || m2  Concatenation of message; andms message han.dllng buF t.hIS makes several attacks possible.
d: Delegate ofr Supposen is the original message thatwants to send to
dji  Theith delegate in groug:; r. The general process of the end-to-end message handling is

T;  Tag for identifying different types of messagss the type . .
identification number described as follows:

PrK,  Private key ofz 1. Address re-writing and (optional) privacy filtering’(m)

PuK, Public key ofz . . : . . S
Certy  Signed Certificate of which includesPuK is the combined fllterlng funCt'Or@ — F(m)

E(m,k) Encryption of message: with key k (encryption method - End-to-end _encryptioq” =FE(¢,EK,,)
depends on key type) 3. End-to-end integrity check=¢" || H(¢", 1K )
S(m, k) Digital signature of message with public key k . . ' . .
H(m) Cryptographic hashing of message q is the post-processed message that will be transmitted via
H(m,k) Cryptographic keyed-hashing of messagewith key k the anonymizing network.
EK., Symmetric encryption key for the link betweenandy
IK., Integrity key for the link between: andy ) . L
SK; Segment key associated with tih relayr; w.r.t. the given C. Transportation via Anonymous Circuit

ID; gg;ur:”tlent identifier for théth segment (associated with the An ijonymous circuitdircuit for S.hOI’t) IS a mu'“'h9p Path
ith relay r;) W.r.t. the given circuit established among several peers in PAN and terminating at a
delegate in CORE. We use a sequence of nodes as the notation
of a circuit. For instance, theth circuit of peerz with length
lis denoted bYCF = z,71,79,...,7_1,d" wherer;’s are the
To join the anonymizing network in DAISY, a node has tgntermediate relays and" is the corresponding delegate. For
connect with some peers in a PAN. This process consiststaé sake of simplicity in expressions, we also refertasr,
two phases: peer discovery and neighbor formation. andd* asr;. r;_, andr; (exceptr;) are neighbors in PAN and
The peer discovery is bootstrapped via a few informatiahere is a direct link between them. In the context of a circui
servers oregistriesfrom which a node can know other activethe link betweenr;_; andr; is referred as théth segment
peers. These registries, which may appear as web pages, allp_, is the predecessoof r; andr; is the successoof r;_.
active nodes to publish their information such as IP adésess As mentioned before, each pair of neighbors share one
and public keys. The registries refresh the peer lists tarexpencryption key and one integrity key for the associated. link
any inactive peers. Peers are responsible for contactieg thith respect to a circuit, there is one more encryption key
registries regularly and receiving updated information. per segment basis, which we refer to it as tbegment
When a node wants to join a PAN, it obtains an initial liskey As several circuits may share a link for one segment,
of active peers from a registry, and registers its infororati each pair of neighbors could have multiple segment keys. A
with the registry. The node may also consult several regsstrlocally uniquesegment identifie(segid) is used to identify
to reduce the chance of getting biased information froma segment between two peers. It is attached on messages
malicious registry. Based on the list, a node can select soinetransmitting through a circuit. Each relay has a routing
of the active peers to form a neighborhood. Once it connec¢éble that contains mappings in form degidjoear) —
with several peers, they can exchange peer information withuccessor, segidsyccessor)- Based on the segment identifier
each other, without bothering the registries. We refer taia p of an incoming message, a relay can determine the next relay
of peers with a direct link in PAN aseighbors and the next segment identifier to forward the message.
During the pairing of two peers, they also negotiate two keys Given thatq is the post-processed message after end-to-end
associated with their link: one encryption key and one iritgg message handling. Consider a pees sendingy through one
key. The encryption key is used for symmetric encryption (pef its established anonymous circuits® = x,ry, 7o, ..., d".
link basis) to provide confidentiality to sensitive dataransit SupposeSK; is the segment key shared betweerand r;.
on the link. The integrity key is used for keyed-hashing téD; is the identifier for theth segment of the circuit. Before
protect message integrity, prevent impersonation andeptevtransmittingqg down to the circuit,z attaches aouting tag
an attacker from injecting messages. to ¢. The tag, with a formatag = method || rv, basically

A. Joining the Network



indicates howg should be routed in CORE so as to reach @ {m} @ M

the receiver delegate. Theethod field specifies the routing -@ ~~~~~~~~~ -

method and-v provides the information on how to reach the {my} @
’/_\

receiver delegate. The detailed usage of routing tag will be O T ~ X
described in section VI-F. The tag is removed by the receiv@_@_ - — = = _@_@
delegate once the message is on the collecting path. ®) m,
Afterward, z encrypts the consolidated message repeatedly ~ 4
using the segment keys in reverse order: ey N A
1 = Eltag | ¢, SK) © {m} s
e; = E(€i+1, SKZ-) 1<i<l Fig. 2. Extending a partial Cir%ﬁj\itBEErilrl]g circuit estahlisent
e1 is the final nested encryption oh. = encrypts the MESSAGES IN THE CIRCUIT ESTABLISHMENT PROTOCOL
identifier of the first segment witi® K, ., and attaches it m1 = Tio || nonces
to e;. The whole message is then hashed usidg, ,,. = ma = nonces || nonces || IP, || Cert,
finally forwards the consolidated messagerio In general, ms =Ti1 || IPy || E(noncer || nonces || SKuwi1, Puky)
r;—1 forwardse! to r; where mi =Tia || IDwi1
¢;=E(IDi,EK,,_,r) | e the nested encryption, rewrites the segment identifier, re-
el =e || H(e}, IKy, |r;) encrypts and forwards the message to the next relay. The

request finally appears in clear textiaf.

4 iNitiates the request on behalf of -, randomly chooses
a neighbory as the next relay. It forwards the requestto
in clear.y either accepts or rejects the request based on its
availability to establish further segments.

Suppose accepts the request, it includesriry its certifi-
cate issued by a public registry and semds to r,,.

4. r,, sendsmsy back tox through the partial circuit as if it
is a normal message. on receivingm. verifies the reply.
If the enclosed certificate is valid; randomly generates
a new segment keyyK,, .1 and returns it asng in an

Upon receiving!, r; first validates the message integrity. It2
then decrypts the segment identifier using the link encoypti
key shared with;_;. Based on/ D;, r; can uniquely identify
the segment and determine the next retays on the circuit.

It getse;11 by decryptinge; with appropriate segment key.
It then rewrites and encrypts the next segment identifier,
and forwards the consolidated message-;to. The process
continues until the message finally reaches the deleffate

The transportation in reverse direction, i.e. from a detlega

to its master, is performed similarly. Each relay decrypes t

segment identifier of the incoming message and determires th encrypted form using the given public key @fms is sent
next relay. It encrypts the message with appropriate segmen r., through the partial circuit.

key, rewrites and encrypts the next segment identifier, al QOn receivingms, r,, knows that the initiator agrees as
forwards the updated message to the next relay. The nesteqhe next relayr,, .1 and so it forwardsns to y
w Y-

encryption of the original message will finally reach th%_ returns, asna, a locally unique segment identifiéD,, , |
master._The master can then repe_atedly unwrap the nestet%/o r Such thatr, andy can later identify that segment
encryption using the segment keys in order. uniquely by(y, ID.+1) andID,,+, respectively. Both-,,

The nested encryption obscures the appearance of messageg,q, update their routing table to include the new segment.
which frustrates those attacks based on message feature. A@ also marks the segment as not terminated.

adversary cannot directly correlate the incoming and dotgo .
: In case of any problem during the process, an error message
through a relay based on message contents. The link-based L .
. ) S ) - iS'sent to the initiator or to the last relay on the partiatit.
encryption also h|de_s the c_:|rcwt (segment |dent|f|ers§3tgky ... In the initial case when: wants to establish the first seg-
a message and the integrity check prevents segment 'dent'}cheent the procedures are the same as what we have mentioned
from altered. The nested encryption together with endri-e '
. i . exceptz now takes also the role of, and all the message
message handling protects against message tagging attadf?ansportation within the partial circuit can be ignored.
2) Associating a delegateOnce the initiator is satisfied
D. Circuit Establishment and Delegate Association with the length of a circuit, it can complete the circuit by
o o ) o associating a delegate. The initiator senasreuit completion
~ 1) Establishing a Circuit:: We describe the circuit estab-requesto the last relay through the partial circuit. The initiator
Ilshmen.t in an inductive fashion. Given a peeis estabh_shmg is responsible for selecting a delegate randomly and spegif
a new circuit to a delegate. Suppose an incomplete circtit Wi; o the request. To avoid uneven or biased distribution of
lengthw has been established amds about to extend it one gssociations to some delegates, there can be a centralized
relay further. The process (illustrated in F|gl_1re 2)is perfed  gerver in CORE for assigning delegates upon requests. For
as follows (protocol messages are shown in Table I1): simplicity, we leave it as an optional extension to our desig
1. z initiates acircuit extension request:;. The request is  On receiving the request, the last relay establishes a segme
encapsulated and transmitted as a normal message throwgh the chosen delegate in the same way as intermediate
the partial circuit. As described in the previous subsectiorelays except an expiration time is returned in addition to a
each relay on the partial circuit unwraps one layer afegment identifier by the chosen delegate. The expiratioa ti



indicates the lifetime of the circuit and is forwarded to theegment identifier corresponds to a unique circuit. However
initiator via the circuit. this approach certainly leaks out some information aboat th
3) Security analysisThe circuit is anonymous in the sensesender and receiver correspondence. Not eilandd,. can
that the circuit formation process introduces uncertaaftgut identify each other as the involved delegates, but anyone
the actual initiator. By looking at a circuit extension regt) a eavesdropping the link betweefy and d, also knows the
peer generally cannot tell with certainty whether the peede fact. Knowing the delegates of sender and receiver does not
sor is the initiator or just a relay on the circuit (except wheimmediately reveal the actual sender and receiver bechese t
the circuit extends back to the initiator and forms a cydbe, t submitting and collecting circuits are still not fully ungred.
initiator certainly notices itself). Unless there existglabal We use the routing tag mentioned in Section VI-C to specify
eavesdropper monitoring all traffic or sufficient colludpeers rv asd, in case of direct forwarding.
in deducing the origin of the traffic, the initiator can pléolg 2) Anonymous routing on a ring topologyOn a ring
deny its role by arguing the request is forwarded from it®pology, messages areirculated hop-by-hop among the
predecessor. The nonces are used in the protocol to assurentides on the ring. Anonymity can be preserved in several
freshness of messages and prevent replay attacks. ways. First, noise (cover) traffic padding the links on the
A malicious relayr,, sitting at the end of the partial circuitring can be used to prevent the packet counting attack. If
can simulate the remaining circuit by replying self-geteda every pair of consecutive nodes shares a secret key, message
public keys. To prevent this last relay from cheating, we caran be encrypted hop-by-hop such that an external observer
use the witness approach proposed in MorphMix [9]. cannot easily correlate the input and output messages of a
Consider the reply message, from z, r,, cannot obtain node. Rather than specifying the receiver’'s information on
the segment ke§ K, 1 as it is encrypted using's public key. a message, the sendercan put some secret information
However,r,, can substitute it with another key. This createsn the message such that only the intended receivean
an inconsistency in the segment key sharedrlbgndy. The understand. When the message is circulated thrayghcan
content of later transmitted messages are messed ypvis realize the message is destined for sit.can still forward
wrongly decrypt the nested encryption. Note that cannot the message to the next hop without revealing that it is the
play the trick by first decrypting the message witi,,.; recipient. The sender anonymity can also be protected as a
and re-encrypting it with the substituted key. So doing theode generally cannot be sure if its predecessor is the sende
substitution does not benefit, much. or just a forwarder unless nodes collude.
In our current design, the initiator chooses the circuigtén 3) Anonymous routing in CORETo fully develop our
An analytical method to optimize the circuit length was pradiybrid solution, we define a second level anonymity prooecti
posed in [40]. Although the model considers the optimization CORE. CORE can be viewed as a complete and independent
globally and closed-form solutions are only allowed in som@nonymity system in which sender delegates and receiver
special cases, a similar approach can be used to deriveda@tegates act like normal senders and receivers, reselgctiv
estimation of "good” circuit length based on local informoat For efficient message routing, the topology of CORE is
of the initiator (with shared information from neighbors). expected to have a strong connectivity or exhibit certain
hierarchy. For instance, we may connect a collection of-ring
E. Circuit Switching and Teardown based networks in a hierarchical structure. Then the messag
A delegate association can be terminated when the ma routipg can be performed as intra-ring anonymous routing
leaves the network, or when the association expires eré% Inter-ring forwardmg. Indeed, we also can implement an
' ' onymous routing scheme based on some proposed designs,

a tpebel}.rﬁ Isayes _tthe ne(zjtw::]rk, |tt.fhast. to tfear d(.)tv;/n E:j" thﬁke anonymous broadcast style systems [27], [28] or Onion
established circuits: sends the notification of circuit tear ownRouting systems [19].

to associated delegates using the corresponding circuits. 4) Quality-of-service issuesDelegates may adopt differ-

: _Wh_en an a_ssc_)C|at|on expires, the mas_t_er peer takes g?ﬁ‘ routing methods. This feature does not only serve as
initiative to notify its delegate. When the notification mages an anonymization mechanism but also provides a notion of

propaga_lte along those circuits, every node on the circuilts unality-of-service (Qo0S). We can derive a simple QoS scheme
update its routing table to tear down the paths.

for DAISY using the routing tag. For each message a sender
submits to its delegate, the sender indicates on the rotamng
F. Message Routing in CORE which routing method the sender delegate should use.

When a message is forwarded from the sender to a delegateonsider a sender delegatgis going to forward a message
through the submitting circuit, the sender’s delegdtehas to a receiver delegatd,. The following shows a possible
to route the message to the receiver’s delegatéor further scheme supporting three QoS levels. The tag for each level
delivery. This message routing takes place in CORE. is shown inside the parentheses.

1) A basic solution:In the simplest case], can directly (i) Direct forwarding ¢ag = direct || d..):
forward messages .. As one delegate may serve more than  d,. is explicitly stated on the tag ant] directly forwards
one master and have several established circuits, a message the message tal,.. This method achieves the lowest
arriving at d,, needs to contain information about on which latency but the least anonymity protection.
circuit it should be forwarded. One way to achieve this is(ii) Anonymous routing with an explicit receiver delegate
to use the segment identifiers ify’s local table since each (tag = explicit || d,):



d, is explicitly stated on the tag and, routes the  When the initiator of a circuit in PAN is identified, sender
message anonymously td,.. This method provides anonymity or receiver anonymity cannot be preserved. lin suc
anonymity onds but notd,.. The latency varies and de-case, we rely on CORE to protect the unlinkability of sender-
pends on the underlying anonymous routing mechanisneceiver correspondence. From the perspective of PAN, CORE
(i) Anonymous routing with an implicit receiver delegateoperates as an opaque blackbox that obscures the comelatio
(tag = implicit || rv(d,)): between input and output messages. Without enough power to
d, is not explicitly known tod, but rv(d,.) implicitly —access traffic inside CORE, an adversary is restricted & inf
tells how to reachi,.. For example, if CORE is imple- traffic patterns among different circuits in PANSs.
mented as a collection of ring-based networks(d, ) An external global adversary in CORE can monitor all the
may specify the ring? whered, is located along with a messages flowing among the delegates and further analyze the
secret value known td; andd, only. Sod, can forward communication patterns. With additional colluding dekega
the message to ring and then let it circulate o® until  the adversary has a higher chance to resolve particulamgess
d, catches it based on the secret value. routes. The worst case happens when the entire CORE is

5) Hardening the CORE:Since CORE is the heart of malicious. In such case, the route of a message within the
message exchange in DAISY, the failure of CORE may res@ORE can be easily traced, and the submitting and collecting
in instability, unavailability or complete shutdown of taole ~ Circulits partially identified. However, as the nodes in PAixs
system. The higher network bandwidth and computationg#Pposed not to be controlled by CORE, the submitting and
power requirement in CORE also poses a burden on mafifllecting circuits still provide protection for the actisender
taining the stability. Fault tolerant is thus a key issue t@nd receiver. To totally break the anonymity, the malicious
address. The delegates in CORE can be built from a numipérties controlling the CORE have to analyze the links in BAN
of clusters which provides high aggregated network bantwicPr collude with the peers.
and processing power. Cryptographic operations on dalsgat b) System maintenanceAnother benefit appears in
can also be accelerated by using cryptographic hardware. maintenance. Even well developed systems require subseque
updates to integrate additional functionalities or fix &R
flaws. Maintenance in distributed systems is consideredcemor
important as a vulnerability in one participant may cause

1) Breakdown of anonymous circuiéspart from the normal damages to the entire system. However, it is also more difficu
teardown, a circuit can break down in some exceptional casas users may not have enough incentive to keep their software
When a peer: on some circuits leaves the network, it breakgp-to-date and it is possible for the updates to be out-otsy
the associated circuits. has to send a breakdown notificationt is always better to reduce inconvenience and annoyance to
to the master and delegate on both sides of any affectedtcircusers. As found nowadays in many operating systems, anti-
When a delegate fails to handle the delegation, it initiées virus and personal firewall utilities, automatic updatedtion
notification of circuit breakdown to all associated mastéhe at end-user system is thus necessary. But that still does not
notification is sent and handled in the same way as in casegife a promise until we can strictly enforce the actions. As a
circuit teardown but in reverse direction. compromise, unless for substantial amendments in the whole

2) Broken anonymous circuitin case a peer "dies” or architecture, system upgrades and security patches can be
leaves the network unexpectedly, it may cause the ungriacedpplied more easily to CORE in a controllable manner. This
breakdown of some circuits. When later messages are fig-also true for upgrading the hardware and network faediti
warded along those broken paths, the peers near the brgaRORE to meet the unforeseen requirements.
points have to notify the senders. However, message losses
may not be avoided. The initiator of a circuit can also send .
regular heart-beat messages to test the circuit conngctivi B. Usability

For applications like web-browsing, the servers generally
do not participate in the anonymization protocols. To beidg
the gap, some peers in PANs can act as as special proxies

G. Exception Handling

VIl. DISCUSSION

A. Security which forward requests to the actual servers. These nodes ca
In the view of security and fault-tolerance, we believe be peers provided by the same parties who operate CORE or
hybrid architecture can offer several benefits. other dynamic peers who volunteer for the proxy service.

a) Mutual protection:Different types of adversaries and Security services should also consider human factors. As
attacks exist in PAN and CORE , and thus they are designed mentioned earlier, user satisfaction may have a higher
accordingly to their threat models. PAN and CORE capriority over security concerns. Hence, the anonymizagiod
be viewed as independent and mostly complete anonymi&gency requirements may vary with applications, and even
systems that exhibit different characteristics in streetand  within a single application, the requirements may changmfr
anonymizing strategies. They as a whole divide the respontine to time. For example, a user may want to temporarily
bilities and provide a mutual protection to each other. H thscarify a certain degree of anonymity protection to gairdvet
anonymity protection is defeated in either PAN or CORE, thatency when there is a substantial drop in data rate. Afigwi
remaining one should still provide enough guarantees te pthe specification of application requirements complicdkes
serve sender anonymity, receiver anonymity or unlinkghili design of an anonymity system. It becomes more subtle to
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accommodate various application needs in the system whilamework for CORE to allow users to adjust the trade-
keeping the underlying mechanisms transparent to serviceff between the degree of anonymity and the performance
In DAISY, we choose to offer users (particularly senderg) ttof communication. Finally, while this paper focuses on the

flexibility to control the length of the anonymizing path inarchitectural design issues, we are undertaking the ot

order to achieve a balance of tradeoffs.

implementation and several simulations and experiments to

A user who initiates an anonymity circuit can control thgain insights into the performance and scalability of the
circuit length during the circuit establishment to a detega proposed architecture.

The user (when being a sender) generally cannot control the
length of collecting paths, however. In special cases likbw
browsing, the peers serving as proxies can agree to limit the
collecting paths to a few hops. In low-latency anonymizingzi]
services, a very few intermediates are expected. Our archit
ture at one extreme can be configured to attain anonymization
in lower latency by simply short-circuiting the bridgingtpa.

In other words, a sender delegate directly forwards messaggl
to a receiver delegate without doing any anonymous routing i
CORE. The leftover anonymizing power relies solely on the
anonymity circuits in PANs. In DAISY, a sender can specify tol3]
its associated delegate the routing method used in CORE for
transporting a particular message. One should note that loyy
latency and high-latency anonymizing services can coéxist

our architecture without any reconfigurations. [5]

C. Scalability

The CORE appears as a bottleneck which may affect thél
scalability of the overall system. Nevertheless, the matir
CORE facilitates a centralized management on itself which
allows system upgrade and scaling to be handled more gradé+
fully. The capacity of CORE can be scaled up in a manageable
way for the foreseen expansion of users and traffic. As
previously mentioned, we also expect CORE to be a moré]
dedicated infrastructure.

VIIl. CONCLUSIONS ANDFUTURE WORK [

In this paper, we introduced a hybrid architecture approach
to address some common issues in static and P2P anonymit}/
systems. Our architecture consists of two main componer{%o.
PAN network (inspired by P2P systems) and CORE networki]
(inspired by static systems). The essence of PAN is to coge
with the dynamic nature of users and turn it into the anonymi
ing power. CORE can be viewed as the traffic aggregatiqis)
point and thus the volume and rate of traffic becomes the
main concern in CORE. The nature of CORE offers t
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