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Abstract

Secue group communications crucial for building dis-
tributed applicationsthat work in dynamicervironments
and communicat@ver unsecued networks(e.g. the Inter-
net). Key agreements a critical part of providing security
servicedor groupcommunicatiorsystemsMostof thecur-
rentcontributory key agreemenprotocolsare not designed
to tolerate failuresand membeship changesduring execu-
tion. In particular, nestedor cascadedyroup membeship
events(sud aspartitions) are notaccommodated.

In this paper we presentthe first robust contributory
key agreemenprotocolsresilientto anysequencef events
while preservingthe group communicationmembeship
andorderingguarantees.

1 Introduction

The explosive growth of the Internethasincreasedoth
thenumberandthe popularityof applicationghatrequirea
reliablegroupcommunicationinfrastructuresuchasvoice-
andvideo-conferencingwhite-boards distributed simula-
tions,andreplicatedsenersof all types.

Secureggroupcommunicatioris crucialfor building dis-
tributed applicationsthat work in dynamicnetwork ervi-
ronmentandcommunicateverinsecurenetworkssuchas
thegloballnternet.Key managemeris thebasefor provid-
ing commonsecurityservicegdatasecrey, authentication
andintegrity) for groupcommunication.Thereareseveral
approacheto groupkey management.
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One approachrelies on a single, centralizedentity, to
generatéeys anddistributethemto thegroup.In this case,
aso-calledkey senermaintaindong-termsharedkeyswith
eachgroup memberin orderto enablesecuretwo-party
communicatiorfor the actualkey distribution. A specific
form of this solutionusesa fixed trustedthird party (TTP)
asthe key sener. This approachhastwo problems: 1)
the TTP mustbe constantlyavailable and 2) a TTP must
exist in every possiblesubsetof a groupin orderto sup-
portcontinuedoperationin the eventof network partitions.
Thefirst problemcanbeaddressewdith fault-toleranceand
replicationtechniques. The second however, is impossi-
ble to solve in a scalableand efficient manner We note,
however, that centralizedapproachesvork well in a one-
to-mary multicastscenariosincea TTP (or a setthereof)
placedat, or very near the sourceof communicationcan
supportcontinuedoperationwithin anarbitrarypartitionas
long asit includesthe source.(Typically, one-to-mawy set-
tingsonly aim to offer continuedoperationwithin a single
partitionthatincludesthe source;whereasmary-to-mary
environmentsmustoffer thesamein anarbitrarynumberof
partitions.)

Another key managemenapproachinvolves dynami-
cally selecting— in somedeterministicmanner— a group
memberchagedwith the taskof generatingkeys anddis-
tributing themto other group members. This approachis
robustandmoreamenableéo mary-to-mary type of group
communicatiorsinceary partition cancontinueoperation
by electinga temporarykey sener. The dravbackhereis
that, asin the TTP case,a key sener mustestablishong-
termpairwisesecurechannelswvith all currentgroupmem-
bersin orderto distribute groupkeys. Consequentlyeach
time a new key sener comesinto play, significantcosts
mustbe incurredto setup thesechannels.Anotherdisad-
vantageagainasin the TTP casejs therelianceonasingle
entity to generatagood(i.e., cryptographicallystrong,ran-
dom)keys.

In contrastto the above, contributory key management
askseachgroupmembetto contributeanequalshareto the
commongroup key (computedas a function of all mem-
bers’ contritutions). This approachavoids the problems



with the singlepointsof trustandfailure. Moreover, some
contributory methodsdo not requirethe establishmenbf
pairwisesecretchannelsamonggroupmembersHowever,
currentcontributory key agreemerit protocolsare not de-
signedto toleratefailuresand group membershigchanges
during execution. In particular nested(or cascadedjail-
ures, partitionsand other group eventsare not accommo-
dated. This is not surprisingsincemostmulti-roundcryp-
tographicprotocolsdo not offer built-in robustnessvith the
notableexceptionof protocolsfor fair exchangg1].

Themaingoalof this paperis to demonstrat&ow prov-
ably secure,multi-round group key agreemenfprotocols
canbe combinedwith reliable group communicatiornser
vices to obtain provably fault-tolerant group key agree-
mentsolutions.More preciselywe presentwo robustcon-
tributory key agreemeniprotocolswhich are resilient to
ary sequencdeven cascadedpf eventswhile preserving
group communicationsnembershipand orderingguaran-
tees. Both protocolsare basedon CliquesGDH contritu-
tory key agreementhatgeneralizesnthetwo-partyDiffie-
Hellman[2] key exchange Ourfirst protocolutilizesmem-
bershipinformationprovided by the groupcommunication
systemin orderto appropriatelyre-startCliquesGDH key
agreemenin anagreed-upomannerevery time the group
changesThesecondrotocoloptimizesheperformancef
commoncasesat the costof a more sophisticategbrotocol
statemachine.

The restof the paperis organizedasfollows. The re-
mainderof this sectionfocuseson our motivationin pur-
suing this work and overviews relatedwork. We then
presentSecureSpreada securegroupcommunicatiorsys-
temwhich utilizes our key agreemenprotocols. The two
subsequergectiongpresentwo robustkey agreemenpro-
tocols. Finally, we summarizeour work anddiscusssome
futuredirections.

1.1 Motivation

As mentionedearlier a prominentchallengeencoun-
teredin securinggroup communicationis in developing
robust, reliable and fault-tolerantgroup key management
mechanismshatperformwell in practice.While the moti-
vationfor securityservicegkey managementn particular)
in a tightly-coupledgroupcommunicatiorsettingis fairly
intuitive, the needfor reliable group communicationser
vices by the group key managemenis lessobvious. We
claim thatreliable and sequencednessagealelivery is im-
portant(and even crucial) for cryptographicgroup proto-
cols. Asynchronousietwork behaior mustbe handledby
theunderlyinggroupcommunicatioriayer, which prompts
theneedfor ahighly reliablegroupcommunicatiorservice.

1We usetheterm”agreemernit, asopposedo "distribution”, to empha-
sizethe contributory natureof the key management.

This dependencés both naturaland mutual. It is nat-
ural sincesecuredynamicpeergroupsalwaysrequirecer
tain communicatiorguarantees(Best-efort datagranser
vice is not usuallya viable option, whereasjt may suffice
for one-to-mam type groupsencounteredn Internetmul-
ticastsettings.)It is mutualsincereliablegroupcommuni-
cationsystemsareof limited utility in opennetworkswith-
outstrongsecurityservicesandguaranteesThus,we have
interdependencamongreliablegroupcommunicatiorand
groupkey managemengrotocols.

Cryptographic protocol designersare primarily con-
cernedwith securityandtypically assumehatprotocolro-
bustnesds handledby the particularapplicationor by the
underlyingcommunicatiodayer. Thisis reasonabl@ two-
partyprotocolswherecommunicatiorfailuresarerelatively
easyto handleandrecover from. The picturechangegira-
matically in group protocolswherethe behaior modelis
richer.

Multi-round groupkey managemerprotocolscannotbe
expectedo runto completionwithout beingpossiblyinter-
ruptedby variousgroupmembershigvents:joins, leaves,
disconnectspartitions,meigesor any combinatiorthereof.

Our previouswork [3] focusedontheperformanceval-
uationin the scenariowith no network faults or cascaded
eventsand provided a good insight of the overall cost of
high securityin a groupcommunicatiorervironment. The
presentwork goesinto the detailsof a completesolution
thathandlesevery possiblecombinationof groupmember
shipevents.The contribution of this paperthereforejs the
design,andthe proof of correctnes®f, a robust contritu-
tory key agreemenalgorithm.

1.2 Related Work

In this sectionwe considerrelatedwork in two areas:
groupkey managemerandreliablegroupcommunication.

121 Group Key Management

Cryptographic techniques for securing all types of

multicast-or group-basedrotocolsrequire all partiesto

sharea commonkey. This requiresa GroupKey Manage-
ment (GKM) protocolto provide methodsfor generating
new group keys andupdatingexisting keys. GKM proto-

colsgenerallyfall into two classes:

e Protocols designedfor large-scale(e.g., IP Multi-
cast)applicationswvith a one-to-mag communication
paradigmandrelatively weaksecurityrequirements.

e Protocols designedto support tightly-coupled dy-
namic peer groupswith modestscalability require-
ments,amary-to-mary communicatiorparadigmand
strongsecurityrequirements.



A numberof GKM protocolssupportingabstractpeer
groupshave beendevelopedin the lastdecadd4], [5], [6],
[71, [8], [9]- All, except[9], extendthewell-known Diffie-
Hellmankey exchange[2] methodto group of n parties.
Theseprotocolsvary in degreesof protectionfrom hos-
tile attacksandin their performancecharacteristics.(For
anin-depthcomparisonsee[8].) In this paper we make
useof the CLIQUES toolkit which implements— among
othermethods- a suiteof protocols,calledgenericGroup
Diffie-Hellman (GDH). GDH offers contritutory authen-
ticatedgroup key agreementaind handlesdynamic mem-
bershipchanged7, 8]. The entireprotocolsuitehasbeen
proven securewith respectto both passie and active at-
tacks.

1.2.2 Reliable Group Communication

Reliablegroupcommunicatiorin LAN ervironmentshave
a well-developed history beginning with ISIS [10], and
more recent systemssuch as Transis[11], Horus [12],
Totem[13], andRMP [14]. Thesesystemsexplored sev-
eraldifferentmodelsof GroupCommunicatiorsuchasVir-
tual Synchroty [15] andExtendedVirtual Synchroty [16].
More recentwork in this areafocuseson scaling group
membershipo wide-areanetworks[17], [18].

Researcln securinggroupcommunicatioris fairly new.
The only actualimplementation®f groupcommunication
systemghatfocuson security(in additionto ours),areSe-
cureRing[19] projectat UCSB, and the Horus/Ensemble
work at Cornell [20]. The SecureRingsystemprotectsa
low-level ring protocol by using cryptographictechniques
to authenticateachtransmissiorof thetokenandeachdata
messageeceved. TheEnsemblesecuritywork is the state-
of-the-artin securereliable group communicatiorand ad-
dressegproblemsas group keys andre-keying. It alsoal-
lows application-dependeirtustmodelsandoptimizescer
tain aspect®f groupkey generatioranddistribution proto-
cols. In comparisorwith our approach Ensembleusesa
differentgroup key structurethat is not contributory and
providesa differentsetof securityguarantees.

Recentresearchon Bimodal-Multicast, Gossip-based
protocolg21] andthe Spinglassystenmhaslargely focused
on increasinghe scalabilityandstability of reliablegroup
communicatiorservicedn morehostileervironmentssuch
aswide-areaandlossynetworksby providing probabilistic
guaranteeaboutdelivery, reliability, andmembership.

2 A Secure Group Communication Environ-
ment

The work discussedin this paper has involved inte-
gratingthe Spreadvide-aresgroupcommunicatiorsystem
with thegroupkey agreemenprotocolsn theCliquesGDH

protocolsuite. In this sectionwe overview boththe Spread
andCliquestoolkits.

2.1 Spread Toolkit

Spread22], [23] is a groupcommunicatiorsystemfor
wide andlocal areanetworks. It providesall theserviceof
traditional group communicationsystems,ncluding: un-
reliable/reliabledelivery, FIFO, causaltotal ordering,and
membershiservicesvith strongsemantics.

Spreadcreatesanoverlaynetwork thatcanimposeanar-
bitrary network configuration(suchaspoint-to-multi-point,
tree,ring, tree-with-subgrouper any combinatiorthereof)
to adaptthe systemnto differentnetwork ervironments.The
Spreadarchitectureallows multiple protocolsto be usedon
links both betweenand within sites. The Spreadtoolkit
is very usefulfor applicationsthat needtraditional group
communicatiorservicegsuchascausalandtotal ordering,
membershi@mnddelivery guaranteeshut also needto op-
erateoverwide-areanetworks.

The systemconsistf along-runningdaemoranda li-
brarylinkedwith theapplication.

Spreadscaleswell with the numberof groupsusedby
theapplicationwithoutimposingary overheadn network
routers. Groupnamingandaddressings not a sharedre-
source(asin IP multicastaddressing)ut rathera large
spaceof stringswhichis uniqueto a collaborationsession.

Thetoolkit cansupporta large numberof differentcol-
laborationsessionsgachof which spanghelnternetbut has
only amoderatanumberof participants.Thisis achiezedby
usingunicastimessagesverthewide-areanetwork, routing
thembetweerSpreachodeson the overlay network.

The Spreadsystemprovides two different semantics:
ExtendedVirtual Synchrory [16, 24] andView Synchroty
[25]. In this paperandfor ourimplementatiorwe only use
the View Synchroty semantic®f Spread.

The Spreadtoolkit is available publicly and is being
usedby several organizationdor both researchand prac-
tical projects. The toolkit supportscross-platformapplica-
tionsandhasbeenportedto severalUnix platformsaswell
asWindows andJava ervironments.

2.2 Cliques Toolkit

Cliques|[8, 7, 26] is a cryptographictoolkit providing
key managemergervicedor dynamicpeergroups.Cliques
includesseveralprotocolsuites:

¢ GDH: basedngroupextensionf the2-partyDiffie-
Hellmankey exchang€[7, 8]; providesfully contrib-
utory authenticateckey agreement. GDH is fairly
computation-intensie requiring O(n) cryptographic
operationsupon eachkey change. It is, however,
bandwidth-eficient.



e CKD: centralizedkey distribution with the key sener
dynamicallychosenfrom amongthe groupmembers.
A key sener usespairwise Diffie-Hellman key ex-
changeo distributekeys. CKD is comparabléo GDH
in termsof bothcomputatiorandbandwidthcosts.

e TGDH: tree-basedroupDiffie-Hellman[26]; TGDH
is more efficient than the above in terms of com-
putationas mostoperationsrequire O(log n) crypto-
graphicoperations(The securityof TGDH is slightly
wealerandit lacksseveral otherfeaturesmotgermane
in this context.)

e BD: aprotocolbasecdn BurmesteiDesmed{5] vari-
ation of group Diffie-Hellman. BD is computation-
efficientrequiringconstanhumberof exponentiations
uponary key change However, communicatiorcosts
aresignificantwith two roundsof n-to-n broadcasts.

All Cliguesprotocolsuitesoffer key independencegerfect
forward secreg andresistanceo known key attacks.(See
[27, 8] for precisedefinitionsof theseproperties.)

In this paper we focusonly on the GDH protocolsuite
within the Cliquestoolkit. As mentionedearlier our spe-
cific goalis to take a provably secure multi-round group
key agreemenprotocol (GDH) and, by combiningit with
thereliablegroupcommunicatiorservice(Spread)obtain
aprovablyfault-tolerant groupkey agreemensolution.

Cliques GDH API [28] is the implementationof the
GDH protocolsuite. It containsGDH cryptographigrim-
itiveswhile assuminghe existenceof areliablecommuni-
cation platform for transportingprotocolmessagesGDH
assignsa specialrole to the last memberto join a group.
Thisrole, referredto asthegroupcontroller, floatsasgroup
membershipchanges.A group controlleris chaigedwith
initiating key updategollowing membershighangeg. The
following operationdrigger a key update:1) join —adda
singlenew memberto thegroup(handledasa specialcase
of memge); 2) memge— addmultiple memberso the group;
3) leave: onemembewoluntarily leavesthegroup(handled
asa specialcaseof partition); 4) partition: multiple mem-
bersleave the groupdueto expulsionor anetwork event.

3 System Mod€

In this sectionwe specifythefailureandthegroupcom-
municationmodelsusedin this paper

3.1 FailureMode€

We considera distributed systema group of processes
executingon one or more computersand coordinatingac-
tions by exchangingmessagesThe messagexchangeis

2GDH API alsoallows akey refreshoperationwhich may beinitiated
only by thecurrentcontroller

achievedvia asynchronoumulticastandunicastmessages.
Messagesanbelost.

The systemis subjectto processrashesndrecoveries.
A crashof ary componenbf the processsuchasthe key-
agreementayer, the Cliqueslibrary, or the groupcommu-
nicationsystems consideredprocesgrash.lt is assumed
thatthe crashof oneof thesecomponentss detectedy all
the othercomponentsndis treatedasa processrash.

Also, the systemis proneto partitionswhich may re-
sult a network being split into disconnectedgubnetvorks.
When sucha partition is fixed, the disconnectedcompo-
nentsmeigeinto alargerconnectedomponentWhile pro-
cessesarein separatelisconnectedomponentshey cannot
exchangemessages.

We assumethat messagecorruptionis masled by a
lower layer. Byzantinefailuresarenot considered.

Our intruder modeltakesinto accountonly outsidein-
truders bothpassve andactive. An outsideris anyonewho
is nota currentgroupmember (Of course ary formerand
future memberis an outsideraccordingto this definition.)
We do not considerinsider attackssinceour threatmodel
concentratesn thesecreg of groupkeys andtheintegrity
of the group membership(i.e., the inability to spoofau-
thenticatednembership)Consequentlyinsiderattacksare
not relevantbecausea maliciousinsidercanalwaysreveal
the groupkey and/orits own privatekey thusallowing for
fraudulentmembershiuthentication.

Passve outsiderattacksinvolve earesdroppingwith the
aim of discoveringthe groupkey(s). This attacktype has
beenprovento becomputationallyinfeasiblein [7]. Active
outsiderattacksinvolve injecting, deleting, delaying and
modifying protocolmessagesSomeof theseattacksaim
to causedenial of service;we do not addresghesedenial
of serviceattacks Attackswith thegoalof impersonating
groupmemberarepreventedby theuseof publickey-based
signatures(All protocolmessagearesignedby thesender
andverifiedby all recevers.)

3.2 Group Communication Model

A group communicationsystemusually provides fun-
damentalservicessuchas membershipaswell asdissem-
ination, reliability and ordering of messages.The mem-
bershipservicenotifiesthe upperlevel applicationwith a
list of groupmemberseachtime the group changes.This
notification-of-membershiperviceis calleda view.

Several different sets of membershippropertieshave
beendefinedin the literature. Eachprovides a different
setof semantigguarantee$o the application,andare usu-
ally calledVirtual Synchrory semantic®r somevarianton
thename.The mary variationsof virtual synchroty areall
basedon the propertythatprocessemoving togetherfrom
oneview to anotherdeliverthe samesetof messages the



formermembershiyiew.

Some group communicationsystemshave been built
[12], [14], [18] that approximatethe virtual synchrory
modelalongwith somerelatedproperties.However, each
systemdoesnot provide the exact samesetof properties,
andto the bestof our knowledgea canonical‘Virtual Syn-
chrory model” of an entiresystemhasnot beendefinedin
theliterature.A goodsurwey describingmary of thevaria-
tionsof differentpropertiedor virtual synchrory semantics
canbefoundin [29].

Virtual synchroly strengthenthesharedstateof thesys-
temby deliveringmessagem thesamemembershigsthey
weresentin. This enableshe useof a sharedkey to en-
cryptdata,sincethereceveris guaranteetb havethesame
membershiiew asthe sendeandthereforethe samekey
(ignoringfor now someconstrainton rekeying).

This work assumeshat the group communicatiorsys-
tem supportsvirtual synchrory semanticsasthey are de-
fined belov. The descriptionof the propertiesis largely
basedon the suney [29] and the descriptionof the Ex-
tendeadVirtual Synchrory semantic§16].

Note thatwe definethatsomeeventoccurredin view v
atprocesg if the mostrecentview installedby processp
waswv.

1. Selfinclusion
If procesy installsaview v thenp is amemberof v.

2. Local Monotonicity
If process installsaview v afterinstallinga view v’
thentheidentifierid of v is greaterthanthe identifier
id' of v'.

3. Sendingview Delivery
A messagés deliveredin theview thatit wassentin.

4. Delivery Integrity
If processp deliversa messagen in a view v, then
thereexistsaprocesg thatsentm in v causallybefore
p deliveredm.

5. No Duplication
A messagés not senttwice. A messagés not deliv-
eredtwice to thesameprocess.

6. SelfDelivery:
If processp sendsa messagen, then p deliversm
unlesst crashes.

7. Transitional Set
1) If two processep andq install the sameview, and
¢q is includedin p's transitionalsetfor this view then
p’s previousview wasidenticalto ¢'s previousview.
2) If two processep andq install the sameview, and
q is includedin p’stransitionalsetfor this view thenp
is includedin ¢'s transitionalsetfor this view.

8. Virtual Syntrony
Two processeshat move togethef throughtwo con-

8If procesy installsa view v with process; in its transitionalsetand
procesg; installsv aswell, thenp andq aresaidto move together

secutve views deliver the samesetof messages the
former.

9. CausalDelivery
If messagen causallyprecedesnessagen’, andboth
aresentin the sameview, thenary process; thatde-
liversm' deliversm beforem/’.

10. AgreedDelivery
1) Agreeddelivery maintainscausaldelivery guaran-
tees.
2) If agreedmessages: andm’ aredeliveredat pro-
cessp in this order andm andm' are deliveredby
procesgy, thenm' is deliveredby q afterit deliversm.
3) If agreednessages: andm' aredeliveredby pro-
cessp in view v in this order andm/’ is deliveredby
procesg in v beforeatransitionalsignal,thenq deliv-
ersm. If messages: andm' aredeliveredby process
p in view v in this order andm/' is deliveredby pro-
cesg in v afteratransitionalsignal,thenq deliversm
if r, thesendeiof m, belongsto ¢’'s transitionalset.

11. SafeDelivery
1) Safedelivery maintainsagreedielivery guarantees.
2) If processp deliversa safemessagen in view v
beforethe transitionalsignal,thenevery process; of
view v deliversm unlessit crashes.If procesgp de-
liversasafemessagen in view v afterthetransitional
signal,thenevery procesg; thatbelongsto p’s transi-
tional setdeliversm afterthetransitionalsignalunless
it crashes.

4 A Basic Robust Algorithm

This sectiondiscusseshe detailsof a basicrobust key
agreemenélgorithm. Throughouthe remainderof the pa-
per, we meanby the groupcommunicatiorsystem(GCS),
a group communicatiorsystemproviding the virtual syn-
chrory semantics. Our basic algorithm is basedon the
CliguesGDH IKA.2 protocol. Briefly, this protocolworks
asfollows (se€[7] for acompletedescription):

When an additive group view changehappenga join
or a memge) the currentgroup controller generates new
key token by refreshingits contrikution to the group key
and passeghe token to one of the new members. When
that new memberrecevesthis token, it addsits own con-
tribution and passeshe token to the next new membef.
Eventually the token reacheghe last nev member This
nev membeywho is slatedto becomethe new groupcon-
troller, broadcastghe token to the group without adding
its contribution. Uponreceving the broadcastoken, each
group member(old and new) factorsout its contribution

4The nav memberlist andits orderingis decidedby the underlying
group communicationsystem; Spreadin our case. The actualorderis
irrelevantto Cliques.



andunicastgheresult(calledafactorouttoken)to thenew

controller Thenew controllercollectsall thefactoroutto-

kens,addsits own contribution to eachof them, builds a
list of partialkeys andbroadcastshelist to the group. Ev-

ery membercanthenobtainthe groupkey by factoringin

its contribution. (This is actuallyperformedwith modular
exponentiation.)

When somememberdeave the group, the group con-
troller (who, atall times,is themostrecentgroupmember)
removestheir correspondingpartial keys from the list of
partialkeys, refresheachpartialkey in thelist andbroad-
castghelist to thegroup.Eachremainingmembercanthen
computethe sharedkey.

Thealgorithmdescribediboreis secureandcorrect.Se-
curity is preseredindependentlyf ary sequencef mem-
bershipevents,while correctnes$oldsonly aslong asno
additionalgroupview changetakesplacebeforethe proto-
col terminates.

To elaborateon this claim, considerwhat happendf a
subtractve (leave or partition)groupmembershipventoc-
curswhile the above protocolis in progressfor example,
while thegroupcontrolleris waiting for individual unicasts
from all groupmembers Sincethe Cliquesprotocolis un-
aware of the membershipgchange(which is "visible” only
to the group communicatiorsystem),the group controller
will notproceeduntil all factorouttokens(includingthose
from former members)are collected. Therefore,the sys-
temwill block. Similar scenariosarealsopossible e.g.,if
oneof thenew membersrashesvhile addingits contribu-
tion to agroupkey. In this case the tokenwill neverreach
thenew groupcontrollerandthe protocolwill, onceagain,
simply block.

If the nestedeventis additive (join or memge),the proto-
col operategorrectly In otherwords,it runsto completion
andthe nestedeventis handledserially (We note, how-
ever, thatthisis notoptimalsince,ideally, multiple additive
eventscanbe”chained’effectively reducingoroadcastand
factorouttokenimplosions.)

As the above examplesillustrate, the protocol doesnot
functioncorrectlyin thefaceof cascadegubtractve mem-
bershipevents. This behaior is notacceptabldor reliable
group communicatiorsystemsthat aim to provide a high
degreeof robustnesandfault-tolerance.

A naturalandcorrectsolutionto this problemis asfol-
lows: everytime agroupview changeoccurs thegroupde-
terministicallychoosesa member(say theoldest)andruns
the CliquesGDH protocolwith the chosermemberinitial-
izing it. Notethatthis approactcoststwice in computation
andO(n) morein thenumberof messagefor thecommon
casewith no cascadingmembershipevents. This will be
rectifiedin the secondorotocoldescribedn Section 5.

When the key-agreemenprotocolis integratedwith a
group communicationsystemand virtual synchrory se-
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model
mantics must be presered, extra care must be taken in
order to provide all its guaranteeso the application,in-
cluding delivery of the correctviews, transitional signal
and transitional sets. We will elaborateon theseissues
later Figure 1 presentghe architectureof a securegroup
communicationsystem. The systemusesthe following
types of messages:Cliques messagegfinal_tokenmsg,
partialtoken.msg, key_list_msg, factout msg), which are
specificto the key agreemenfprotocol (see[28]); mem-
bership notification messageg{memhmsg); transitional
signhal messagesgtranssignalmsg); applicationmessages
(datamsg);flushmechanisnmessageflush requesimsg,
flush.ok_msg).

To satisfy SendingMiew Delivery without discarding
messagefom live andconnectednembersa groupcom-
municationsystemmustblock the sendingof messagebe-
fore the new membershigs installed. In orderto imple-
mentSendingview Deliverythe groupcommunicatiorsys-
tem sendsa messagéflush requestmsg)to the client ask-
ing for permissionto install a nev membershibeforeac-
tually creatingthe membership.The applicationresponds
with an acknavledgemenimessagédflush.ok_msg) which
follows all the messagesentby the applicationin the old
view. After sendingheacknavledgemenmessagetheap-
plicationis notallowedto sendany messageantil the new
view is delivered.In Figurel, thekey-agreemenalgorithm
(KAA) interactswith boththe applicationand GCS.KAA
implementsthe blocking mechanisntransparently When
a flush.requestimsg messages receved from GCS, it is
deliveredto the userapplication.Whenthe applicationac-
knowledgemenimessagés recevedit is sentdownto GCS.

A processstartsexecutingthealgorithmby invoking the
join primitive of the key-agreemenmodule which trans-
latesinto a group communicationjoin call. In ary state
of the algorithma processcanvoluntarily leave by invok-



ing theleaveprimitive of the key-agreementodulewhich
translatest into agroupcommunicatiorieave call.

The specificatiorof the algorithmis definedin termsof
the following receized eventswhich areassociatedvith a
specificgroup:

e Partial Token: a partial token message (par

tial_tokenmsg) was received by the KAA from
the GCS.

e Final.Token: a final token messagéfinal_tokenmsg)
wasrecevedby theKAA from theGCS.

e FactOut: afactorout messagédfactoroutmsg)was
recevedby theKAA fromthe GCS.

e Key_List: akey list messagdkey_list_msg) was re-
ceivedby theKAA fromthe GCS.

e UserMessageadataapplicationmessagédatamsg)
wasreceved by the KAA from the application. The
usercansendmessagessingbroadcasbr unicastser
vices.

e DataMessageadataapplicationmessagédatamsg)
wasreceivedby the KAA from the GCS.

e TransitionalSignal: a transitional signal message
(transsignalmsg)wasrecevedby the KAA from the
GCs.

e Membership: a membershipmessaggmemhmsg)
wasrecevedby theKAA from theGCS.

e FlushRequest: a flush request message
(flushorequestimsg) was receved by the KAA
from the GCS.

e SecureFlushRequest: a flush request message
(flushorequestmsg) was recevved by the application
from the KAA.

e SecureFlushOk: a flush acknavledge message
(flush.ok_msg)wasreceiedby theKAA from theap-
plication.

Note that the same type of messagecan be asso-
ciated with different events, dependingon the source
of the message. For example, both FlushRequest
and SecureFlush Requestevents are associatedwith a
flushorequestmsg messagebut in the first casethe mes-
sages receivedby the KAA from theapplicationwhile in
the secondcasethe messagés received by the application
from the KAA.

Thealgorithmconsistof astatemachinehaving thefol-
lowing states

e SECURE(S): in this statethe securegroupis func-
tional, all of the membershave the group key
and can communicatesecurely; the possibleevents
are DataMessage UserMessage SecureFlush Ok,
FlushRequestand TransitionalSignal; gettinga Se-
cureFlush.Okwithoutreceving aFlushRequesisil-
legal; all othereventsarenot possible.

o WAIT _FORPARTIAL _.TOKEN (PT):in this statethe
processis waiting for a partialtokenmsg message;
the possibleeventsare Partial Token, Flush Request
and TransitionalSignal; UserMessage and Se-
cureFlush Ok areillegal; all othereventsarenotpos-
sible.

o WAIT _FORFINAL _TOKEN (FT): in this statethe
processis waiting for a final_tokennmsg message;
the possibleevents are Final. Token, FlushRequest
and TransitionalSignal; UserMessage and Se-
cureFlushOk areillegal; all othereventsarenot pos-
sible.

e COLLECT_FACT_OUTS (FO): in this statethe pro-
cessis waiting for N — 1 factoutmsg messages
(where N is the size of the group); the only possi-
ble eventsare Fact Out, FlushRequest,and Transi-
tional_Signal;UserMessagandSecureFlush Ok are
illegal; all othereventsarenotpossible.

e WAIT _FORKEY_LIST (KL): in this statethe pro-
cessis waiting for a key_list_msg messagethe pos-
sible eventsare Key_List, FlushRequestand Transi-
tional_Signal;UserMessagandSecureFlush Ok are
illegal; all othereventsarenotpossible.

¢ WAIT_FORCASCADING.MEMBERSHIP(CM): in
this state the processis waiting for are member
ship and transitional signal messagegmemhmsg
andtranssignalmsg); the possibleeventsare Mem-
bership, TransitionalSignal, Data Messaggpossible
only the first time the procesgyetsin this state),Par-
tial_Token, Final Token, Fact Out andKey _List (they
correspondo Cliguesmessage$rom a previous in-
stanceof the key agreemenprotocolwhencascaded
eventshappen);UserMessageand SecureFlush Ok
areillegal; all othereventsarenot possible.

For anillegal event, an error messagewill be returned
to theuser A processhandlesaneventby performingtwo
typesof actions.Thefirst type of actionis agroupcommu-
nicationoperatiorandcanbeeitheramessageelivery, ora
messagesendsuchasunicast,broadcastor sendflush.ok.
The secondtype of actionis a key agreemenspecificac-
tion. This translatesnto either computationor accesso
Cliquesstateinformation

As the statemachinein Figure 2 shows, the Cliques
GDH protocolremainsintact, i.e., all of its protocolmes-
sagesaresentanddeliveredin the sameorderasspecified
in [7]. Thereforethebasicrobustkey agreemenalgorithm
providesthe samesecurityguaranteeasthe CliquesGDH
protocol.

The completeproof that the algorithmpresentedibove
preseresvirtual synchroly semanticasdescribedn Sec-
tion 3.2 aswell asthe detailedpseudocodevere omitted
becauseof spaceconstraintsput they areincludedin the
extendedversionof this paper{30].
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5 An Optimized Robust Algorithm

In this sectionwe shov how the algorithmpresentedn
the previous sectioncan be optimized,suchthat the price
paid for handlingcommon,non-cascadeedventsis lower,
while preservinghe samesetof groupcommunicatiorse-
manticsandsecurityguarantees.

Thebasicalgorithmpresentedh Sectiond is robusteven
when cascadedyroup eventsoccur Every time a mem-
bershipnotificationis deliveredfrom the groupcommuni-
cation system,the algorithmignoresall the previous key
agreemeninformationandstartsthemergeprotocolchoos-
ing amembeifromthenew groupto initialize it. Therefore,
this algorithm pays more than necessaryor computinga
groupkey in aregularcase becausét doesnotdistinguish
betweena membershipthat finished without being inter-
ruptedanda cascadeanembership.

Thealgorithmdescribedabove canbe optimizedsothat
it distinguishesbetweenthesetwo cases. Every time the
groupview changesthe algorithmdetectshe causeof the
groupchangdjoin, leave, partition,mergeoracombination
of partitionandmerge) andinvokesthe CliquesGDH spe-
cific protocol. For example,in the casewherea leave oc-
curred theleave protocolis invoked. Computinganew key
in the casethata leave or partition occurred requiresonly
one broadcast.Thus, leave eventscan be handledimme-

diately with a lower communicatiorand computationcost
thanthebasicalgorithmrequired.

In the optimized key-agreementlgorithm the process
still startsexecutingthe statemachineby invoking the Join
primitive. Also, at ary moment,a processcanvoluntarily
leave the algorithmby invoking the Leaveprimitive.

The optimized algorithm utilizes the following two
statesin additionto thoseof the basicalgorithm:

o WAIT _FOR SELF_JOIN (SJ):thisistheinitial statein
whichaprocesghatjoinedagroupentershestatema-
chine;the procesds waiting for the membershipnes-
sagethat notifiesthe group aboutits joining. In case
anetwork eventhappendetweerthejoin requesand
themembershimotificationdelivery, the GCSwill re-
portthe causeof thegroupchangeasbeinga network
eventandthetransitionaketwill containonly thejoin-
ing member Theonly possibleaventis aMembership.
UserMessagandSecureFlush.Ok eventsareillegal.
All othereventsarenot possible.

¢ WAIT _FOR.MEMBERSHIP(M): in this statethepro-
cesdgswaitingfor amembershimotification. Thepos-
sible eventsare: TransitionalSignal, DataMessage
andMembership.Themembershimotificationcanbe
causedy voluntarily eventssuchasjoin or leave, or
network events. UserMessageand SecureFlush Ok
eventsareillegal. All othereventsarenot possible.
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Figure 3. Optimized algorithm

While a processstartsthe basicalgorithmin the CM
state,in the optimizedalgorithma processstartsthe algo-
rithm in stateSJ.Fromthe stablestate(S state)if thegroup
changedhe processnovesto the M stateinsteadof mov-
ing to the CM stateasin the basicalgorithm. From here,
dependingon the causeof the group changethe merge or
theleave CliguesGDH protocolsareinvoked. Also, acom-
bined network eventwhich includesboth joins andleaves
simultaneouslyanbehandledby amodifiedversionof the
CliquesGDH memeprotocol.If anothelgroupchangehap-
pensbeforeakey is computedtheprocesswill moveto the
CM stateandexecutethe basicalgorithm.

A diagramshawing the statemachineof the algorithm
is presentedn Figure3. The correspondingpseudo-code
alongwith the proofthatthe optimizedalgorithmpresented
above preseresvirtual synchroly semanticgdescribedn
Section3.2is omittedfor spacaeasondut canbefoundin
anextendedversionof this paper30].

5.1 Handling Bundled Events

Most group events are homogeneousn nature: leave
(partition) or join (memge) of oneor moremembers.How-
ever, a groupcommunicatiorsystemcandecideto bundle
several sucheventsif they occurin close proximity, i.e.,
within a very shorttime interval. The main incentve for
doing so is to reducecommunicationcostsand limit the

impactandoverheadntheapplication.

Cliques provides two separateprotocols that handle
leave and meme events. Eachof theseprotocolscantriv-
ially handle bundled events of the sametype, i.e., the
Cliquesmeigeprotocolcanaccommodatany combination
of bundledmemesandthe Cliquesleave protocol cando
the samefor any combinationof leavesand partitions. A
more interestingscenariooccurswhen a single member
shipeventbundlesmemes/joinswith leaves/partitionsOne
obvious way to handlethis type of eventis to first invoke
Cliquesleave to processall leaves/partitionsand thenin-
voke Cliquesmemeto procesgoins/meges.However, this
is inefficient sincethe groupwould essentiallyperformtwo
separatekey agreemenprotocolswhereonly oneis truly
needed.We cantake advantageof the fact that both pro-
tocolsin Cliquesareinitiated by the groupcontroller Af-
ter processingll leaves/partitionsthegroupcontrollercan
suppresdhe usualbroadcasbf new partial keys and, in-
stead forwardthe resultingsetto thefirst memging/joining
membertherebyinitiating a memge protocol. This savesan
extraroundof broadcasandatleastonecryptographicop-
erationfor eachmember

6 Conclusions

This work provides two robust key agreementalgo-
rithms. We prove that by integrating them with a group



communicatiorsystemssupportingVirtual Synchrory, the
groupcommunicatioimembershi@ndorderingguarantees
arepresered.

We intend to explore and experimentwith robustness
andrecovery techniquedor a spectrumof othergroupkey
managemennechanismssuchasthecentralizechpproach
andthe BurmesterDesmediprotocol.

Finally, several necessarnservicesfor a securegroup
communicationcould lead to interesting future work.
They include servicessuchasgroup membercertification,
intra-groupauthenticationprivatecommunicatiorwithin a
group and private communicationbetweenmembersand
non-membersf thegroup.
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