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Abstract—Electrostatic Field-based Routing (EFR) is a form of by actively seeking to separate any merged paths whenever
geographical multi-path routing where packets are routed dong network conditions allow.
a collection of_ electrogtatlc field Ilnes,_deflned by electBIan_c MP-FPR assumes that nodes in the network always operate
charges associated with source and sink nodes. EFR prowdesCorreCtI assumption no lonaer valid when MP-FPR is de-
an efficient and scalable solution to the workload balancing y P . g o
problem. However, it assumes that nodes behave in a cooperat ~ Ployed in an a(_jversarlal environment. As many appllcatlons
manner making EFR-based routing protocols vulnerable to for WSNs require deployment in an adversarial environment,
various attacks. _ ~ it is critical to provide mechanisms to ensure that MP-
e mestgate the secuy aspects of EFFbaced [0u0 FpR operates correctly and securely
Field Persistent Routing (MP-FPR), for which we identify atacks In thls_ amc!e we analyze the security of the MP-FPR proto-
that can target different components of the protocol, and popose €Ol and identify the_ mairdata- and controlHevel components
a set of corresponding defense mechanisms. We present ex¢ere  that can be exploited by an attacker. We study disruptions

to users’ data streams and the system-wide performance

experimental evaluations of the impact of the different atacks
and the effectiveness of the proposed defense mechanisms.  and resource-utilization, such as the disruptionmafkload-
balancing Our main contributions are:

. INTRODUCTION
Wireless Sensor Networks (WSNs) [1] have emerged ase We identify a set of attacks in MP-FPR and assess their

a promising paradigm for many application domains that impact on the entire system. We first identify a set
require combined capabilities of sensing, processing, and of control-level attacks: path deflection path diversity

communication in different physical environments. In ai¢gb
WSN application, a user-initiated query is disseminatethé&

appropriatesourcenodes where the data of interest is locally

collected. The resulting point-to-point data-stream isyred
back to a remotsink node which, in turn, interfaces with the

deflation family path intersectionwild-path and field-

line hopping all of which are specific to electrostatic-field
based routing. These attacks are carried through control
messages, and can lead to quality of service degradation
by disrupting the workload-balancing operation. We next

user. Many routing protocols for WSN are designed under the
location-aware assumption and rely on teographybased vice (DoS), data pollution anddata stream invalidation
(greedy) routing principle, according to which packets are which directly target users’ data streams.

forwarded to nodes that are physically closer to a given des- We evaluate the resilience of MP-FPR to adversarial

identify a set ofdata-levelattacks:data denial of ser-

tination [2]. A type of geographic routing is trajectory leds
forwarding (TBF) [3], in which packets are routed towards th
destinations along pre-defined "virtual” trajectories.
Electrostatic _keld-based Ruting (EFR) [4] is a multi-path
routing protocol that reduces the complexity of deterngnin
and managing the collection of underlying trajectories dyy-r
resenting them as electrostatic field lines, rather thaying!

scenarios and observe the epidemic character of several
attacks that can yield significant performance degradation
with minimal staging efforts. For examplesagleattack
consisting of inserting eight forged charges in the system
via a sink node can nearly double the standard deviation
of the residual energy levels — a representative metric for
describing the workload balancing performance.

on geometric models. The field lines originate at source s,ode « We propose two classes of defense mechanisms that target
where the data is produced, and lead towards a designated sin basic attacker operations. We identify TESLA [6] as a
node, where the data is being consumed. The main advantage viable solution for integrity and authentication of the

of EFR is that it createinplicitly spatiallydisjoint trajectories MP-FPR messages, and propose a set of mechanisms to
which in turn allows to achieve workload balancing in dense provide resilience against selective forwarding of vasiou
and uniformly distributed networks. In networks where s protocol messages, denoted as k-EF, k-RPEF and PDMS.
sumption does not hold, path-merging can occur reducing the The first two mechanisms, k-EF and k-RPEF, rely on
workload balancing capabilities. Multi-Pole Field Petesig multi-path in the electrostatic context, while the third
Routing (MP-FPR) protocol [5] extends EFR’s applicability = one, PDMS, is a complementary monitoring scheme to
to less-dense and often non-uniform network distributions provide closed-loop control over path diversity. We report



the quantitative observations regarding the effectivenel®) location and charge information of the sink, and (3) its
of the proposed approaches based on an extensive sebwh location. Oncesn; receives a packet, it piggy-backs the
experimental evaluations. information about the field line that the packetigpposedo

Outline. The rest of the article is organized as followsPe forwarded along, i.e>;. A particular relay node will select,
In Section Il we overview the main aspects of the MPas its subsequent relay node, one of its 1-hop neighbordwhic
FPR multipath routing protocols. The details of the adveasa €Xhibits the smallest field line deviatidp; — ¢;|, wherep;
model are presented in Section Ill. Resilience mechanisfigPresents the actual field line a downstream retayactually
against attacks carried through selective message foingardresides on, and it is furthest away towards the sink (cf..[5])
are presented in Section IV. The results of our experimenffP forwarding: This is a greedy geographic routing similar
investigation are shown in Section V. We overview the relatd0 BVR [7], where packets are sent via a geographically
work in Section VI and conclude the article in Section VII. shortest path towards a known physical destination. In
MP-FPR nodes determine their own position via a lightweight
Il. MULTI-POLE FIELD PERSISTENTROUTING localization service external to the routing protocol (§8p
Below we present a detailed description of the MP-FPR prtor a survey), as well as the position of their 1-hop neigkbor
tocol. We assume that a network consists of a Sht= through a periodic location information exchange.
{sn1, sna, ..., sny} of n wireless sensor nodes, each capable
of acting both as aelay and asourceof sensed data. MP-FPR protocol consists of the following components:
, ) , query dissemination and charge allocatjomute establish-
A. Overview and Forwarding Mechanisms ment anddata forwarding We overview each component and
MP-FPR is based of on the EFR routing protocol. EFBummarize the messages used by the protocol in Table I.
routes along trajectories representedalictrostatic field lines ) o )
originating at source nodes, which are assigned a “positide Query Dissemination and Charge Allocation
charge”, and ending at sink nodes which are assigned arhis component has several goals. First is to forward the
"negative charge”. In order to route a packet to the sink, wser query towards the source node. This is achieved through
relay-node needs to know its own location, as well as tlee QUERY message, which is sent by the sink via SGP
location and the electrostatic charge information of there® forwarding towardsl,,.. — the location within the area where
and sink nodes. Permanent path deviations may occur whedaga relevant to the query should be collected from. A sensor
given relay node cannot find subsequent relay node(s) teat aode which is closest th,.. will assume the role of the source
along or in the vicinity of a particular electrostatic fieldd. for the given QUERY message and initiate its processing- Sec
Thus, adjacent paths may intersect and/or merge, resuiftingond goal is to disseminate electrostatic charges infoomati
overloading a subset of the downstream relay nodes. which consists of a set of (location, magnitude and exmngti
MP-FPR recreates spatially disjoint routes via splittingqnformation associated with each routing end-point, iceirse
previously merged routes (see Figures 1(b) and 1(c)). ©nlibr sink node, in the network. For example, if there ane
EFR where packets are routed only along field lines thaburce nodes relaying data-streams to a common sink, the
the current relay node resides on, in MP-FPR packets &@&ERY message contains a €&t = {eq,} U {eili € 1,m}
routed mainly along the original field line from which a patkeof electrostatic charges. Third goal is to limit the number
may have been diverted. Theriginal field line is piggy- of alternative paths to be built in order to correspondingly
backed on data-packets. MP-FPR forwards messages ud$iognd the duration of the route establishment via a nunlerica
two mechanisms: Electrostatic Field (EF) forwarding whicparameterN, = |Sy| embedded in the body of the QUERY
relies on electrostatic fields and Shortest Geographicdl Panessage. We refer to this limit as tpath diversity quota
(SGP) which is a greedy based geographical routing. Whenever a new data source is added to the existing set
EF forwarding : This routing is based on a discrete subset aff source-nodes, a new corresponding charge is added to the
field lines between a givefsource, sink)pair. We refer to this virtual electrostatic field. The charge information is ufedh
set Sy as a family of paths and show an example in Figur@ each of the source nodes via an UPDATE message. Upon
1(a). Each field line irb; is uniquely identified by the value of receiving an UPDATE, the route establishing process is re-
the anglep;, determined by théangentto a given/chosen field initiated by the source nodes in order to establish new famil
line at the source, and the line segment between the soudce afhroutes that are consistent with the new charge distabuti
the sink . Assuming a uniform selection of the tangentiajtan ) )
from [0, 27], a particular field linep; can be chosen from a € Route Establishment and Data Forwarding
family Sy = {kfv—’: | k = 1,N,}, where N, is the desired Initiated upon receiving a QUERY or an UPDATE
cardinality of the family of routessy. Each route built along at a source,route establishmenis a two-phase request-
a field liney; is uniquely identified by a route index, denotedicknowledgment process. During tlegjuest phasehe source
r;. For simplicity, we assume; = ;. transmits a set of RREQ messages aldigginct electrostatic
Every nodesn; in the network can determine the tangerfield lines towards the sink. A RREQ message carries a list of
angley; € Sy of the field line that itactuallybelongs to based network’s current charge§, as well as the field line index
on the (1) location and charge information of the source(ggquivalently route indexjy; € Sy of the field line a specific
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Fig. 1. MP-FPR mechanism. (a) Family of multiple field linestieeen a source and a sink: selection of an arbitrary apgéend associated incidental
reference field line that is followed by the correspondindeixed route; (b) Path merging: node; is unable to reach nodens and redirects the route to
node sng, which is already servicing another routg associated to field lineoy (c) Un-merging previously merged paths: node; redirects the route;
(that went throughsni) to sns to resume routing along;

TABLE |
MP-FPR MESSAGES
[ Type [ Flow [ Functionality [ Protocol Phase [ Forwarding [ Fields of Interest |

QUERY Sink — Sources | Query Specification Wrappef Query Dissemination and Charge Allocatign ~ SGP Lsre, Ce, Ny
UPDATE | Sink — Sources| Charge Information Update | Query Dissemination and Charge Allocatign ~ SGP Lsye, Ce

RREQ Sources— Sink | Route Request (Probe) Route Establishment EF Lsye, Cey Tiy tsent
ACK Sink — Sources | Route Acknowledgment Route Establishment SGP Lgye, 7;

DATA Sources— Sink | User Data-Payload Wrapper| Data Forwarding EF ri, Data

RREQ is to be sent along. To amortize the transmission cdst Adversarial Model
of the charges, this information is sent only once along RREQ
messages, and cached locally by the relay nodes along a roy

subsequent DATA messages will not carry them. The sour; routing protocol, whereas malicious nodes acting atone

will also incorporate its actual Ipcatlon _mfo_rmaudnsrc N iy collusion can drop, delay, modify or replay packets.
the RREQ message such that sinks maintain a more accurat\(;V

_ . . e assume the forwarding mechanisms used by MP-FPR,
representation of the actual sources. A timestamp; is E

We assume that the only trusted nodes in the network are
& sink and the source. Honest nodes participate corriectly

. . L . F and SGP, are not secure. However, since previous work
included in the RREQ message to assist in determining t e mined the security of SGP [9], we focus mainly on the

quality (e.g. Iatgn_cy) of a specific route. __security of EF. Both EF and SGP rely on a localization setvice
If, upon receiving a RREQ message, the route exhibitgge assume security mechanisms [10], [11] are in place to
an admissible latency, the route is acknowledged via an AGH{qtect the localization service. Similarly, we assumé tha

message to the specific source. The route ind®f that route  ime synchronization mechanism is also secure [12], [13].
is included in the ACK message. Note that ACK messages are

sent back via the SGP mechanism towards the actual locat@n attack Classification

of the sourceL,., and not via EF mechanism the RREQ

message was sent. Every acknowledged route is added to We classify the attacks atata-levelandcontrol-levelbased
source-maintained set of acknowledged roussst C S, on their target, the user-data or the network operation, re-

i.e., a pool of routes that are available for data forwardin speqively. An attacker can drop, delay, or modify any of
Data forwardina: The DATA messaqes pertaining to a dat the five type of messages the MP-FPR protocol relies on:
warding: ges pertaining UERY, UPDATE, RREQ, ACK, and DATA. We do not

stream as a result of query processing are forwarded backto _. .
. . ; R consider replay-attacks as they can be easily addressed by
the sink node via the EF mechanism, by using individual mute _. : . :
% using packet sequencing or timestamps. Table Il summarizes

r; from the set of acknowledged rout€$c .

the main attacks that MP-FPR protocol is susceptible to.

1. TAXONOMY OF ATTACKS C. Query Dissemination and Charge Allocation Attacks

Attacks during the query dissemination and charge alloca-

In this section we identify a representative set of attacki®n protocol phase can be mounted by targeting the QUERY
that can be carried against the MP-FPR protocol and expleitd UPDATE messages (see Table I). We identify the follow-
vulnerabilities introduced by the use of electrostatiaffiies ing attacksdata DoS data stream invalidationpath diversity
and by the field persistency mechanism. MP-FPR has two malieflation path deflectionandfamily path intersection
system goals that can be compromised by attacks: (1) irereasData DoS This attack can be easily mounted by maliciously
network lifetime by promoting delivery of the data streanain dropping QUERY messages and disrupting the delivery of
workload balanced manner and (2) ensure soft QoS guarantesers’ data-flow. The absence of the entire data-stream can
such as bounded end-to-end data stream delivery latenciede easily detected and thus the underlying attack unveiled.



TABLE Il
ATTACK TAXONOMY

Category | Attack Drop Delay Modify Primary Impact
Path Deflection - - QUERY(C.), UPDATE(C.) Workload balancing
Control | Path Diversity Deflation RREQ, ACK RREQ | QUERY (N,), ACK(r;, Lsre), RREQE:, Lare, tsent) | =" —
Level Family Path Intersection UPDATE UPDATE QUERY(C.), UPDATE(L ¢, C¢) -7 =
wild Path - - RREQC.) - =
Field-Line Hopping - - RREQ(;), DATA(7;) - =
Data Data DoS QUERY, DATA, ACK DATA DATA(r;), ACK(r;) Data delivery reliability
Level Data Pollution - - DATA(payload) Data integrity
Data Stream Invalidation| - - QUERY (L) Data validity

Data Stream Invalidation. An attacker can alter the param-2(c) illustrates a family path intersection attack.
eters of a user-submitted query, such as the. parameter . ,
in the body of the QUERY message. As a result, the usBr Atfacks during Route Establishment
will receive an invalid data-stream. This is a stealthyctta The attacks that can be carried during this phase are
as opposed to thdata DoSattack, the user does receive amualified ascontrol-leve| as they target RREQ and ACK
uninterrupted data-stream; however, the user may not beeaweontrol messages respectively. We analyze attacker gieate
that it is not the data that he requested. and identify, in addition to the previously describeéata DoS
Path Diversity Deflation. This attack targets the load-andpath diversity deflatiomttacks, new attacksvild pathand
balancing by reducing the number of alternate paths that theld line hopping
protocol can use. This number is bounded by a param®ter,  Path Diversity Deflation. Dropping either RREQ or ACK
included in the QUERY message. Decreasiigreduces path messages may result in an overall reduction of the route
diversity. If V,. is maliciously set td, MP-FPR will effectively content within a family of routes. Since paths are desiged t
degrade taingle path routingPath diversity deflatiomay not spread through a larger network-area for workload balancin
have an immediate, noticeable impact to the user, howeser,jurposes, an attacker can target an arbitrary node, without
damaging effect is visible through a significant reductidn griori insider information. Additionally, delaying RREQes-
network’s lifetime. sages or altering the embedded source-transmission #impst
Path Deflection The outcome of this attack consists of..,: may increase the latency beyond a user-defined tolerance.
a geographical shift of the existing families of routes, d€hanging the source location informati@n,. in the RREQ
constraining the field-region in which routes can be builtisT or ACK messages will cause ACK messages to be delivered
attack can be conducted by modifying charge information i a node different than the source. Lastly, altering rontkex
either the QUERY or UPDATE messages. For example, amformationr; in the RREQ or ACK messages can also lead
attacker can modify the magnitude of a particular charg®, the same outcome. For example, in either case, the (cor-
or introduce new "fake” charges in the system. Altering theesponding) acknowledgment will acknowledge an arbitrary
magnitude of a charge will affect the load-balancing amorrgute, which may have been already acknowledged, while
distinct families of routes. In extreme cases, it is posstol the intended route will be dropped from usage. Figure 2(e)
narrow the admissible relay field so much that most of th@esents an example ofpamth diversity deflatiomttack where
paths will merge, leading to a single-path routing behaviaioutery’s acknowledgment is never received by the originating
which is the equivalent of @ath diversity deflatiorattack. source node. All of these conditions can ultimately lead to
Adding one fake charge may result in a geographical shift diminished energy consumption balancing performance.
the existing families of routes, possible leading to inseh  Data DoS This attack can be mounted by targeting ACK
routes’ lengths, with a consequent increase of the end-toessages. During theute acknowledgmerhase, compro-
end delivery latencies. Figure 2(b) presents a family-pathising ACK messages vs. RREQ messages can lead to differ-
geographical shift as a result of one fake charge. ent effects, because distinct forwarding mechanisms leand|
Family Path Intersection. This attack targets the disjoint-the two types of messages: ACKs are sent via a single-
ness of the routing paths from the same family, as well asth (SGP), whereas RREQ via EF. Therefore, if a single
paths from distinct families. The attack can be mounted mpode along the SGP path is compromisatl ACK messages
either dropping UPDATE messages or by modifying fhe. can be compromised or dropped. Since path diversity can
parameter in the UPDATE message. Some of the conditions effectively reduced to zero, the user’s data-stream beill
that lead to a path deflection may also create intersectioompletely blocked. Alternatively, a malicious node maml
between routes pertaining to different families if chang®i- the route index-; in the ACK message. In this case, an arbi-
mation becomes inconsistent among families. Paths pertpintrary route will receive an acknowledgment, possibly ored th
to the same family of routes will continue to maintain thevas not probed or one that may not satisfy user delivergbilit
non-intersection property among themselves, howevemdis requirements, such as end-to-end delivery latency.
families of routes will cross each-others geographicalioisu ~ Wild Path. This attack makes a route from a family
Such intersections create resource utilization hot-spatis of routes to break the disjointness property of electrastat
direct consequences on the overall network’s lifetimeuFég field lines and start intersecting other routes. There a@ tw
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Fig. 2. Examples of attacks against the MP-FPR protocol

important differences from thiamily path intersectiorttack: relay node overload, resulting in degraded energy consompt
(1) a wild path attack targets a single route, rather thdralancing and reduction of lifetime expectancy.
an entire family of routes, and (2) the compromised route
intersects not only other routes within the same family, but
also routes pertaining to other families. This attack igiedr =~ DATA messages carry the information-load resulting from
via altering charge information within a relay node along Brocessing a user-submitted query. Since DATA messages
particular route. Recall that charge information trangedivia follow probed and acknowledged paths, they are susceptible
RREQ messages are cached by the relay nodes for subseqifefite same attacks as those against RREQ messages.
use. Consequently, the attack can be carried by altering théata DoS This attack blocks a user data-stream. It can be
RREQ messages before their contents are cached. The eri@inted by selectively dropping DATA messages along a path,
path downstream of the compromised node will exhibit are. if one of the relay nodes along the path is compromised.
abrupt deviation from the designated field line. Figure 2(&jgure 2(f) illustrates this scenario, in which two diffate
illustrates an instance of wild path attack. compromised nodes along different routes drop all incoming
DATA messages, effectively nullifying those paths. In some
Field Line Hopping. Consider a route indexed Iy, which instances, altering the route index informatigrin the DATA
is built along a reference field line;. If the route index messages, which can redirect the message along non-probed
from in the RREQ message is altered, the original route wdind possibly long paths, or simply delaying these messages,
suddenly change its reference field line and "hop” to a défféer may similarly lead to adata DoSattack. In both cases, it is
one within the same family. The immediate consequencelilkely that the message will be discarded at the sink node if
path intersection or merging. This situation is differenoini a not received within certain admissible delay tolerances.
wild path situation, because field lines do not change; ratherField Line Hopping. Analogous to attacks carried through
the actual route changes field lines. Figure 2(d) shows BRREQ messages, DATA messages can be maliciously "re-
example offield line hoppingattack. Field line hopping createsrouted” along different routes than the originally preked

Data Forwarding



ones, resulting in path merging and overloading of some of Sink-to-source, reverse-traffic, comprises QUERY, UPDATE
the downstream relay nodes. The net effect consists of gneagnd ACK messages. The challenge here is that these messages
consumption balancing disruption and a reduction of neitisor rely on SGP forwarding mechanism and no routes are readily
lifetime. This attack can be achieved by modifying the routvailable as in the EF mechanism. There are two possible
index r; embedded in the DATA message. solutions that can be considered to provikleesilience to

Data Pollution. The attacker may directly alter the userreverse-path selective forwarding in MP-FPR: (1) replageim
payload within the DATA message itself. This attack can bef the standard SGP mechanism with a k-shortest path routing
severe, since the user may not be able to distinguish valal dfL8] (which we refer to as k-SGP), and (2) adapt MP-
from faux, and it may require advanced data analysis to tet€é®R protocol to rely directly on the field-based forwarding

anomalies in the data-stream. provided by EF to forward copies along multipte-the-fly
built routes, which we will refer to as k-RPEF éRerse_Rth
IV. DEFENSEAGAINST ATTACKS Electrostatic_erwarding). We adopt the secondary approach,

There are two main fundamental causes of the identifie'fg' K-RPEF, for the following three reasons: (1) it is rifal

o . . easy to implement since it relies on the same forwardin
attacks:.(l) the lack of messagathenﬂcaﬂonanq|ntegr|ty meghanismpas in EF, (2) it simplifies the network-protocolg
e s oo e s, S by removng e SGP componert slogener snd (3

. : . 9 oppIng. . its redundant paths inherit the non-braiding property dtifie
and integrity can be provided with existent cryptographm%ased routing, which cannot be guaranteed with k-SGP
approaches such as symmetric key-bad&tAC[14], public- ' )

L . . . RREQ messages, however, cannot benefit from a redun-
key baseddigital signatures[15], [16], or a hybrid solution daancy mechanism, since RREQ messages are bound to the

like TESLA[6]. We conducted a performance and overhear ute they probe and implicitly construct, i.e. copies offRR
analysis and concluded that TESLA is feasible across broada yp phcttly - €. cop

real sensor platforms, efficient and computationally &bl messages cannot be sent on different routes. For RREQ

. .messages, we propose a reactive mechanism, namely the
For Ia_ck_ of space we cogld not include the results, a deta”E’%eth Diversity Monitoring Scheme (PDMS). This monitoring
description is presented in [17].

. scheme reactively attempts to compensate for any defieignci

Below we present three new defenses against selective . . P - :
T . 4 .. —~in"path diversity by persisting in building more routes unti

data dropping: k-EF, k-RPEF, and Path Diversity Monltorln%e user defined path diversity quota is met

Scheme (PDMS). These solutions are also applicable to-selec y '

tive delaying k-EF provides resilience against delaying DATAB. k-EF Defense Mechanism

messages, k-RPEF addr_esses the delays of QUERY, AC?K ancf’he k-EF mechanism provides replication of DATA mes-
UPDATE messages, while PDMS addresses the Olelaylngs%lfges using the set of active routes resulting from the route

RREQ messages. establishment phase. The degree of replication is given by
the value ofk < N,, where N, represents the maximum
number of routes that can be established. We use a random
MP-FPR uses five type of messages sent via two forwardigglection scheme to seleét paths from the total ofN,
mechanisms, EF and SGP. Consequences of attacks carpieskible. We remind that th¥, routes are uniquely identified
through selective forwarding of the MP-FPR protocol mesda a route indexr; € ¢y, = {1]2\[—’:,2]2\[—’:.,.N”2V—’: , i.e.
sages are presented in Table II. equally distributed across the € (0...27] domain, hence
We propose a proactive defense mechanism that uses replia k-redundant scheme, the indexes of theoutes should
cation of outgoing messages in order to improve resilience be randomly picked from the . set without replacement.
adversarial activities. The solution aims at providingued .
dancy in the forwarding mechanism. Instead of one messa§e, K-RPEF Defense Mechanism
a number ofk-copies of a certain message may be sent alongk-RPEF provides redundant forwarding of QUERY, UP-
k-distinct routes, significantly reducing the probabiliat an  DATE and ACK messages towards the source nodes. Forward-
attacker will successfully manage to drop &llsuch copies. ing is still based on electrostatic field lines, but traveirse
We refer to the parametéras thedegree of replicationThis opposite direction of the field vectors, towards the source.
approach is appealing because the required underlyingstippln order to enable reverse electrostatic field lines traters
i.e. multi-path routing, is readily available in MP-FPR ahds we reverse the algebraic sign of the charge’s magnitudes
requires minimal changes. corresponding to the sink and specific source charges for
Both source-to-sink and sink-to-source traffic must be auggverse path forwarding only. For example, if a sink and a
mented with resilient forwarding mechanisms. The soueee-tsource have charges @j,,.. = —1 - 10~ coulombs and
sink traffic consists of DATA messages, for which resilienf),,, = +1 - 10~ coulombs respectively, k-RPEF’s field
forwarding can be easily provided: these messages can be siees will be built on the set of charge8,,. = +1- 10719
along subsets of already constructed routes. We refer $o thoulombs andy,,, = —1-10~'° coulombs instead. We note
mechanism ak-EF. Note that these subsets of routes continueere that only the source’s charge towards which we intend of
to be used in alternation for workload balancing purposes. forwarding the message gets the magnitude reversed, véherea

A. Our Approach



other source nodes remain unchanged — this is requiredguota is not being met at a certain phasee. |A4;| < |N,|, a
order to prevent messages from reaching other source noslessequent phage+ 1 is initiated. In each subsequent phase
by hopping on their field lines. Also, the algebraic magnétsd j > 1, a new distinct sequencs is being generated such that
sign reversal is performed in isolation from other sourcegS;| = N, (the generation method will be addressed shortly).
i.e. such information is not broadcasted and it is only uséds opposed to the very first phase however, not all routes
locally. Charge magnitude reversal forces the field lindaesc in .S; need to be probed, and the probing process can be
to point towards the source node rather than the sink, ggidimterrupted at any time if the path diversity quota is beingt.m
the associated routes accordingly, without further madiiicn To prevent wasteful energy resources under severe adiarsar
of the forwarding algorithm. conditions, we limit the number of phases that can be exdcute
) ) o to a predefined valu& > 2.
D. Path Diversity Monitoring Scheme (PDMS) The base routing sequence at phase 1 is generated as
Dropping of RREQ messages critically affects path divgrsia counter-clockwise rotation of the base sequence of angula
and, consequently, the energy balancing. Although the EfRPindexed routes from previous phase, i.e. all route indesas f
mechanism addresses the path diversity deflation problearrent phase are obtained by incrementing the route isdexe
from the perspective of attacks against ACK messages,oftthe previous phase by a fixed amountConsidering the
cannot be used for attacks against RREQ messages, becawsgmum number of admissible probing phades in the
RREQ messages are uniquely associated to the routes teyst case scenario, the union of all base routing sequences
are forwarded through, hence replicas of a RREQ messageU;jlK S; = (rilr; = K2—7]TVTZ’Z € 1,N,), hence a total of
cannot follow a different route. The idea in PDMS is tav, = K - N, distinct and evenly distributed routes may be
enable the source node to persist in probing for new route®bed by PDMS.
until the user-specifiegpath diversity quotai.e. number of  |n order for the PDMS to ensure even distribution of the
distinct routesV, the user demands, is being met. PDMS religgsulting routes, the base routing sequence generatiohanec
on the observation that distinct routes will map to distingiism is necessary, but not sufficient. Namely, since sulesgqu
sets of nodes, hence bypassing of compromised nodes candife construction phases can be terminated immediateiypwh
achieved in subsequent attempts. path diversity quota is being met, priority must be given
PDMS cannot be used as a standalone solution for paghroutes situated in the vicinity of a failed route, whose
diversity deflation attacks carried out via ACK messages, femissions has created a "gap”. The intuition is as follows:
the following reason. Recall that, in the absence of k-RPEforiginally the base routes led to evenly distributed esut
mechanism, ACK messages are sent via SGP forwarding@ih the exception of one route, it is desirable to build a
therefore compromising the single reverse path will blodieplacement route as close as possible to the originahggili
the acknowledgment phase completely. In this case, regastre, such that the deviation from the targeted distribution
less of the number of attempted routes to be built, routefinimized. This motivates the phased generation of the base
will never get acknowledged. PDMS, however, can providgaquence of routes, whefierepresents the deviation added to
compensatonpenefits if the k-RPEF resilient mechanism ishe routes from original location.
already employed for ACK messages, and our experimentalrhe advantage of the proposed PDMS scheme versus a
results will demonstrate this benefit. purely random one, in which route indexes are randomly,
MP-FPR tries to evenly distribute the workload by buildingyith uniform distribution, generated, is twofold: (1) PDMS
evenly distributed routes in the physical field. We seek {@aintains full control of the probed routes by primarily
either maintain this property or gracefully degrade it undgargeting areas with lower densities of routes (i.émmediate
adversarial conditions. Thus, tisequencef routes that will yicinity of failed routes) to improve route distributionne
be probed must take into consideration the existing disiob  (2) it avoids route merging effects caused by new routes that
of routes and attempt to fill any existing "gaps”. Recalipay be randomly chosen "too close” to existing ones by
that MP-FPR adOptS aﬂngular modeffor rOUte-indeXing cf. guaranteeing a minimum path_spacing thro@gh
Section II-A. Consequently, we rely on the assumption thatThe prioritization mechanism that is applied to the base
the distribution of the routes indexes is representativetie quting sequence of phase S, is summarized as follows.
distribution of the actual routes. _ The key idea is to determine the angular-gap size between
We propose the PDMS mechanism as a multi-phase procegsy two adjacent route indexes from the ordered set of active
The first construction phase performs the same functions asdytes A, and store these gaps' information in an ordered set
the original MP-FPR protocol, namely sequences; of V. . in descending order of the gap-size. Given a base routing
evenly distributed route indexes are generated and efati sequence;, we reorder the sequence such thatithelement
probed,S1 = (ri|ri = {Fi,i € 1, N,). If the path diversity in S is situated within the bounds of thé" gap inG;.
guota is not met during the first phase, subsequent conistnuct
phases are invoked. The followings apply to every phasel.
We refer toS; as thebase routing sequence of phagel et
A; be theset of active routes that have been successfully In this section we evaluate the effectiveness of the prapose
acknowledged up to phage If and only if the path diversity defense mechanisms and demonstrate their viability.

V. EXPERIMENTAL EVALUATION



A. Simulation Settings and Metrics B. Evaluation of TESLA for Integrity and Authentication

We use SIDnet-SWANS [19], [20] which is an open-source To demonstrate the effectiveness of TESLA for integrity
large scale sensor network simulator. SIDnet-SWANS ist buiind authentication, we mounted a path deflection attack via
on the scalable architecture of JIST-SWANS [21], which ialtering of electrostatic charge information in networla vi
turn is based on a high-performance JiST engine. It carriesher QUERY or UPDATE messages. Path deflection is the
adapted version of ns-2’'s MAC802.15.4 protocol and sammgost representative attack to be considered because @) it i
signal propagation models. an attack that targets unique characteristics of MP-FPR, (2

Network Configuration. The simulated environment con-it requires very little resources to mount and (3) it can diel
sists of a set of 750 homogeneous nodes having the followingst damaging effects over the energy consumption patterns
configuration: (1)20 kbps transmission/reception rate, (2) Energy balancing and data delivery rate performance
MACB802.15.4 protocol, (3) 5 seconds idle-to-sleep intervavaluation. The path deflection attack is constructed as fol-
(i.e., nodes that are not actively involved in routing eriéow lows: forged-charges are generated and randomly placed in
energy consumption state after 5 seconds of continuousyidli various areas of the network through the UPDATE messages.
in order to preserve battery power), and (4) power consumptiVarious levels of attack efforts are considered, by varying
characteristics based on Mica2 Motes specifications [2@]. iumber of forged charges between 4 and 24, the upper bound
reduce the simulation time while preserving the validity ofalue being enough to create major loss of connectivity é th
the observations, nodes were configured to use a small yatiegtwork, as the experiments will show.
with an initial capacity of 35 mAh, for a projected lifespah o Figure 3(a) shows the impact of inserting invalid charge
several tens of hours under moderate load. information in the network: disruption of the energy baliagc

Application Settings. The tested scenario consists of fouMP-FPR is very sensitive to this type of attack: even few
distinct, long-term, continuous, point-to-point querie®ted number of forged charges, for example 4 such charges, are
at a common sink node. The sink is centrally located withienough to drastically affect the evenness of the energy con-
the network. The four corresponding source nodes are eveslymption, as the standard deviation of residual energyvese
distributed around the sink node. Each experiment capturgsarly doubles. The reason behind is the severe path deflecti
8 hours of simulated time. Data transmission interval of thend agglomeration of routes in narrow physical areas, as a
point-to-point queries to the designated sink is 4 secondesult of the repulsive effect of multiple forged charges .
Attackers are randomly and uniformly selected, rangingnfroin these conditions, most, if not all, of the alternate paths
5% to 30% of the total sensors in the network. within a family merge and converge towards a single path

Metrics. We monitor thesuccessful query disseminatiortype of routing in the relay area. MP-FPR effectivelly detgs
rate, expressed as the ratio between the number of queriewards a single-path routing behavior.
received at the corresponding source nodes for processingvhen a larger body of forged charges are considered, i.e.
and the total number of queries submitted through the sinkore than 8 such charges, there exists an apparent improve-
node. We monitor the average residual energy leveélin ment of the energy-balance, as it can be observed in Figure
the entire network, normalized relative to the capacity of 3(a). This observation surfaces, in fact, an extreme sibetef
fully charged battery?,, ... The effectiveness of the workloadof charge forgery attack: user perceived data DoS. Namely,
balancing paradigm and its associated energy consumpson ¢ is possible that field lines are deflected enough thlat
tribution is measured by means of the standard deviationeof tof the associated routes are too long to be accepted in the
percentage-representation of the residual energy reséiye route construction phase. The net result is a completetisola
Namely, if E;(t) < En.q. i the residual energy level of a senbetween affected source nodes and their targeted sink. This
sor nodesn; at a discrete time, then the average energy levelack of connecting routes prevents the data-stream fromgbei
in a network of N nodes isE(t) = = S"N | Ei(t)/Epq.- The  sent to the sink, resulting in energy-savings by not periogm
standard deviation of the energy level is computed as fallowthe required workload. To demonstrate that this is the csse,

capture the impact over the data-delivery rate in Figurg.3(b
S LN As it can be observed, data-delivery rate drops because of
E,(t) = | — Ei(t) — — S Ei(1)? 1) this effect. Correspondingly, network wide average ofdeal
© N ;( O~ ; () @ energy levels improves by up tt2%, conform Figure 3(c),
' when 24 forged charges are randomly injected in the network.

We measure the packet-delivery ratie n,.c,/neqp, €Stab-  TESLA energy overhead evaluation.Figures 3(a), 3(b)
lished between the number of packets actually received and 3(c) demonstrate that TESLA not only provides the re-
by the sink node and the total number of packets sept by quired protection against all path-related attacks, nampath
the source node and expected at the sink over an intervaldeflection, path diversity deflation, family path intersewat
time. In multipath settings, the delivery ratio accountstfte wild-paths and field-line hopping, but the energy-overhead
successful transmission of one (of the possible many) sopie minimal and independent of the dimension of the attack.
of a packet. Also, the (depreciation of the) packet delivefyamely, it can be observed that TESLAs impact over the
latency is also monitored as part of the overhead analysis.energy-balancing mechanism is below 3%, whereas, conform
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Fig. 3. Tesla effectiveness and overhead evaluation on geftaction attacks via charge forgery

Figure 3(c), the impact over the network-wide average tesid level energy imbalance. Figure 4(b) also demonstrates that
energy levels is maintained belows. employing the k-RPEF mechanism effectively alleviates the
) ) _ ~ family path intersection attacks. Namely, when the degffee o

C. Effectiveness of k-RPEF Against Selective Forwarding repjication is set td: = 6, the degradation of energy balancing

Selective forwarding of QUERY messagesFigure 4(a) is maintained belov% for bases of attacks that cover up to
shows that targeting the QUERY messages represents an dasy of the nodes, and below% degradation wher20% of
and effective way to block query processing capabilities imodes are compromised.
the network. For example, by targetirigs of the sensor  Selective forwarding of ACK messagesDropping ACK
nodes, an attacker can expect to impa@t of the queries messages leads to a similar outcome as to the attacks carried
submitted. To demonstrate the effectiveness of the k-RPER selective forwarding of RREQ messages, as comparing
replication mechanism, we test against settings with degrd-igure 5(a) with Figure 6(a) demonstrates. Namely, withyonl
of replication ofk = 2,4 and6. For example, when 6 replicasa base ob% of compromised nodes, the effective number of
of QUERY messages are sent, MP-FPR proves to beconogites have been reduced by nedilys, slightly worse than
nearly insensitive to the same small-base of attacks agaitie selective forwarding of RREQ messages.
QUERY messages>{o), with fewer than1% query dissemi-
nation failures. Overall, we note an approximate reductibn = T
successful attacks by% for every additional path used for ¢ «| BRoAC e o) ==
replication, slightly lower under very intense attack isgis
of more than25% compromised nodes. This information is:
relevant for deciding the number of replicas and multi-path: \\i\\

a query message will be sent along, when specific securify” i
needs and risk factors are known. Since query submission iss % % % % = o 5w »B w5 w

an Infrequent event, the number Of k-RPEF mu|t|-paths can Percentage of Attacked Nodes (%] Percentage of Attacked Nodes [%]
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be increased solely based on the security requirementeasgig. 5. Impact of selective forwarding of ACK messages tchpdiversity
impact on the energy reserves is negligible. and effectiveness of k-RPEF defense mechanism
One distinction between ACK and RREQ messages in the
g uf o T ] E o MP-FPR protocol is that ACK message are not tightly coupled
e ch I sl —— | to a particular field line to be forwarded along, hence reyslic
E RS : can be created and forwarded along distinct paths. To this en
g O i . Figure 5(a) demonstrates a significant improvement pralvide
L N\ £ =+ by the k-RPEF mechanism, ranging from approximatively
0z \\R\‘\\\ g 30% improvement when the degree of replicationkis= 2,
Ty h s w s w S0 5w ® » = w 1o nearlyl00% improvement as the degree of replication is
(a) QUERY messages (b) UPDATE messages increased tdk = 6. We can also observe a linear dependency

Fig. 4. Impact on energy consumption for selective forwagdof QUERY of the imprOVement to the number of replicas, each additiona
and UPDATE messages and the effectiveness of k-RPEF defense replica providing a benefit ot5%, on average, from a re-
Selective forwarding of UPDATE messagesFigure 4(b) silience perspective to these types of attacks.

illustrates the impact of the wild-path condition attackeov ~ The selection of the degree of replicatibralso impacts the
the residual energy balancing property. As it can be observenergy balancing, as illustrated in Figure 5(b). Namehgda
attacks carried during route establishment phase may ygldnumber of replicas promote larger set of routes that improve
to 15% degradation of energy consumption balancing for thenergy consumption balancing at a rate of approximatis&ly
data-rate considered. It is important to note that the ivelat for each additional replica, consistent for attacks cosgati
proximity of the source nodes determines the fraction ofipatof less thar20% nodes. When the attacking base is increased
that may intersect and consequently can further impact theyond the20% mark, an apparent improvement of the energy



balancing situation similar with the one discussed under tit can be observed, when the base of attacks is increased to
RREQ message dropping manifests. 30% nodes, the average number of disconnected source-to-
] ) ) ] sink topologies is around0%. The PDMS enables higher
D. Effectiveness of PDMS Against Selective Forwarding  ya5 message delivery ratios since the family of routes it
Selective forwarding of RREQ messagesdiVe have simu- yields is consistently larger and the risk of non-connéiytiv
lated path-diversity deflation attacks via selective fawiag is consequently lowered. PDMS forces an attacker to conside
of RREQ messages. Figure 6(a) shows the sensitivity to pathmuch larger base of attacking nodes, an averag20@f
diversity deflation attacks, as even with a small bas&é%f more, to render PDMS scheme just as ineffective in achieving
compromised nodes, the number of paths is effectively redlucend-to-end connectivity as with the unprotected MP-FPR) wi
by 40% as compared to the non-adversarial settings. PDM&spect to the data stream deliverability.
improves the resilience to route establishment attack$oras Compensatory effect of PDMS to k-RPEF during attacks
the same base of attacking nodes, the reduction of alteenatiia selective forwarding of ACK messagesBoth k-RPEF
paths is of only6%. Thus, the attacker needs to considesind PDMS mechanisms provide protection against path diver-
tripling the attacking base, i.e. targeting approximdyiviis%  sity deflation under adversarial conditions. However, ¢hes
sensor nodes instead &% nodes, to achieve the samemechanisms are fundamentally different: k-RPEF isr@ac-
damaging effect as in the unprotected MP-FPR. tive mechanism, whereas PDMSractive Namely, k-RPEF
Figure 6(a) illustrates an additional benefit of PDMS: imattempts to reduce the risk of failing to acknowledge a route
proving path diversity even under non-adversarial coodgi while PDMS attempts to build a new route if one has already
Namely, even when there are no compromised nodes, MBRiled. Since dropping either of ACK and RREQ messages
FPR vyields an average dfr% fewer routes than the user-leads to a route construction failure, PDMS will compensate
specified quota/y, = 30 in these settings). This is becauséor both in an attempt to meet the path diversity quota. That
MP-FPR discards routes that do not meet the end-to-eisd PDMS, when employed, will react to dropping of ACK
latency requirements (cf. Section Il), such as overly loathp messages as well. While we have analyzed k-RPEF and PDMS
caused due to bandwidth starvation, long field lines or lirdolutions in isolation, we do make note of this compensatory
quality issues and it does not compensate for. PDMS imiliciteffect of the PDMS mechanism to the k-RPEF. Therefore, we
addresses this issue by persisting in probing routes uril tare compelled to present an experimental analysis whete bot
path diversity quota is being met, as PDMS is obliviousf these methods are concomitantly employed.
of the underling reasons for which certain routes are notFigure 7(a) illustrates the improvement in path diversity
acknowledged. when PDMS mechanism is enabled to provide compensation
Figure 6(b) illustrates the depreciation of energy-bailagc to the standalone k-RPEF mechanism. As it can be seen,
as the number of compromised nodes is increased, wher¢his combination provides a virtually perfect defense agai
can be observed that there is &0% increase in standard selective forwarding of ACK messages when the base of
deviation of the residual energy levels when ol of the compromised nodes is below)% as path diversity remains
nodes are compromised. PDMS helps maintaining even eneunaffected. Moreover, the PDMS component enables MP-
consumption distribution, achieving beloi%% depreciation FPR to reach the path diversity quota even under this adver-
under the same scenarios — a significant improvement ogarial scenario. It takes a large base of compromised nodes,
the unprotected MP-FPR. The workload imbalance tops witle. at least30% of the total number of sensor nodes, to
175% depreciation wher20% nodes maliciously drop RREQ achieve comparative protection of k-RPEF running in isofat
messages, and "recover” as the number of attacks is furtlgainst20% of compromised nodes. From the perspective of
increased. We recall that the apparent recovery is due to gieer resilience to adversarial activity, PDMS improves th
loss of end-to-end connectivity. When absolutely no roates performance of k-RPEF, on average, %/%.
be established between the source and sink nodes due to velDMS, in isolation, cannot provide any benefit against
large base of compromised nodes, the data stream becos®sctive forwarding of ACK messages. This is due to the
virtually absent and the afferent messages are droppecat 3GP mechanism employed for relaying ACK messages in the
source. Energy savings are being achieved in the relay-aceminal MP-FPR, as it was previously discussed. That igef
due to the lack of the data stream workload. To demonstr&&P established sink-to-source path is compromiask&CK
that this is the case, we analyze in sequel the impact ofi@tacnessages will be dropped, including those acknowledging
carried via selective forwarding of RREQ messages over theutes that PDMS attempts to build as replacement. In other
data delivery ratio. words, compromising the unique route in SGP mechanism ef-
As it can be observed in Figure 6(c), the sensitivity téectively nullifies the PDMS’s benefits with respect to sélex
message-dropping of RREQ messages is significantly reduéexdvarding of ACK messages.
when compared to the reduction in path diversity under theEnergy balancing also benefits by enabling the PDMS to
same settings. Namely, whé% of nodes are compromised,operate in conjunction with the k-RPEF solution. As Figure
the impact to message dropping is belo%. This is because 7(b) demonstrates, considering a degree of replication of
the diminution of path-diversity does not affect message de = 6 and an attacking base 80%, the disruption of energy
livery, but the total absence of connecting routes does. Aalancing is of onlyi6%, i.e. a nearlyp0% improvement when
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Recent work on the security of sensor networks [23] has
focused on proposing key management schemes that can be
used to bootstrap other services [24], [25], [26], [27],][28
addressing general attacks such as Sybil [29] and repitati

compared to the equivalent performance of running k—RPF_L%O] attacks._ . . .
in isolation (cf. previous results in Figure 5(b)). The security of geographical routing protocols using phys-

ical nodes’ locations was studied in [31] for sensor network
E. Effectiveness of k-EF Against Selective Forwarding and in [32], [11] for ad-hoc networks. Most of the works
Selective forwarding of DATA messagesFigure 8(a) illus- focus on preventing malicious modifications of the destamat
trates the consequence of increasing the number of atgckication in packets, verifying neighbor location inforneat,
nodes that target DATA messagestis degradation in DATA and preventing message dropping. Another main area of work
packet delivery with a only a small base & nodes, and N sepuring geographic routing is the protection of the tioca
nearly 90% degradation when the number of compromise?fvice, which includes [10], [9].
nodes is increased tb5%. Adopting a multipath approach Security of the potential-field routing for WSNs has been
proves to be beneficial: at the minimum, the effect is reducé¥estigated in [33]. This work distinguishes from our ap-
by a factor of two, i.e. fromi5% to 23% message drops whenProach in the following aspects: (1) the work surveys a gener
only 2 replication paths are used, and less ti4h when list of attacks and countermeasures that do not focus on

nodes. specific risks introduced by the MP-FPR protocol in all plsase
of the protocol operation, from query dissemination andgba
T 2 100 o e allocation to route establishment and data forwarding, and
g 2 e e I e analyze these risk factors through extensive experimant
§ ol e ysis; (2) although potential-field routing and electrastfield-
BN\ based routing are both instances of the gradient basechgouti
& os \\\§\\ ) 7‘/ their implementation is fundamentally different: the fanis
a $ e . .
0 ~ SN ) astatefulpr_otocol, where routes are estabhshed_ based_ on dis
T w w m m w o s w1 = = w» tance metrics obtained by means of hop-counting, while MP-
Percentage of Attacked Nodes [%] Percentage of Attacked Nodes [%)] - . . . . .
’ e ’ . FPR does not maintain routing information and relies only on
(a) Data delivery (b) Energy consumption balance A . . . .
Fig. 8. Impact of selective forwarding of DATA messages amel ¢ffective- the distribution of discrete charge information for foraisg

ness of the k-EF defense

Figure 8(b) shows an overhead varying betwe&h and
15% as the number of multipaths is increased frém= 2

purposes; (3) field-based routing has been proposed iyitial
in the context of large scale, dense mesh networks and there
is no focus on energy consumption and workload distribytion

to k 4. While the overhead is small, it can be muchvhereas MP-FPR generalizes the usability of gradient based
higher if the rate of transmission of data messages incsgageuting to arbitrary distributions with possible low detress of
currently set at25 messages per seconds. The number nbdes and focuses on the energy aspect.

compromised nodes does not have a direct negative impacGeographic routing remains a promising and active area
over the energy consumption. Energy savings are achievidresearch due to intrinsic benefits of exploiting location
when DATA messages are being dropped along a path detationships for routing purposes. A complete survey of



geography-based single-path routing approaches can be fo[10]
in [34], whereas a newer approach that particularly ComSidritl
the challenges of large scale sensor networks is presente
in [35]. Other works have also recognized the benefits of
using multipath routing in large-scale sensor networks f&¥2l
improving workload balancing and delivery robustness. Fors)
example, trajectory-based forwarding approaches, wheth r
on multiple non-braided paths via parametric curves foglsin [14]
source and sink scenarios, have been presented in [36]A37h5]
natural extension to multiple sink, multiple-path is ckalijing
because route disjointness cannot be easily guaranteea wiél
adopting parametric trajectory models, therefore fieldepo

tial and gravity-based routing methodologies, which eitplg17]
physical phenomena properties to facilitate the creatfaron-
braiding paths, have been recently investigated [38],, [B9]].
Despite the broad interest in gradient based routing, \ithy |
work has been done to address the security aspect of SH%T
advanced protocols, which constitutes the motivationppsut

for this body of work.

(18]

[20]
[21]
[22]
In this article, we have presented an in-depth analygks]
regarding the feasibility of providing security semantics
MP-FPR — an instance of the electrostatic field based routipg
for location-aware sensor networks. We have identified the
attacking model and the core system properties that uryqu@“r’]
characterize MP-FPR’s settings. We discuss cryptograplg;
mechanisms to provide integrity and authentication, ameeth
mechanism providing resilience to selective data forwart’]
ing attacks. We have experimentally demonstrated that MP-
FPR energy provisions can be significantly affected under &8l
adversarial environment, however, effective securityisohs [29]
that exploit MP-FPR’s multi-path routing model can be im-
plemented with minimal overhead. [30]

VII. CONCLUSIONS
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